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Abstract 
Considering the persistent increase of burglary and fire incidences, coupled with 

the lack of effective security systems (lock-and-key) in public buildings in Nigeria, 

there has been a clamor for an innovative and creative system like Smart Security 

Systems that can be deployed against all forms of intruders and related security 

challenges. This paper investigated the awareness and acceptance of smart 

security systems among occupants of selected public buildings in Nigeria with the 

Central Business District (CBD) FCT-Abuja as the area of study. Also, a gap 

exists in the literature on a formal scientific approach to the analysis and 

evaluation of behavioral changes that will occur in public buildings. This study 

adopted a cross-sectional survey research design with a quantitative approach to 

data collection using the study’s population of 253 occupants of selected public 

buildings, out of which 153 occupants were randomly selected. The validated 

Smart Security System Questionnaire (SSSQ) was used as a data collection 

instrument. 132 representing out of 153 copies of SSSQ were analyzed using 

frequency, percentage, mean, and standard deviation in tabulation format; these 

values were subjected to ANOVA evaluation to determine the strong and weak 

data components. These statistics which were scientifically computed with the aid 

of Statistical Packages for Social Sciences (SPSS) at 0.05 (p-value) are a true test 

of statistical significance. Findings from the study reveal that while the occupants 
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of public buildings believe that a smart security system will make their offices 

more secure, the expected level of acceptance of the operation of their workplace 

because of changes that will occur due to the incorporation of a smart security 

system has not been observed. The one-way ANOVA test performed revealed the 

significant statistical difference between group means for readiness level and 

perceived usefulness for smart security systems. 

 

Keywords: Acceptance, Awareness, Perceived Usefulness, knowledge, attitude, 

Smart Security System. 

 

 

Introduction 
Insecurity is a global phenomenon. 

Insecurity is a global problem that 

requires urgent attention from 

government and stakeholders worldwide, 

it has become rampant globally but in 

Nigeria, it has escalated to an 

unpresidential level. 

The idea of a smart security system in 

buildings- especially public buildings is 

an active and evolving area of research 

among Architects, and other designers of 

public buildings (Al-Humairi & Kamal, 

2021; Ciholas et al., 2019; SARHAN, 

2020; To et al., 2018). The rapidly 

advancing frontiers of technology- 

especially communication and 

surveillance technologies with the 

corresponding increase in the 

sophistication and nature of crimes have 

made it very imperative for public 

buildings to be properly equipped with 

the smart security system. This is more so 

important as smart building security 

systems give an enhanced sense of 

security for the occupants while at the 

same time being environment-friendly 

and power-efficient (Kupchik, 2010).  

In an advanced country, a smart security 

system in public buildings is a notion that 

has long been adopted as a necessary part 

of the infrastructure the buildings 

represent. The high level of education and 

technological advancement in the 

advanced country has been largely 

responsible for this. The case is however 

different in developing countries, where 

poor infrastructural designs and weak 

economies have been inhibiting factors in 

the adoption of smart security systems in 

public buildings; other contributing 

factors include low quality of education 

and the lack of a formal study focused on 

the local reality of the environment in 

which the buildings are found. According 

to Eigbeonan, (2013) Architects should 

focus on consideration on the design that 

reflects the urban city and should be 

given valve consideration on training and 

education, and more awareness of health, 

safety, welfare aesthetics, and 
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environmental issues in the design of buildings. 

 

Nigeria, being a developing country is not exempted from this reality. To the best of 

our knowledge, there are only a few papers in the literature on the formal scientific 

analysis of the level of awareness of smart security systems in public buildings in 

Nigeria. As a result of this, papers investigating the level of awareness of smart 

security systems in public buildings are rare in the Nigerian context, especially in 

Abuja.  

This study investigates the level of awareness about smart security systems; 

enthusiasm level towards the use of smart security systems; perceived usefulness of 

using smart security systems; and the attitude of occupants of selected public buildings 

towards using smart security systems in the Central Business District (CBD) FCT-

Abuja, Nigeria. To realize these objectives, the paper focuses on the following 

questions: 

i. What is the level of awareness about smart security systems among occupants 

of selected public buildings in Central Business District (CBD) FCT-Abuja? 

ii. What is the perceived usefulness of using a smart security system by occupants 

of selected public buildings in Central Business District (CBD) FCT-Abuja? 

iii. What is the attitude of occupants of selected public buildings towards using a 

smart security system in Central Business District (CBD) FCT-Abuja? 

 

LITERATURE  REVIEW 

This section presents the review of studies that are found related to the smart security 

system. It should be noted that the empirical analysis of the existing studies is 

presented in chronological order. 

In the UK, (Wilson et al., 2017) examined the perceived benefits and risks of smart 

security systems as it applies to homes and public buildings, from multiple 

perspectives. Results show that national survey representatives of UK homeowners 

(n=1025) find prospective users have positive perceptions of the multiple 

functionalities of smart security systems including energy management. Ceding 

autonomy and independence in the home for increased technological control are found 

as the main perceived risks. An additional survey with (n=42) participating in a smart 

home field trial identifies the key role of early adopters in lowering perceived smart 

security systems risks for the mass market. Content analysis of smart security systems 

marketing material (n=62) shows that the smart security systems industry is 

insufficiently emphasizing measures to build consumer confidence in Data security 

and privacy. 

In China, (Hsu et al., 2017) developed a multisensory data fusion technology-based 

smart home system by integrating wearable intelligent technology, artificial 
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intelligence, and sensor fusion technology. An experimental testbed for validating the 

effectiveness and feasibility of the smart home system was built and verified 

experimentally. The results showed that the 3D gesture recognition algorithm could 

achieve recognition rates for automated household appliance control of 92.0%, 94.8%, 

95.3%, and 87.7% by the 2-fold cross-validation, 5-fold cross-validation, 10-fold 

cross-validation, and leave-one-subject-out cross-validation strategies. For indoor 

positioning and smart energy management, the distance accuracy and positioning 

accuracies were around 0.22% and 3.36% of the total traveled distance in the indoor 

environment. For home safety and fire detection, the classification rate achieved 

98.81% accuracy for determining the conditions of the indoor living environment. 

In Nigeria, (Olarewaju et al., 2017) designed and constructed an automatic home 

security system based on GSM technology and an embedded microcontroller unit. The 

system consisted of an infrared motion detector and a magnetic sensor as transducers 

for detecting intruders’ motion or break in through a door. The signals are then 

processed by an embedded microcontroller unit which then activates the GSM module 

and sends SMS message to the householder's mobile phone device, an at the same time 

activating an attached alarm system. Initial testing of this system shows that it worked 

as expected. The developed GSM based security system gives a good response to the 

sensor and sends SMS when it detects intrusion at the windows or indoor. The test 

result shows that both the braking switches attached to the door hinges and the motion 

sensors perform adequately as expected. 

Being an active area of research, the concept of smart security in public buildings is 

still attracting a lot of interest from the research community, and a common point of 

convergence among different works is that a smart security system must be able to 

provide a reliable sense of insulation from would-be intruders. Table 1 shows some 

recent works in this regard. 

 

Table 1: Related works in awareness and acceptance of smart security systems for 

buildings 

S/N AUTHOR(S) TITLE OF WORK YEAR KEY FINDINGS 

1 (Froufe et al., 

2020) 

Smart Buildings: 

Systems and Drivers 

2020 Identified and correlated the main 

drivers and systems of smart buildings. 

The main drivers include technology, 

integration, flexibility, longevity, health, 

comfort, satisfaction, security, 

ecology, energy, and efficiency. The 

systems include heating-ventilation-air 

conditioning, light system, energy 
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system, security system, telecomm 

system, fire prevention system, 

vertical transport system, and 

hydraulic system. 

2 (Kim et al., 2020) Developing Design 

Solutions for Smart 

Homes Through User-

Centered Scenarios 

2020 The authors proposed a framework for 

smart home services by focusing on 

the practicability of each variable from 

the perspective of supporting user 

experience. Based on developed 

scenarios, the authors were able to 

identify residents’ behaviors and 

intentions regarding smart home and 

its use. 

3 (Cannizzaro et al., 

2020) 

Trust in the smart 

home: Findings from a 

nationally 

representative survey 

in the UK 

2020 The authors discovered that the 

meaning and value proposition of smart 

home and smart security have not 

achieved closure for consumer. Anxiety 

about the likelihood of a security 

incident emerges as a prominent factor 

impacting the adoption of smart home 

technology. 

4 (Oyewole et al., 

2019) 

Residents’ Awareness 

and Aspiration for 

Smart Building 

Features: The Case of 

Okota, Lagos, Nigeria 

2019 Internet facility received the highest 

ranking as the medium of awareness 

for residents who were aware of smart 

building features. Security and safety 

were the highest aspired feature for a 

smart building as indicated by the 

respondents. 

 

One major point that can be inferred from Table 1 is that there is a heightened level of 

awareness on the application of smart security systems in public buildings, and the 

general expectation is that buildings which adopt this technology are expected to be 

better managed and more environment friendly. 

 

METHODOLOGY 

Study Area 

According to the 1991 population census, the population of the FCT was 378,671, 

Year 2000 projections were put at well over half a million as noted by (Momoh & 
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Benachir, 2018). The 2006 population and Housing census puts the population of 

Abuja at 1,406,239 with a growth rate of 9.3 per year, 2014 population is projected to 

be 3,028,80, and phase II of Abuja’s development is yet to be completed (Gumel et 

al., 2020). Figure 1 shows that the federal capital city is within the Abuja municipal 

area council, and the development of the city is in phases I-IV with each phase further 

subdivided into districts, as seen in Figure 2. 

 
Figure 1: Map of Nigeria showing location of FCT-Abuja (FCDA, 2013) 

 

The Federal Capital Territory as it is popularly known is in the heart of Nigeria. Being 

equidistant from all parts of the country, it can be accessed quite easily 
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Figure 2: FCT-Abuja Map showing district lay out in phases I- III (FCDA, 2013) 

 

The central area as shown in figure 3, is the hub of the city as well as that of the Nation. 

This is true not only in the symbolic sense but in the physical sense as well. It covers 

an area of 1,635.3 hectares (Abuja Master Plan). The design objective of the central 

area is to create a functioning and organically whole central area early in the life of the 

capital city by concentrating facilities along the axis to convey a sense of completeness 

and urbanity (Gumel et al., 2020). 

Figure 3:  Satellite Image 

showing Central Business 

District (CBD) 

highlighting the Central 

Business District 

(Commercial Core) of 

FCT-Abuja, Nigeria. 

(FCDA 2013) 

 

The central area is where 

the important public 

buildings are sited, in the 
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Abuja master plan, it was proposed to house the National Assembly, legislative and 

executive offices, official residences, national conference centre, central hospital, 

embassies, main shopping streets, national square, transit ways, presidential residence, 

Central Business District (CDB) and national museum. The CBD as one of the districts 

in the phase 1 of the federal capital city has seven identifiable precincts. 

This study adopted a cross-sectional survey research design with a quantitative 

approach to data collection. The justification for the use of cross-sectional survey 

include- it is cheap and consumes less time, it makes it possible to collect data from a 

large pool of subject areas and make necessary comparisons, it captures a specific 

moment in time, and it provides a snapshot of the frequency of the phenomenon under 

observation. 

For this study, the relationship used in determining the sample size is (Yamane, 1964): 

( )
2

1

N
n

N e
=

+
         (1)

           

where n is the sample size, N = 253 is the population size, e = 0.05 is the level of 

precision. Thus, n is determined as follows: 

( )
2

253
154.9770 155

1 253 0.05
n = = 

+
       (2) 

 

From the study's population is 253 occupants of selected public buildings within the 

CBD; 155 occupants were randomly selected based on the value determined in (2). 

The validated Smart Security System Questionnaire (SSSQ) was used as a data 

collection instrument. Out of 155 copies of validated SSSQ randomly distributed, the 

response rate to the study’s instrument is 132. Data+ collected, sorted and normally 

tested were described and reported using frequency, percentage, mean, standard 

deviation in tabulation format. These statistics were scientifically computed using 

Statistical Packages for Social Sciences (SPSS). It should be noted that 0.05 was used 

as a level of significance (p-value) throughout the statistical computations therein.  

 

RESULTS AND DISCUSSIONS 

This section provides results, interpretation, and discussions of data collected for the 

purpose of achieving research objectives as well as testing the study's null hypotheses. 

Figure 4 shows that 72 (54.5%) respondents are male while the remaining 60 (45.5%) 

are their female counterparts. Similarly, most of these occupants 67 (50.8%), has been 

working with their respective organizations for at least 6 to 10 years. 
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Figure 1: Information of respondents in survey (Source: Field survey, 2019) 

 

It can be seen from figure 1 that there are more male than female occupants in public 

buildings within CBD -Abuja and these occupants has been working in their 

environment for at least 6 to 10 years. Hence it can be inferred that the participants 

adequate knowledge and experience to understand the nature of the security system 

maintained in the buildings. The buildings in question here are offices, most of which 

are government offices. 

Table 2 shows the level of awareness among respondents on smart security as it applies 

to public buildings. The data were collected by a cross-sectional survey research 

design with a quantitative approach to data collection using the study’s population of 

253 occupants of selected public buildings within the CBD. It can be observed that 79 

occupants of public buildings representing 59.8% are moderate aware i.e. they showed 

an appreciable knowledge about smart security system as building security system; 

and 36 (27.3%) are highly aware of it. This shows that occupants of selected public 

buildings in the Central Business District (CBD) FCT-Abuja, Nigeria are significantly 

aware of the Smart Security System as a security mechanism for public buildings. This 

finding contradicts that of Chitnis, Deshpande, and Shaligram (2016), who found that 

out of total 78 only 2.56% are aware of advanced security mechanism. 
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Table 2: Level of awareness about Smart Security System among occupants of selected 

public buildings in CBD Abuja, Nigeria 

Awareness level Frequency Percentage 

Highly Aware 36 27.3 

Moderately Aware 79 59.8 

Fairly Aware 8 6.1 

Not Aware 9 6.8 

Total 132 100.0 

Source : Field Survey, 2019 

 

Table 3 shows the level of readiness among the respondents, where it can be seen that 

more than two-third number of occupants of selected public buildings in Central 

Business District (CBD) FCT-Abuja agreed with 7 out of 8 items listed in the table. 

This agreement, indicate that it is likely a good time within the Nigerian community 

and occupants of public buildings to participate in designing and installing a smart 

security system in their buildings for safety, confront and privacy. 

 

Table 3: Readiness level towards the use of Smart Security System among occupants 

of selected public buildings in Central Business District (CBD) FCT-Abuja, Nigeria 

S/N Readiness 

Assessment 

Checklist (RAC) 

Yes No Mean SD Remark 

N % N % 

1 Have you clearly 

defined the need that 

is driving your 

organization to 

consider 

implementing Smart 

Security System? 

91 68.9 41 31.1 1.69 0.465 Yes 

2 Is designing a strong 

evidence-based smart 

security system an 

appropriate strategy 

to address your 

organization's 

security challenges? 

114 86.4 18 13.6 1.86 0.344 Yes 

3 The smart security 

system is a 

distraction rather 

40 30.3 92 69.7 1.30 0.461 No 



137  africanscholarpublications@gmail.com                                                                               

 2022 

 

than a solution to 

security challenges in 

our building 

4 It is essential that 

leaders within your 

organization actively 

support and 

champion Smart 

security system 

transitions and 

deliverables. 

113 85.6 19 14.4 1.86 0.352 Yes 

5 Will your 

organization provide 

sufficient staff with 

the necessary time 

and resources to 

support full 

implementation of 

smart security 

system? 

90 68.2 42 31.8 1.68 0.468 Yes 

6 Will your 

organization allow 

time to prepare and 

continue work on 

system deliverables? 

97 73.5 35 26.5 1.73 0.443 Yes 

7 Will your 

organization be 

willing to measure 

and assess progress 

and continuously 

improve processes? 

107 81.1 25 18.9 1.81 0.393 Yes 

8 Will your 

organization be able 

to reinforce and 

reward positive 

teamwork behaviors 

and improvements in 

security processes? 

107 81.1 25 18.9 1.81 0.393 Yes 

Source : Field Survey, 2019 
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According to results presented in Table 4, it can be observed that significant number 

of selected public building occupants that responded to the study agreed that using the 

system would enable them to accomplish security tasks more quickly; using the system 

in their job would increase their level of productivity; using the system would make it 

easier to do their job while in the building; they find the system very useful in their 

job; using the system would improve their job performance of security system; and 

using the system would enhance their effectiveness on the job. These results show that 

occupants of selected public buildings in Central Business District (CBD) FCT-Abuja 

have positively perceived usefulness on the use of smart security system as a creative 

and innovative security system in public buildings.  

 

Table 4: Perceived usefulness of using smart security system by occupants of selected 

public buildings in Central Business District (CBD) FCT-Abuja, Nigeria 

S/N Perceived Usefulness of using 

Smart Security System in Public 

Buildings 

SA 

(%) 

A 

(%) 

NS 

(%) 

D 

(%) 

SD 

(%) 

1 Using the system would enable me to 

accomplish security tasks more 

quickly 

56.1 26.5 11.4 3.0 3.0 

2 Using the system would improve my 

job performance of the security 

system 

41.7 41.7 6.8 6.8 3.0 

3 Using the system in my job would 

increase my level of productivity 

46.2 34.1 9.8 6.8 3.0 

4 Using the system would enhance my 

effectiveness on the job 

38.6 37.9 15.2 5.3 3.0 

5 Using the system would make it 

easier to do my job while in the 

building 

46.2 38.6 9.1 3.0 3.0 

6 I would find the system very useful 

in my job 

43.9 44.7 3.0 2.3 6.1 

SA = Strongly Agree, A = Agree, NS = Not Sure, D = Disagree, SD = Strongly 

Disagree 

Source : Field Survey, 2019 

 



139  africanscholarpublications@gmail.com                                                                               

 2022 

 

The one-way ANOVA analysis is shown in figure 2 and figure 3. With a p-value << 

0.05 in figure 2, it confirms that there are statistically significant differences between 

the group means. This is succinctly reflected in the parameters of the columns in figure 

3, where the median values, maximum values, and minimum values for the different 

columns are shown in Table 5. 

 

Table 5: One-way ANOVA performance metrics for Table 4 

 SA(%) A(%) NS(%) D(%) SD(%) 

Median 45.05 38.25 9.45 4.15 3.00 

Maximum value 56.10 44.70 15.20 6.80 6.10 

Minimum value 38.60 26.50 3.00 2.30 3.00 

 

The values in Table 5 were deduced from figure 3 where the SA(%) showed the 

greatest strength and the SD(%) showed the least strength. 

 

 
Figure 2: One-way ANOVA computation for the columns of Table 4 

 

 
Figure 3: ANOVA visualization of data columns for perceived usefulness 
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CONCLUSION 

The smart security system should be a top concern for concerned stakeholders who 

own or occupy public buildings. Moreover, safe and secure building space is the 

necessity of every member of the organization is working. The smart security system 

is thus applicable and desirable for occupants’ safety and convenience. This will be 

achieved by turning the building into a smart building by intelligent remote 

monitoring. The smart building comes into picture for controlling and monitoring 

routine activities of the occupant and external forces. It will give occupants peace of 

mind, as management can have a close watch and stay connected anytime, anywhere. 

This study mainly concentrated on the awareness, and acceptance of smart security 

system among occupants of selected public buildings in the Central Business District 

(CBD) FCT-Abuja, Nigeria. 

The management and occupants of selected public buildings in the Central Business 

District (CBD) FCT-Abuja are highly aware of the Smart Security System as a security 

mechanism for public buildings. The management and occupant of the public building 

in Nigeria shows a high level of readiness, to accept, deploy and implement smart 

security system in their building Architecture. It was also found that occupants of 

public buildings in FCT-Abuja have perceived smart security system easy to use as 

results of the system capable of easily securing their buildings; encouraging 

skillfulness; flexible to interact with. However, occupants of selected public buildings 

in Central Business District (CBD) FCT-Abuja, Nigeria perceived smart security 

system highly useful as it will enable them to accomplish security tasks more quickly; 

increase their level of productivity; make it easier to do their job, and enhance their 

effectiveness on the job. Finally, occupants of selected public buildings in FCT-Abuja 

have a positive attitude towards using smart security system in their building. 

Since the level of awareness about smart security system is reasonably high among 

occupants of public building in Central Business District (CBD) FCT-Abuja. 

However, awareness is directly related with favorably perceived usefulness of smart 

security system in Nigeria. These finding brought to our notice that many people are 

aware of the advanced security system. Thus, it should be appreciated that criminals 

and intruders always look for easy targets, and by taking appropriate precaution, 

management and occupants of public buildings can drastically decrease the chances of 

having their buildings victimized. Also, accurate data awareness in the smart security 

system can help Architectural service providers to allocate network resources 

adaptively. 

 

RECOMMENDATIONS 

Building security designers and Architectural experts, smart security market 

promoters, as well as professional bodies, should use of creative and innovative ways 
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of creating and promoting a level of awareness about the privacy, costs and technical 

implications smart security system design to the public. This bold action will 

ultimately lead to positive perception and attitude towards the use of a smart security 

system in the Nigerian environment. 

All stakeholders should reach a consensus on minimum security requirements for 

public building in Nigeria. Industry actors should support security-driven business 

models, contribute to raising smart security awareness, and develop security 

assessment methods or frameworks for smart security designers and architectural 

experts. The management of MDA, NGOs, embassies and, consulates should redesign 

and re-strategies their building security system to prevent modern security challenges. 

This can be achieved by contracting recognized professional for training and retraining 

of their staff about the technical whereabouts of the system. 

Finally, Federal Ministry of Finance (FMF), Federal Ministry of Communication 

Technology (FMoCT), Ministry of Interior, Ministry of Foreign Affairs, Nigerian 

Communications Commission (NCC), Federal Secretariat and National Information 

Technology Development Agency (NITDA) should collaborate to provides financial 

and technical support towards establishing Public Smart Security System (PSSS) for 

public building; and letter may be commercialized for the benefit of the people of our 

country.      
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