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Abstract 
Mobile cloud computing (MCC) is the combination of cloud computing, mobile 

computing and wireless networks to bring rich computational resources to mobile 

users, network operators, as well as cloud computing providers. It offers variety 

of opportunities that help the organizations to improve their operations and use 

technology more efficiently. Mobile cloud computing has formed the conceptual 

and infrastructural basis for tomorrow’s computing. The global computing 

infrastructure is rapidly moving towards cloud based architecture. Cloud services 

can be provisioned as Software as a Service (SaaS), Platform as a Service (PaaS) 

or Infrastructure as a Service (IaaS) and they can be deployed as private, 

community, public or hybrid clouds. Cloud computing provides several 

advantages like ease-of-deployment, no maintenance and up-front costs, and 

rapid and efficient scalability. But it does pose several challenges with regards to 

security of data and privacy issues. If security is not robust and consistent, the 

flexibility and advantages that cloud computing has to offer will have little 

credibility. This paper presents a review on the cloud computing concepts 

architecture and application as well as security issues inherent within the context 

of cloud computing. 

 

Keywords: Cloud computing, Service models, Deployment models, architecture, 

Data security. 

 

 

Introduction 
Cloud Computing is quickly becoming 

one of the most popular and promising 

technologies. It offers variety of 

opportunities that help the organizations 

to improve their business and use 

technology more efficiently. Many 
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organizations have started adopting cloud computing in their business. It is difficult 

for the organizations to survive in the traditional ways and they are unable to compete 

with their competitors. Especially in this competitive environment, respond quickly to 

business demands is necessary. The organizations are necessary to implement strategic 

ideas to gain competitive advantages. Cloud computing is an enhanced technology and 

become a vital technology to run business. It acts as an excellent technological tool 

that helps the organizations to stay competitive as it can be considered as an innovative 

way to increase business value. It enables the users and consumers to integrate and 

combine many different services together that increase the creativity and productivity. 

Cloud computing has successfully gained the interested from organizations because it 

offers a wide range of solutions and advantages to business such as increase flexibility, 

scalability, agility, reduces costs and higher efficiencies (Sumit, G., 2014). Thus more 

and more organizations start migrating their services and applications to cloud. The 

fast growing rate of cloud computing is unavoidable. As the technology is getting more 

advanced, cloud computing raises some concerns in security, cloud attacks and 

privacy. The organizations should have proper protection on cloud services to prevent 

their data being stolen. The objectives of this paper are to explore the benefits of 

Mobile cloud computing, identify the threats to cloud computing and determine the 

solutions to overcome threats security and privacy as related to Mobile cloud security.  

 

 
Figure 1: Cloud Computing Architecture (Amol, A., Vikram, S., & Gopakumaran,T., 

2015). 

 

In cloud computing architecture, there are four (4) main layers. The first layer, fabric, 

contains all physical, computational devices and hardware resources such as network 
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bandwidths, computing units, storage system etc. (Israr, H., 2013). The second layer, 

unified resource, contains virtualized resources which act as integrated resources. The 

physical machines have been encapsulated in order to act as integrated resources for 

the end users (Pourqasem, J., Karimi, S. & Edalatpanah, S. A., 2019). In third layer, 

which is the platform layer, contains new resources such as specialized tools, 

middleware and services. The main purpose of this layer is to reduce the burden of 

deploying applications directly into virtual machine container (Zhang, Q., Cheng, L. 

& Boutaba, R., 2020). The development environment is provided for the developers 

to develop applications. Finally, this contains the applications that run and execute in 

the cloud (Israr, H., 2013). According to (Abdulaziz, A., 2012), the users can use cloud 

services provided by cloud providers without having any operational knowledge. The 

users do not need any special requirements or devices to access these services. 

The services provided by cloud are 24/7. Sometimes, it can also be used to trace when 

the computing resources and applications are used. (Gurmeet, S. & Vineet, K. S., 

2012) found that cloud computing is able to provide shared resources, applications and 

services that meet changing business needs. Cloud computing also provides a platform 

that enables the developers to develop and deploy directly to the cloud. They do not 

need to worry about how many resources they need, system maintenance and upgrade 

as these are done by the providers. 

 
Figure 2: Conceptual view of Cloud Computing Services (Kaur & Garg, 2015) 

 

CLOUD COMPUTING SERVICE MODELS 

Cloud computing providers offer different types of services to their users based on the 

main three types of service models. Figure 2 shows the three main types of service 

models in cloud computing. 
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Figure 3: Cloud Computing Service Model (Imran, A., 2014). 

 

Service as a Service (SaaS) 

Service providers will install their software applications which operated by them for 

the users to use as a service. The users can rent it on a subscription or pay-per use 

model (Assante, D., Castro, M., Hamburg, I. & Martin, S., 2016). The users can access 

the software applications without the concerns of installation and maintenance. They 

also do not need to know the infrastructure and platform where the applications are 

running (Kumar, M., 2014). 

Compared to the traditional software, SaaS does not require own software and 

hardware resources. SaaS is popular due to its scalability, compatibility, accessible 

worldwide and the users do not need to do/worry about scaling, configuration and 

updates (May, A., Shaikha, A.-E., Sabika, B. & Imtiaz, A., 2013). However, users do 

not have any control on the components, security and application customization 

(Nikita, G. & Toshi, S., 2014). Examples of SaaS are Google Docs, Microsoft Office 

365, salesforce.com etc. (Zhang, Q., Cheng, L. & Boutaba, R., 2010). 

 

Platform as a Service (PaaS) 

PaaS plays a major role in cloud as development environment will be provided by 

service providers for application developers to implement and maintain their 

applications. A platform, including software, hardware, operating system, server, 

development tool and database will be provided by service providers (Assante, D., 

Castro, M., Hamburg, I. & Martin, S., 2016). Users do not need to know how much 

processing unit, memory, storage they need for their applications. PaaS provides a full 

“Software Lifecycle” since it allows the application developers to directly implement 

on the cloud. The difference between PaaS and SaaS is the users to develop the 

applications on cloud or host the completed applications on PaaS while the users can 
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only host the completed applications on SaaS. Some examples of PaaS are Amazon 

Web Services, Google App Engine and Microsoft Azure. 

 

Infrastructure as a Service (IaaS) 

The bottom layer of service model is IaaS. The main concept of IaaS is virtualization. 

IaaS provides the infrastructure for the applications to run. IaaS provides the necessary 

computational resources and infrastructure such as storage, processing unit, networks 

etc. (May, A.-R., Shaikha, A.-E., Sabika, B. &Imtiaz, A., 2013) said that IaaS is like 

located in the middle of the other two services as it acts as a physical or a virtual 

machine to support users’ applications. It allows users to deploy and run both operating 

systems and applications. The main benefit is that users do not take any responsibility 

on deployment, administration and maintenance. An example of IaaS is Amazon EC2. 

 

Deployment Models 

Cloud computing has been classified as four types of deployment models: public 

cloud, private cloud, community cloud and hybrid cloud (Tharam, D., Chen, W. & 

Elizabeth, C., 2010). Each of the models has its own scope of services offered to the 

users. The ways of Cloud Computing deployment will be based on different factors, 

such as customization capabilities, cloud services sharing, security requirements and 

location the services hosted (Vimal, D. B. & Prabakaran, N., 2014).  

 
Figure 4: Types of cloud deployment models (Vimal, D. B. & Prabakaran, N., 2014). 

In public cloud, the services are offered to everyone in general public over Internet. 

These services are provided and shared with other organizations by third party service 

providers. Usually the service providers have their own policy, value, costing and 

charging model. (Vimal, D. B. & Prabakaran, N., 2014) found that the services 

delivered are manageable and consistent available. However, the users are treated as 

untrustworthy. Researchers found that privacy and security are the issues that always 
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discussed in public cloud (Adam, M. M. et al., 2014). Examples of public cloud 

services are email services and photo storage services. 

Private cloud service is for organization usage. Compared to public cloud, private 

cloud has a higher security because it is only accessible by the trusted users in the 

organization or granted third parties. An example of using private cloud in an 

organization is to share customer data to their other branches (Sumit, G., 2014). This 

type of cloud service is less risky, higher security, higher energy efficiency, more 

reliable, cost reduction and lower complexity (Hamoun, G., Bradley, S., Marin, L. & 

Gabriel, I., 2012). Research has been done to prove this by putting an organization in 

the most precarious situation (Parekh, D. & Sridaran, R., 2013). However, an 

organization needs to spend more cost on purchasing the software and equipment to 

have their own cloud. 

Community cloud located between public and private cloud. There are not much 

different from private cloud. The resources are shared among the organizations that 

have similar missions and requirements (Cheng, F. C. & Lai, W. H., 2012). The 

services may be managed by third parties or organization itself. 

According to (Sumit, G., 2014), the setup cost is cheaper than a private cloud because 

they are shared among the organizations. Besides, it offers a higher level of security 

and privacy. One of the drawbacks is the data storage needs to be shared among others. 

An example of community cloud service is the educational cloud that can be shared 

among the universities around the world for research purpose (Ahmed, Y., 2012). 

Hybrid cloud is the composition of two or more clouds, public, private or community 

(] Singh, S. & Jangwal, T., 2012). 

The clouds will use the physical hardware and server instances together to provide a 

service. This type of cloud service offers the same advantages of public and private 

cloud. In hybrid cloud, it is easier to handle data security concerns by saving the 

organizations’ sensitive data in private storage. Usually this type of cloud service is 

used for backup purpose (Tarannum, N. & Ahmed, N., 2013). The organization can 

host a critical application on private cloud and public cloud for less security concern. 

 

CHARACTERISTICS OF CLOUD-COMPUTING 

NIST, in its 16th and final Definition of Cloud Computing, codenamed SP (Special 

Publication) 800-145 has highlighted five key characteristics that every cloud 

technology should incorporate. They are: 

a. On-demand Self-Service: The consumer should be able to change the 

provisioned computing capabilities like number of cloud clusters and online 

storage unilaterally, without the intervention of human service provider. 
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b. Broad Network Access: Cloud services should be easily available through 

standard Internet mechanisms on all kinds of devices like mobiles, desktops, 

laptops, workstations etc. 

c. Resource Pooling: It must be able to serve multiple consumers concurrently in 

location-independent way from same physical resources which are separated on 

logical level in a secure manner. 

d. Rapid Elasticity: Resources should be provisioned and released on demand, and 

at any point of time, the consumer should have exactly the amount of resources 

he needs for his product. In essence, consumer should be able to scale up and 

down the resources, remove or add users, provision for more machines or storage 

in a seamless manner and to him the resources should seem to be infinite, any 

amount of which can be provisioned at any point of time. 

e. Measured Service: Cloud services should follow the pay-as-you-go pricing 

model. All consumption and usage of cloud resources should be monitored, 

logged and reported to consumer accordingly, and controlled from both sides 

under some agreement. 

 

A user should only be charged for what he used and also if there are limits on usage 

per user; it is the responsibility of service provider that such limits are not breached 

under normal circumstances. 

 

APPLICATIONS OF MOBILE CLOUD COMPUTING 

a. Mobile commerce 

Mobile commerce (m-commerce) is a business model for leveraging mobile 

devices to conduct business. In general, commerce applications do some tasks that 

necessitate mobility (e.g., mobile transactions and payments, mobile messaging, 

and mobile ticketing). Finance, advertising, and shopping are just a few of the 

categories of m-commerce applications. 

b. Mobile learning 

Mobile learning (m-learning) is a type of electronic learning (e-learning) that is 

based on mobility. Traditional m-learning applications, on the other hand, have 

drawbacks such as high device and network costs, slow network transmission 

rates, and limited educational resources. 

c. Mobile health care. 

The goal of using MCC in medical applications is to reduce the drawbacks of 

traditional medical therapy (such as limited physical storage, security and privacy 

concerns, and medical blunders). Mobile health care (m-healthcare) enables 

mobile users to quickly and conveniently access resources (for example, patient 

health records). Besides-health-care provides a variety of on-demand cloud 
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services to hospitals and health-care companies rather than owning standalone 

programs on local servers. 

d. Mobile gaming 

Mobile game (m-game) is a potential revenue generator for service providers since 

it can totally offload game engines that require a lot of computational power (e.g., 

graphic rendering) to a cloud server, and gamers just interact with the screen 

interface on their devices. 

 

ADVANTAGES OF CLOUD-COMPUTING 

a. Savings in Up-front Costs: For most cloud services, there are no up-front 

deployment and purchase costs. Almost all cloud services follow pay-as-you go 

pricing model, in which consumers are only charged for whatever they services 

they use for fixed amount of time. 

b. Ease of Scaling: Cloud services can easily be scaled up and down according to 

the consumer’s desire. For instance, cloud storage capability can be increased 

up to TBs or it can be as low as some GBs. 

c. No Maintenance Costs: Cloud services have no maintenance costs, as it is the 

duty of cloud service provider to ensure the smooth and seamless working of 

underlying infrastructure. The consumer only has to pay for the services he used, 

and when servers wear-off or data drives fail, it is the service provider who has 

to bear the expenses for replacement. 

d. Always-On Availability: Cloud services are always available to the users as long 

as they are connected to the Internet. There are some scheduled maintenance 

outage periods but such incidents are notified to users several days before and 

usually span a few hours at most. In some free or less expensive cloud services, 

there can be a maximum usage period for the user.  

e. Reliability: Cloud services are pretty reliable in the sense that there is no need 

to worry about the potential data loss due to disk failure or break in computation 

task due to server failure or power outage. Cloud service providers use full back-

up plans to ensure the integrity of data. 

 

MOBILE SECURITY  

Mobile security or mobile phone security has become increasingly important in mobile 

computing. Of particular concern is the security of personal and business information 

now stored on Smartphone. 

More and more users and organizations employ smart phones as communication tools, 

but also as a means of planning and organizing their work and private life. Within 

companies, these technologies are causing profound changes in the organization of 

information systems and therefore they have become the source of new risks. Indeed, 
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Smartphone collect and compile an increasing amount of sensitive information to 

which access must be controlled to protect the privacy of the user and the intellectual 

property of the company.  

All smartphones, as computers, are preferred targets of attacks. These attacks exploit 

weaknesses related to smartphones that can come from means of communication like 

Short Message Service (SMS, aka text messaging), Multimedia Messaging Service 

(MMS), Wi-Fi networks, Bluetooth and GSM, the de facto global standard for mobile 

communications. There are also attacks that exploit software vulnerabilities from both 

the web browser and operating system. Finally, there are forms of malicious software 

that rely on the weak knowledge of average users.  

Different security counter-measures are being developed and applied to smartphones, 

from security in different layers of software to the dissemination of information to end 

users. There are good practices to be observed at all levels, from design to use, through 

the development of operating systems, software layers, and downloadable apps. 

 

NATURE OF CLOUD COMPUTING ATTACK 

a. Attacks based on communication (SMS and MMS)  

Potential attack could begin with a phone that sends an MMS to other phones, with an 

attachment. This attachment is infected with a virus. Upon receipt of the MMS, the 

user can choose to open the attachment. If it is opened, the phone is infected, and the 

virus sends an MMS with an infected attachment to all the contacts in the address 

book.  

b. Attacks based on communication (GSM) networks  

Tracing of mobile terminals is difficult since each time the mobile terminal is 

accessing or being accessed by the network, a new temporary identity (TMSI) is 

allocated to the mobile terminal. The TSMI is used as identity of the mobile terminal 

the next time it accesses the network. The TMSI is sent to the mobile terminal in 

encrypted messages.  

Once the encryption algorithm of GSM is broken, the attacker can intercept all 

unencrypted communications made by the victim's smartphone. The security of 

wireless networks (WLAN) is thus an important subject. Initially wireless networks 

were secured by keys. The weakness of WEP is a short encryption key which is the 

same for all connected clients. Now, most wireless networks are protected by the 

security protocol.  

As with GSM, if the attacker succeeds in breaking the identification key, it will be 

possible to attack not only the phone but also the entire network it is connected to 

(Assante, D., Castro, M., Hamburg, I. & Martin, S., 2016). 

c. Attacks based on Bluetooth-based 
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An attacker only needed to connect to the port to take full control of the device. 

Another example: a phone must be within reach and Bluetooth in discovery mode. The 

attacker sends a file via Bluetooth. If the recipient accepts, a virus is transmitted. For 

example: is a worm that spreads via Bluetooth connection. The worm searches for 

nearby phones with Bluetooth in discoverable mode and sends itself to the target 

device. The user must accept the incoming file and install the program. After installing, 

the worm infects the machine.  

d. Attacks based on vulnerabilities in software (OS) applications  

Sometimes it is possible to overcome the security safeguards by modifying the 

operating system itself. As real-world examples, this covers the manipulation of 

firmware and malicious signature certificates. These attacks are difficult.  

In 2004, vulnerabilities in virtual machines running on certain devices were revealed. 

It was possible to bypass the byte code verifier and access the native underlying 

operating system. The firmware security of Nokia's Symbian Platform Security 

Architecture (PSA) is based on a central configuration file called SWIPolicy. In 2008 

it was possible to manipulate the Nokia firmware before it is installed, and in fact in 

some downloadable versions of it, this file was human readable, so it was possible to 

modify and change the image of the firmware. This vulnerability has been solved by 

an update from Nokia. (Cheng, F. C. & Lai, W. H., 2012) 

In theory smartphones have an advantage over hard drives since the OS files are in 

ROM, and cannot be changed by malware. However, in some systems it was possible 

to circumvent this: in the Symbian OS it was possible to overwrite a file with a file of 

the same name. 

 

CHALLENGES OF MOBILE CLOUD SECURITY  

There are three prime targets for attackers (Frederick C, Gianpaolo C, 2009). 

a. Data: smartphones are devices for data management, therefore they may contain 

sensitive data like credit card numbers, authentication information, private 

information, activity logs (calendar, call logs);  

b. Identity: smartphones are highly customizable, so the device or its contents are 

associated with a specific person. For example, every mobile device can transmit 

information related to the owner of the mobile phone contract, and an attacker 

may want to steal the identity of the owner of a smartphone to commit other 

offenses;  

c. Availability: by attacking a smartphone one can limit access to it and deprive the 

owner of the service.  

The sources of these attacks are the same actors found in the non-mobile computing 

space: 

a. Professionals, whether commercial or military, who focus on the three targets 

mentioned above. They steal sensitive data from the general public, as well as 
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undertake industrial espionage. They will also use the identity of those attacked 

to achieve other attacks;  

b. Thieves who want to gain income through data or identities they have stolen. 

The thieves will attack many people to increase their potential income;  

c. Black hat hackers who specifically attack availability. Their goal is to develop 

and cause damage to the device. In some cases, hackers have an interest in 

stealing data on devices. 

d. Grey hat hackers who reveal vulnerabilities. Their goal is to expose 

vulnerabilities of the device. Hackers do not intend on damaging the device or 

stealing data. 

 

CONSEQUENCES  

Cloud computing brings conveniences to the organizations, but there are some risks 

threatening organizations too. In order to provide a better quality of services, the 

provider’s have responsibilities to ensure that cloud environment is highly secured. 

Providers have to make enhancement on security to gain users’ trust. There are some 

solutions to enhance the security of cloud. When a smartphone is infected by an 

attacker, the attacker can attempt several things:  

a. A compromised smartphone can record conversations between the user and 

others and send them to a third party. Sanderson, D. 2009 this can cause user 

privacy and industrial security problems;  

b. An attacker can also steal a user's identity, usurp their identity (with a copy of 

the user's SIM card or even the telephone itself), and thus impersonate the owner. 

This raises security concerns in countries where smartphones can be used to 

place orders, view bank accounts or are used as an identity card; 

c. The attacker can reduce the utility of the smartphone, by discharging the battery. 

For example, they can launch an application that will run continuously on the 

smartphone processor, requiring a lot of energy and draining the battery.  

d. The attacker can prevent the operation and/or starting of the smartphone by 

making it unusable. This attack can either delete the boot scripts, resulting in a 

phone without a functioning, or modify certain files to make it unusable (e.g. a 

script that launches at startup that forces the smartphone to restart) or even 

embed a startup application that would empty the battery; 

e. The attacker can remove the personal (photos, music, videos, etc.) or 

professional data (contacts, calendars, notes) of the user. 

 

CONCLUSION 

Cloud computing is one of the most exciting technologies in the recent decade with 

potential to grow much more rapidly as Internet access becomes more and more 

ubiquitous. Its ease of use, low maintenance and up-front costs and ease of scaling 

makes it the perfect candidate for many start-up businesses in the modern 

entrepreneurial world. But security of private data remains a big concern and in the 

absence of concrete laws to decide whether the liability of data leaks is on the service 

providers or not, however, one must be very careful to understand the security risks 
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and challenges posed in utilizing these technologies. Cloud computing is no exception. 

As the development of cloud computing technology is still at an early stage, The 

objectives of this paper are to explore the benefits, challenges architecture of Mobile 

Cloud Computing which comprises of Service and deployment models, nature and 

security implication of cloud computing.  
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