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Abstract 

Cybercrime is the most disruptive threat for financial markets, but at the same 

time is the most underrated by both regulators and financial institutions. Cyber-

attacks have already caused considerable damage to detail retail banking, mainly 

through credit card and payment scams. The infrastructures of the markets mostly 

involve digital systems, thereby coming within the scope of cybercriminals. If 

losses generated by cyber-fraud in the retail world are capped by the size and the 

utilization of an account, the potential damage from a cyber-attack on financial 

infrastructures is limitless. In addition, markets react to new information from 

traditional (newspapers) and innovative media platforms (social media), the 

quasi-totality being stored on the Internet. Thus altering reality and spreading 

rogue information is another way cybercrime can inflict damage on markets. With 

the creation of centralized counterparties a group of a small number of institutions 

indirectly expose all of the financial sector to cyber-risk, with consequences which 

have not yet been well studied and understood. 

 

 

Introduction 

The concept of cybercrime is historical. It 

was discovered that the first published 

report of cybercrime occurred on the 

mainframe computer in the 1960s 

(Maitanmi, 2013). Since these computers 

were not connected to the internet or with 
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other computers, the crime was committed by the employers (insider) in the company, 

hence it was referred to as computer crime rather than cybercrime. According to 

(Lakshmi, 2015) as at 2003, the United States and South-Korea have the highest cyber-

attacks of 35.4% and 12.8% respectively. With the population of Nigeria placed at 160 

million from the last census carried out in 2006, a recent statistics revealed that about 

28.9% have access to the internet(Hassan, 2012). It was also proven that 39.6% 

African users of internet are actually Nigerian, hence, the high increase in the rate of 

internet crime in Nigeria (Hassan, 2012). Presently, cybercrimes are performed by 

people of all ages ranging from young to old, but in most instances the young. 

Presently, cybercrimes are performed by people of all ages ranging from young to old, 

but in most instances the young 

Although the internet is only about 30 years old, experts consider an 1834 hack the 

first cybercrime in history. Two thieves were able to infiltrate the French Telegraph 

System and gain access to financial markets, committing data theft. 

Other early cybercrimes, beginning in the late 1800s and first half of the 20th century, 

saw hackers focus on the telephone systems. Just two years after phones were 

invented, teenage boys broke into Alexander Graham Bell’s telephone company and 

caused mischief by misdirecting calls. Phone hacking, or phreaking, later became 

popular in the 1960s to 1980s. 

The year 1940 saw the first ethical hacker: French computer expert Rene 

Carmille hacked into the Nazi data registry to thwart their attempts to register and track 

Jews. 

In the 1980s, the advent of email brought with it phishing scams (remember the 

Nigerian prince?) and malware delivered through attachments. By the 1990s, web 

browsers had become commonplace, along with computer viruses. 

The widespread adoption of social media in the 2000s only increased cybercrime, and 

especially data theft, due to the nature of these platforms. During the past ten years, 

malware infections and data theft have increased dramatically, and show no signs of 

slowing down anytime soon. 

With the proliferation of the Internet of Things, cybercriminals have many creative 

new ways to attack. As more and more everyday objects — refrigerators, washing 

machines, heating systems, light bulbs, and more — come online, they open new 

vulnerabilities and opportunities to cybercrooks 

https://slate.com/technology/2018/10/what-an-1834-hack-of-the-french-telegraph-system-can-teach-us-about-modern-day-network-security.html
https://daily.jstor.org/wwii-and-the-first-ethical-hacker/
https://daily.jstor.org/wwii-and-the-first-ethical-hacker/
https://www.avast.com/c-phishing
https://blog.avast.com/evolution-of-cybercrime
https://www.avast.com/c-what-is-the-internet-of-things
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Hackers have already figured out how to infiltrate a casino via its smart fish 

tank and deploy ransomware through a coffee maker; the full scope of cybercrime in 

the age of IoT is not quite known yet, but it’s something we should certainly be on 

guard for. 

 

Conclusion 

The dynamic nature of the law has made it possible for the law to fit into the changing 

circumstances and issues arising on a day to day basis. As cybercrime becoming an 

emerging global problem so does the need to solve the problem become most essential. 

Thus, the reward for solving a problem is financial benefits. Knowledge has been 

proven over the years to be the key resource to having an edge hence, one being 

informed about the areas of cybercrime gives the person or institution an edge to 

dealing with the problem. There should be a clear state procedure and court for the 

pursuit of cybercrime matters. A defined court of first instance, a defined area of legal 

practice, A define ruling procedure etc. To add to that, the law enforcement should not 

just pay lip service but set up panels and regulations for such panels alongside commit 

to supervise such panels that would oversee the execution of the laws prohibiting 

cybercrimes 

While it may not be possible to completely eradicate cybercrime and ensure complete 

internet security, businesses can reduce their exposure to it by maintaining an effective 

cybersecurity strategy using a defense-in-depth approach to securing systems, 

networks and data. 
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