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Abstract 
Biometric technologies have the potential to provide convincing evidence 

of who actually performs a given transaction, because each person’s 

biometric characteristics are thought to be unique and difficult to 

reproduce.  Biometric technologies work by measuring and analysing 

human physiological or behavioural characteristics.  Physiological 

characteristics are those associated with a part of the body.  The fingerprint 

is probably the best known example; however, face and hand shape, and 

retina and iris patterns are also examples of physiological characteristics. 

This paper aims to briefly address some of the biometric technologies used 

how biometric systems work. Also a brief summary of identification process 

and identity life cycle management.  
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Introduction 
The first biometric systems to be 

adopted at scale were those used by 

the law enforcement community to 

capture and compare fingerprints from 

criminals, crime scenes, and suspects.  

These systems were closely 

supervised in use, giving little 

opportunity for fraud.   More recently, 
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biometric technology has matured to provide a flexible and cost-effective 

answer to a whole range of business scenarios and implementations; in airports, 

on the high street, in offices, and embedded in mobile devices. With biometric 

identification offering business benefits such as improved facilitation, 

enablement, and automation, the world is seeing tremendous uptake of this 

technology, and, along with that adoption, a tendency toward lighter scrutiny of 

where and how it is used— increasing a vulnerability to fraud attempts.  

With limited emphasis on biometric fraud detection capabilities, serious 

criminals and petty opportunists are taking advantage.  Specifically, “biometric 

fraudsters” attempt two kinds of attacks. 

• Impersonation: an imposter seeks to be incorrectly recognized as a 

different, legitimate user. 

• Obfuscation: a user manipulates his or her own biometric traits to avoid 

recognition. 

 

Fraud is a serious business—especially when it involves personal identities.  In 

practice, attacks can include coercing legitimate users, creating fake samples, 

or making use of mutilated body parts.  The most desperate biometric fraudsters 

resort to surgery, risking permanent scarring (face or fingerprints), blindness 

(iris)— or worse. 

 

BIOMETRICS 

Biometric systems are far from invulnerable, at the same time, the barrier to 

entry for criminals is lowering.  Benefitting from the same technology advances 

(and cost reductions) that have enabled cyber-criminals to crack systems on the 

other side of the world, and the proverbial teenage hackers to perform denial-of 

service attacks from their bedrooms, biometric fraudsters can now readily 

access the technology to tamper with biometric documents, create biometric 

spoofs, and test their results—all from the comfort of their own homes.   

 

Biometric Technologies 

Biometric technologies have the potential to provide convincing evidence of 

who actually performs a given financial transaction, because each person’s 

biometric characteristics are thought to be unique and difficult to reproduce.  

Biometric technologies work by measuring and analysing human physiological 

or behavioural characteristics.  Physiological characteristics are those 
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associated with a part of the body.  The fingerprint is probably the best known 

example; however, face and hand shape, and retina and iris patterns are also 

examples of physiological characteristics.  Behavioural characteristics are 

based on data derived from a person’s actions.  For example, the way a person 

speaks, writes (i.e., forms characters and words), or types are examples of 

behavioural characteristics.  

Biometric traits are less susceptible to duplication or loss when compared to 

other authentication methods and, therefore, provide a higher level of security.  

Unlike conventional identification methods that use something you have—such 

as a credit card—or something you know—such as a password or personal 

identification number (PIN)—biometric characteristics are integral to 

something you are.  

Perhaps the most prevalent current use of biometrics is in the area of physical 

access control systems that limit access to highly sensitive areas to authorized 

people.  However, as with almost any security device, biometrics are not perfect 

and the technology may be impacted when environmental and physical 

conditions are not ideal (e.g., injury to a finger or hand, or the presence of dust 

on scanning devices).  

The primary biometric technologies in use today and supported by commercial 

industries are finger scan, which considers both the fingerprint and finger shape; 

face and hand geometry; and iris, retina, voice, and signature recognition 

systems.   

Theoretically, when biometric technologies are used, the need to remember and 

protect passwords, PINs, or other secrets may be eliminated.  If properly 

implemented, biometric systems prevent the sharing of secrets that could be 

used fraudulently.  For example, customers would no longer need to share 

private, sensitive, or personal information with cashiers, customer 

representatives, or other financial institution employees while conducting a 

routine business transaction.  

 

How Biometric Systems Work  

Biometric systems are comprised of a two process solution:  

 (1) A thorough enrolment process. It was clear that enrolment is the most 

critical step when using a biometric technology.  It is the step that binds a user 

to an identity.  It relies on the user establishing his or her identity by presenting 
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a birth certificate, passport, or other identity document.  If the document is 

deemed authentic, the person’s identity is established and the process continues.  

Once the user verifies his or her identity, the individual presents the applicable 

biometric information (e.g., fingers, hand, or iris) by using a biometric device 

(e.g., scanner or camera).  The distinctive features are extracted, encoded, and 

stored as a reference template for future comparisons.  As a final step, the 

biometric is linked to the biographic identity (i.e., legal name and address; date 

of birth; gender; and other identifiers such as eye and hair colour, weight and 

height) and other relevant information, depending on the application.    

The amount of computer memory that most reference templates use is relatively 

small and varies depending on the vendor and the technology.  Templates can 

be stored remotely in a central database, within a biometric reader device itself, 

or on a smart card or token.   

Preventing identity fraud during the enrolment process is critical.  The vetting 

process for binding a biometric against an identity must be carefully designed 

so that it does not introduce a security risk at the point of enrolment.  An identity 

thief may already have the victim’s Social Security number or other personal 

information, including fraudulent documents such as a false driver’s license in 

the victim’s name with the thief’s picture.  If an identity thief can enrol his or 

her own biometrics with the stolen identity—before the rightful owner of the 

identity realizes it has been stolen—the thief can make a successful biometric 

claim against that stolen identity.  

Fraudulent identities may also be detected during the enrolment process.  For 

example, if a user has already established an identity with an organization 

(either a true or false identity) and he or she attempts to create a second identity 

using the same biometric data (i.e., fingerprint, iris scan, hand geometry, etc.), 

the system should detect that the biometric data is already registered and 

identify the first and second enrolment as potential wrongdoing.   

 (2) An effective matching process. Once a user is enrolled in a biometric system 

with an organization, the user will subsequently present his or her biometric 

data and the system will compare it to what was captured at enrolment during 

the “matching” process.  The process of matching compares presented biometric 

data against what is already collected in a repository.  During matching, the 

chosen biometric is scanned and compared to the stored template.  If a match is 

found, a matching score is generated (based on the type of biometric and 

confidence of a match) and provided.  The matching score is then evaluated by 
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comparing the score to a present value established as a threshold for the 

particular business application in question.  A low risk transaction usually has 

a low threshold value, while a potentially costly or high-risk transaction may 

require high confidence in the biometric match.  Finally, a secure audit trail of 

system usage is recorded.  The biometric verification provides added assurance 

that the legitimate user is accessing the system.   

 

Types of Biometric Technologies  

Fingerprint Recognition  

Fingerprint recognition has one of the longest histories of any biometric in use 

today.  Since its introduction as a law enforcement tool in the late 1800s, it has 

become the primary law enforcement identification method used around the 

world.  Historically, fingerprints were made by coating the fingertips with ink 

and transferring the pattern to paper or another surface.  Fingerprints were then 

manually compared to determine matches and non-matches.    

Biometrics have allowed the law enforcement community and others to move 

away from ink and paper capture of fingerprints to “live-scan” image capture.  

Live-scan fingerprint images are scanned, measured, converted into biometric 

templates, and instantaneously stored in databases for future comparisons.  A 

live-scan fingerprint is obtained directly from the finger without the 

intermediate use of paper.  The most popular algorithm used to create the 

fingerprint biometric template measures minutiae points, or the breaks, in 

fingertip ridges.  For example, ridge endings (where a ridge ends) and 

bifurcations (where a single ridge divides into two) comprise most such 

minutiae.  A typical fingerprint image may produce between 15 and 50 minutiae 

points, depending on the portion of the image captured.    

While identifying minutiae, the algorithm searches the fingerprint image and 

filters out distortions and false minutiae caused by scars, sweat, or grime.  Once 

the minutiae are identified, their exact locations are recorded and their angles 

are measured (typically by the direction of a ridge or valley ending).  For each 

established minutiae point, neighbouring minutiae and the number of ridges in 

between are recorded.  Because of differences in the determination, placement, 

and analysis of minutiae points, no two algorithms can be expected to yield the 

same template from a given fingerprint.    

Fingerprints can be either flat or rolled.  A flat fingerprint is limited to an 

impression of the central area of the finger between the fingertip and the first 
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knuckle.  Rolled fingerprint images capture more fingerprint area, acquiring the 

ridges on both sides of the finger as well, and perform better when matching 

against like images. Logistically, rolled fingerprints are more challenging to 

capture, as they typically require the assistance of a trained attendant in a more 

controlled environment.  This practice typically results in higher costs that have 

somewhat limited the use of rolled fingerprint recognition from gaining 

acceptance as a convenient and economical biometric identification method.  

The introduction of inexpensive, “Live-Scan” flat fingerprint capture devices 

and the development of reliable matching algorithms in recent years are setting 

the stage for fingerprint authentication technology to progress to more 

widespread use in a variety of unattended applications.  

 

Three types of scanners are typically used:   

(1) optical scanner,  

(2) silicon-based scanners, and  

(3) ultrasound scanners.   

 

Optical scan technology is the oldest of the three and is the one most commonly 

used.  Optical scanners use the same light sensor system used in digital cameras 

and camcorders to record a pixel, a tiny dot representing the light that hit that 

spot. Collectively, the light and dark pixels form an image of the scanned scene 

(a finger, for example).  

Silicon-based scanners are generally smaller than optical scanners and the 

image quality is generally better.  In silicon chip-based scanners, a coated chip 

measures skin capacitance to discover the ridge pattern in the fingerprint.  Small 

silicon scanners (smaller than a postage stamp and thinner than a dime) provide 

a low cost option for notebook computers, cellular phones, or personal digital 

assistants (PDAs).  

Ultrasound scanners generate an image (shape) of the live skin layer buried 

beneath the surface of the finger, which is seldom affected by damage or wear 

to the finger surface.    

More devices are available for reading fingerprints than for any other biometric.  

Compared to alternative biometrics solutions, fingerprints are associated with 

lower cost, greater ease of use, and smaller device size.  Keyboard 

manufacturers are already beginning to integrate fingerprint devices into 
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keyboards, thus boosting opportunities for consumer acceptance in the longer 

term.  

 

Face Recognition  

Face recognition—the acquisition, segmenting, and matching of a given face 

against a database of faces—is a non-intrusive biometric method dating back to 

the 1960s.  For over 30 years, the majority of work in face recognition has 

focused on use of two-dimensional images, using legacy data (e.g., drivers’ 

licenses, criminal photographs) for matching of images.  Three dimensional 

scanning and imaging has been used in several industries for years, and appears 

to be a natural progression as a biometric technology.  Industries which have 

traditionally used three-dimensional scanners include health and fitness, 

fashion, automotive, cosmetic, geological, academic, museum, nuclear power, 

and aerospace.  

Although face recognition can be less accurate than fingerprints, face 

recognition tends to be less invasive.  Most of today’s face recognition systems 

use appearance-based classifiers or attempt to measure some nodal points on 

the face—such as the distance between the eyes, the width of the nose, the 

distance from eye to mouth, or the length of the jaw line.  

Two-dimensional face recognition has traditionally experienced some obstacles 

which three-dimensional face recognition partially or fully eliminates: 

 (1) consistent illumination of a face and the corresponding shadows; 

 (2) common orientation or pose of a face; and  

(3) varying facial expressions.  Due to the richer set of three-dimensional 

geometric clues, including range information (e.g., depth), face detection can 

be simplified.  The inherent ability of three dimensional face recognition 

systems to partially or fully compensate for pose, illumination, and expression 

may be needed in scenarios in which the capture environment is not controlled, 

such as at an ATM.  Most ATMs do not have controlled lighting and require a 

specific pose or expression.  

 

The large number of databases containing facial images (i.e., driver’s license 

enrolment) will boost the use of facial recognition technologies.  However, 

facial recognition technology requires large investments in peripheral hardware.  

Overall, this type of biometric is expected to find its greatest utility in law 

enforcement, as facial databases are created to facilitate the capture of criminals.  
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Facial scanning devices typically would be installed in police stations, airports, 

immigration offices, etc.  

 

Hand Geometry  

Hand geometry systems use an optical camera to capture two orthogonal two 

dimensional images of the palm and sides of the hand, offering a balance of 

reliability and relative ease of use.  They typically collect more than 90 

dimensional measurements, including finger width, height, and length; 

distances between joints; and knuckle shapes.  These systems rely on geometry 

and do not read fingerprints or palm prints.  Although the basic shape and size 

of an individual’s hand remains relatively stable, the shape and size of our hands 

are not highly distinctive.  The system is not well suited for performing one-to-

many identification matches.  Hand geometry readers can function in extreme 

temperatures and are not impacted by dirty hands (as fingerprint sensors can 

be).  Hand geometry devices are able to withstand wide changes in temperature 

and function in a dusty environment.  They are commonly used for access 

control to facilities, time clocks, or controlled areas. 

The large size of the actual hand geometry readers restricts their use in 

widespread applications such as those requiring a small user interfaces (e.g., 

home computer user, keyboard).  Hand-geometry readers could be appropriate 

for multiple users or where users access the system infrequently and are perhaps 

less disciplined in their approach to the system.  Today, organizations are using 

hand-geometry readers in various scenarios, primarily for physical access 

control and recording work time and attendance.  They are also used for the 

known traveller. The large size of the actual hand geometry readers restricts 

their use in widespread applications such as those requiring a small user 

interfaces (e.g., home computer user, keyboard).   

Iris recognition systems use small, high-quality cameras to capture a black and 

white high-resolution photograph of the iris.  Once the image is captured, the 

iris’ elastic connective tissue—called the trabecular meshwork—is analysed, 

processed into an optical “fingerprint,” and translated into a digital form.  Given 

the stable physical traits of the iris, this technology is considered to be one of 

the safest, fastest, and most accurate, non-invasive biometric technologies.  This 

type of biometric scanning works with glasses and contact lenses in place.  

Therefore, iris scan biometrics may be more useful for higher risk interactions, 
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such as building access.  Improvements in ease of use and system integration 

are expected as new products are brought to market. 

 

Voice Verification  

Voice verification technology uses the different characteristics of a person’s 

voice to discriminate between speakers.  These characteristics are based on both 

physiological and behavioural components.  The physical shape of the vocal 

tract is the primary physiological component.  The vocal tract is made up the 

oral and nasal air passages that work with the movement of the mouth, jaw, 

tongue, pharynx and larynx to articulate and control speech production.  “The 

physical characteristics of these airways impart measurable acoustic patters on 

the speech that is produced,” as one expert explained.  The behavioural 

component is made up of movement, manner, and pronunciation.  

The combination of the unique physiology and behavioural aspects of speaking 

enable verification of the identity of the person who is speaking.  Voice 

verification technology works by converting a spoken phrase from analogue to 

digital format and extracting the distinctive vocal characteristics, such as pitch, 

cadence, and tone, to establish a speaker model or voiceprint.  A template is 

then generated and stored for future comparisons.  

Voice verification systems can be text dependent, text independent, or a 

combination of the two.  Text dependent systems require a person to speak a 

predetermined word or phrase.  This information, known as a “pass phrase,” can 

be a piece of information such as a name, birth city, favourite colour or a 

sequence of numbers.  The pass phrase is then compared to a sample captured 

during enrolment.  Text independent systems recognize a speaker without 

requiring a predefined pass phrase.  It operates on speech inputs of longer 

duration so that it has a greater opportunity to identify the distinctive vocal 

characteristics (i.e., pitch, cadence, tone).  

Voice verification systems can be used to verify a person’s claimed identity or 

to identify a particular person.  It is often used where voice is the only available 

biometric identifier, such as over the telephone.  Voice verification systems may 

require minimal hardware investment as most personal computers already 

contain a microphone.  The downside to the technology is that, although 

advances have been made in recognizing the human voice, ambient 

temperature, stress, disease, medications, and other physical changes can 

negatively impact automated recognition.  
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Voice verification systems are different from voice recognition systems 

although the two are often confused.  Voice recognition is used to translate the 

spoken word into a specific response, while voice verification verifies the vocal 

characteristics against those associated with the enrolled user.  The goal of voice 

recognition systems is simply to understand the spoken word, not to establish 

the identity of the speaker.  A familiar example of voice recognition systems is 

that of an automated call centre asking a user to “press the number one on his 

phone keypad or say the word ‘one’.”  In this case, the system is not verifying 

the identity of the person who says the word “one”; it is merely checking that 

the word “one” was said instead of another option. 

 

Face Recognition 

The facial features (eyes, nose, lips and chin) of human have played a significant 

role in the recognition of individuals for long time. Depending on the unique 

shaping of each person’s face, it has been a popular method in biometric 

recognition area. Computers have contributed in the automatic recognition of 

individuals using the obvious facial characteristics which led to wide popularity 

of the Face Recognition System (FRS). There are many commercial software 

that are programmed to do the real identification of human facial features.  

The method mainly conducts two ways for the facial authentication of 

individuals. First is static recognition of person’s facial features depending on 

collecting a set of images by using photo-camera. Second is real time 

identification of persons based on video-camera. The captured images are used 

for creating a template for each sample (individual) and then a matching process 

is taken for the recognition purposes. 

 

Iris Recognition 

 Iris is that coloured circular part that is located in centre of the eye. The 

distinctiveness of iris pattern provides an effective recognition scheme of 

individuals. Based on the biological composition of the iris, it has a specific 

network of tissues that are visibly recognized. However, an individual’s iris 

forms over the first year of the life when the iris characteristics cannot be 

genetically changed [2,8].    

Similar to retina recognition, the general process of identifying/verifying a 

person is accomplished by capturing images of his/her iris. Then pass the iris 

images to the data analysis for extracting the discriminating features for each 
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sample as preparing for the authentication process. This process is done by 

using a special camera that does the iris scanning. 

 

Retina Recognition   

In each person’s eye, the retina is that layer which is made of a complicated 

network of neural cells at the back of the eye. This part has a unique feature for 

each retina due to the complicated capillaries that is responsible for providing 

the retina with the blood.  Many studies have concluded that the blood vessel 

pattern is distinctive pattern for each single retina of the same person. This 

complication pattern of the retina has contributed in the development of new 

automatic authentication system for the fast distinguish among individuals.  In 

addition, any identical twins do not have the same patterns of their retina. 

The technology of retinal scan-based authentication system uses a specific 

sensor for the data acquisition. In this process, a person is required to peep 

where the sensor directs on a particular spot in the visual field in which the 

capturing of characteristics of blood vessel pattern is performed. 

 

Ear Recognition  

Another biometric authentication technique is conducted based on the 

recognition of the unique shape and appearance of human being ear. Naturally, 

a person is born with a visual shape of his/her ears. However, human ear is not 

subject to change while a person’s growth and even aging. It has a dependable 

stability which increases its level of security as a proposed method for the 

security identification/verification of individuals.   

Ear recognition has the same scenario of face recognition in terms of ear 

features extraction and also matching processes. The actual recognition scenario 

of this approach is using specific measurements of outlook of the ear in which 

a mathematical model is created for providing a unique template.   

 

IDENTITY THEFT 

According to report of American FTC, National and State Trends in Fraud & 

Identity Theft January – December 2003, Defined Identity theft as “the 

appropriation of personally identifying information of another person (e.g., a 

Social Security number or credit card account number) to commit fraud or theft.  

For some in the financial sector, identity theft is a definition in progress; true 

identity theft may not include the misuse of lost or stolen credit cards, for 
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example.  Law enforcement officials may also define identity theft according to 

the federal crimes enumerated in the Identity Theft Fraud and Assumption 

Deterrence Act or other applicable statutes, including state law. 

 

Authentication processes  

Authentication processes are generally categorised by the number and type of 

authentication factors the process requires, on the understanding that the more 

factors an authentication process employs, the more robust and trustworthy the 

authentication system is likely to be. As authentication technology/processes 

have evolved, that notion is being revised and augmented by a more modern, 

outcomes-based approach, in which multi-factor authentication is assumed, but 

the strength of the authentication component does not depend on how many 

factors and types of factors it uses, but rather, on whether its authentication 

processes are resistant to comprise by commonly executed and evolving attacks, 

such as phishing and man-in-the-middle attack vectors. (This more holistic, 

outcomes-based approach should better accommodate the emergence of 

continuous authentication.) 

Types of authentication protocols/processes by increasing levels of security 

include:  

➢ Single-factor authentication (1FA) uses only one authenticator to 

authenticate a person’s identity.  

➢  Multi-factor authentication (MFA) uses two or more independent 

authenticators from at least two different authentication factor 

categories (knowledge/possession/inherence) to authenticate the 

claimant’s identity. For example, when a claimant seeks to log into an 

online bank account, using a knowledge-based authenticator (e.g., 

username and password), the claimant would also need to enter an 

additional authentication factor from a different authentication factor 

category in order to successfully access the account.  The claimant 

might use an ownership authentication factor, such as a private key 

generated in the FIDO-certified authenticator embedded in their mobile 

phone for this purpose. MFA may be implemented by using either 

multiple authenticators that in combination present authentication 

factors from a different category directly to the verifier, or a single 

authenticator that provides more than one type of factor, as is the case 
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when an authenticator uses one or more factors to protect another type 

of factor, which in turn is presented directly to the verifier. 

 

Identity Lifecycle management   

Identity lifecycle management refers to the actions IDSPs should take in 

response to events that can occur over the lifecycle of a subscriber’s 

authenticator that affect the use, security and trustworthiness of the 

authenticator. These events could include: issuing and binding authenticators to 

credentials, either at enrolment or post-enrolment, loss, theft, unauthorised 

duplication, expiration, and revocation of authenticators and/or credentials.  

The attributes associated with an identity may change from year to year. 

Analytics systems may uncover risk signals suggesting an identity is being used 

in a manner consistent with fraud or account compromise. Some commercial 

identity management systems are building in capabilities that analyse whether 

and how an identity evolves over the course of its lifecycle.  

The discussion below uses the function-based term, CSP, in describing the 

actions that should be taken in response to a specific type of authenticator 

lifecycle event even though a single IDSP may undertake authenticator lifecycle 

management, as well as identity proofing and enrolment, and/or authentication. 

✓ Issuing and recording credentials: The CSP issues the credential and 

records and maintains the credential and associated enrolment data in the 

subscriber’s identity account throughout the credential’s lifecycle. 

Typically, the subscriber possesses the credential, but the CSP/verifier 

may also possess credentials. In all cases, the subscriber necessarily 

possesses the authenticator/s, which, as discussed above, is used to claim 

an identity when interacting with a relying party.   

✓  Binding (a.k.a. credentialing or credential issuance): Throughout the 

digital ID lifecycle, the CSP must also maintain a record of all 

authenticators that are, or have been, associated with the identity account 

of each of its subscribers, as well as the information required to control 

authentication attempts. When a CSP binds (i.e., issues credentials that 

bind) a new authenticator to the subscriber’s account post-enrolment, it 

should require the subscriber to first authenticate at the assurance level 

(or higher) at which the new authenticator will be used.   

✓ Compromised Authenticators—Loss, Theft, Damage, Unauthorised 

Duplication: If a subscriber loses (or otherwise experiences compromise 
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of) the subscriber must repeat the identity proofing process, confirming 

the binding of the authentication claimant to previously proofed 

evidence, before the CSP binds a replacement for the lost authenticator 

to the subscriber’s identity/account. If the subscriber has MFA and loses 

one authenticator, the CSP should require the claimant to authenticate, 

using the remaining authentication factors. 

✓  Expiration and Renewal: CSPs may issue authenticators that expire and 

are no longer usable for authentication. The CSP should bind an updated 

authenticator before an existing authenticator expires, using a process 

that conforms to the initial authenticator binding process and protocol, 

and then revoke the expiring authenticator.   

✓  Revocation (a.k.a. Termination): CSPs must promptly revoke the 

binding of authenticators when an identity ceases to exist (e.g., because 

the subscriber has died or is discovered to be fraudulent); when requested 

by the subscriber; or when the CSP determines that the subscriber no 

longer meets its eligibility requirements. 

 

Biometric authentication is widely considered high-level security and it is 

poised to be the future of information systems security. It has been estimated 

that the traditional approaches for promoting both physical and information 

security have failed hence the need to adopt newer and better approaches such 

as biometrics. However, the biometrics approach has major weaknesses that 

must be taken into consideration before an organization can implement them as 

shown below. 

First, the biometric identifiers cannot be changed in the event of a loss. Unlike 

passwords and PINs which can easily be changed, it is not possible to change 

the fingerprints or the face of a user (Das, 2014). This means that if the 

biometric identifiers have been stolen, an organization is not able to change the 

system in a bid to achieve improvement. In response, if there will be a 

technological feat that will lend stolen biometric identifiers useless when stolen, 

it will be a remedy to this limitation. 

Biometric identifiers are prone to inefficiency due to changes in the subject or 

the user. The environment may have an impact on the person leading to failure 

of the biometrics to identify them. For instance, a user may be involved in an 

accident that leads to disfiguration of a face meaning that in such a case, the 

system will not identify or authenticate him (Das, 2014). For this reason, the 
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biometrics system is not considered a universal system. To address this remedy, 

the biometrics should be able to employ numerous approaches for 

authentication including DNA so that when others have failed. It is still able to 

authenticate a system user. 

Biometric systems are considered relatively expensive when compared to other 

systems. One of the reasons why they are expensive is due to the fact that they 

are not easily integrated into the already existing information systems. A client 

needs to purchase other supporting hardware and software that will enable 

compatibility with the existing systems. The cost of deploying it is not 

sustainable for small and medium-sized firms (Das, 2014). The remedy to this 

setback entails having more companies that will design biometric systems 

enabling increased supply which will lower the costs of the systems. 

With the use of biometrics, studies have shown that a majority of the systems 

have numerous errors and are easily hacked. A good example is the biometric 

authentication employed by smartphone devices such as the IPhone and some 

Android smartphones. False accept and false reject are commonly occurring 

leading to major questions whether the technology is feasible (Das, 2014). On 

the other hand, these systems are easily hacked and the information was stolen 

leading to reluctance by the public that feels the technology is not as effective. 

To address this issue, the designers and developers need to refocus and fix the 

errors. 

 Conclusively, biometric authentication is a technological feat that is yet to 

obtain the trust from the members of the public in general. Though it helps 

address the numerous setbacks associated with traditional authentication 

approaches such as passwords and PINs, it is crowded by weaknesses. If 

compromised, it is not possible for the biometric identifiers to be changed, they 

are erroneous and easily hacked, they are expensive, and they are prone to 

inefficiency in the event of a physical change in the user. These weaknesses 

need to be addressed in a bid to improve the efficiency of the technology. 

 

CONCLUSION 

Securing critical and sensitive digital identity from being illegally accessed by 

imposters has been a potential research field. Biometric based security 

authentication obtained considerable attention for its accuracy, reliability, 

universality and permanence etc. This paper overviewed most used biometric 

authentication techniques. The focus of this work is to briefly present various 
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biometric security methods. General scenario or mechanism of each technique 

is introduced. Also, some exposes to their key advantages, disadvantages and 

future improvements for each security system. A combination of several 

biometric security systems is highly recommended for best level of reliability 

and accuracy. For example, face recognition can be easily combined with finger 

print system for achieving a better performance. Iris scanning is compatible 

with retina recognition were a high differentiating in person iris/retina features 

is perfectly obtained. Moreover, transforming such security authentication 

techniques from traditional practical environment into more flexible one such 

as mobile phones could potentially upgrade the integration of the overall 

system.   
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