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Abstract 
Drugs are being counterfeited on a daily basis, which is a big threat to the 

health sector of the nation. This research is geared towards the 

authentication of Pharmaceutical products; to mitigate the increasing 

number of counterfeit drugs in the country; and to also verify expired drugs 

as well. The technology employed is the Quick Response (QR) code 

technology: a 2-dimensional matrix barcode which like its ancestor the 

barcode could be scan directly into machine code with a higher response 

time, and more data storage space, depending on the version of code used. 

The study proposes a system where every Pharmaceutical product producer 

could generate QR codes for their products, to make important product data 

available such as: Manufacturer Name, Product Name, Production date, 

and expiry date.  The system does not only generate QR codes for 

manufacturers it grants consumers the ability to verify products with their 

phones by scanning the QR code with the aid of an Application 

Programming Interface (API) which enables smartphone cameras to access 

the QR libraries necessary for code scanning. The System is software based; 

utilizing web application and a database technology for which the product 

QR codes are generated and stored respectively. The only requirement of 

this system is an internet enabled smartphone or laptop with a camera to 

scan the QR code with; this entails that users can apply this system from 

anywhere and with any web browser. 
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Introduction 
Counterfeit drugs have turned out to 

be a crucial issue for developing 

nations, and this venture has 

outstanding source of negative impact 

on the economy, health and safety of 

Nigeria and even the world at large, 

and this effect is measured in lives 

lost. 

In Nigeria, Drug Law Enforcement 

Agencies and other associated 

authorities were plagued with 

detecting counterfeit drugs before 

they reach patients due to the fact that 

fake drugs are a major issue in Nigeria 

with thousands losing their lives every 

year to fake and adulterated drug in 

the country (Akunyili, 2005). 

About fifty percent of the fake and 

low-quality medicines reported to the 

World Health Organization (WHO) 

between 2013 and 2017 had been 

discovered in sub-Saharan Africa 

(Christensen, 2018). 

At a time when there was mass 

production of counterfeited goods in 

Nigeria, organizations to outrightly 

fight counterfeited goods were 

instituted by putting in place an 

agency to monitor, screen and test for 

authenticity of both imported and 

manufactured  products here in 

Nigeria, named National Agency for 

Food and Drug Administration and 

Control (NAFDAC), with the mission 

and vision to safeguard public health, 

and to eliminate fake manufactured 

products from Nigeria and was 

instituted in 2001, with Dora Akunyili 

as the head. Progressive decline in the 

quantity of fake drugs in circulation 

was observed and based on this, the 

verification and authentication 

process were instituted even in the 

food sales industry, to protect the 

public health by making sure that only 

approved food, drug and other 

regulated products are produced, 

exported, imported, advertised, sold 

and used (Frenkiel, 2005). After the 

advent of the inauguration of a few 

drug tracking agencies, quite a 

number of strategies were taken into 

consideration as alternatives for 

development of efficient and effective 

solutions in Nigeria and numerous 

parts of the world for drug verification 

and authentication. However, with the 

emergence of the Internet of things 

(IoT) into global technology space, 

IoT seems to be proffering more 
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efficient methods to achieve drug verification and authentication. Effective 

products verification system using IoT based technologies for determination of 

genuine and fake product has a tendency of giving members of the society the 

opportunity to affirm the authenticity of products through the use of multiple 

product information; manufacturing date, expiry date, NAFDAC number and 

QR-codes for genuine confirmation. 

 

RELATED WORKS 

(John et al, 2016) carried out a descriptive study on the hassle of fake products 

by counterfeiters and unregistered producers in Nigeria, and the study 

confirmed that consumers ought to be given distinct right to authenticate 

products before it is being bought or consumed. According to the research, there 

are evidence that the existing system that is in use (such as NAFDAC 

registration number and Mobile Authentication System) has a drawback to 

attain 100% authentication process because the system can be duplicated 

without difficulty by counterfeiters. Their study proposed an approach to the 

constraint faced by present system by developing a bar code authentication 

system. 

(Antonio,2011) also presented a study approach. His paper presents how IoT 

technology is applied in a pharmaceutical system to examine drugs in an effort 

to discover Adverse Drugs Reaction (ADR). Therefore, the system provides a 

more suitable approach assisting physicians in clinical decisions and drug 

prescribing. The solution provided is based on NFC (Near Field 

Communication) and barcode identification technologies, which have been 

integrated in devices such as smart-phones 

 

The Birth of Mobile Authentication Service 

In 2010 NAFDAC launched the Mobile Authentication Service (MAS) that 

enabled consumers to validate whether a drug was authentic or fake with the 

mobile phone using technology from Sproxil (Ukaoha, 2015). 

Sproxil is a venture-backed, social organization that offers world-class brand 

protection services in rising markets. The company has a Mobile Product 

Authentication (MPA) solution, that allow brand owners to connect with their 

customers worldwide in a way that has not been previously achieved; this helps 

to make sure the products the customers buy are authentic and not stolen or 

counterfeit (Sproxil, 2015). 
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The Mobile Authentication Service (MAS) makes use of Truscan technology 

which allows consumers to enter a twelve-digit number scripted on the back of 

the packaging of a drug and send the same through SMS to a dedicated number 

which returns a Negative or Positive response about the authenticity and 

genuineness of the product (Oketa et al, 2019). 

The present system turned out to be efficient, and straight forward, making sure 

that users from every level of technical understanding could use it for the 

purpose it was built. The preference of SMS and USSD as the method of 

interaction with the system made it available to all mobile users regardless of 

their phone’s capacity and internet availability.  

However, the system has few drawbacks which makes the proposed system a 

better option, these drawbacks include: 

i. It is yet to be implemented on all drugs. It is restricted to mainly anti-

malaria and antibiotic drugs, which makes it limited in its scope of 

operation. This means other kinds of drugs are left unchecked and open 

to counterfeiting.  

ii. Furthermore, the platform does not display if the drug is expired or not, 

just if it is authentic or fake. This is a drawback of the system because 

expired drugs are just as dangerous as fake ones.  

iii. Also, the current system was designed and deployed at a time when the 

exposure to internet was a lot lower than it is now. This consequently 

opens up opportunities for richer mobile applications that can be 

developed to do more than SMS and USSD operations of MAS. 

 

DESIGN METHODOLOGY 

SYSTEM DESIGN 

This is a system designed to verify the authenticity of Pharmaceutical products 

with the aid of Quick Response (QR) code technology. This system is designed 

solely for Pharmaceutical products. It generates and reads the QR code data of 

the said product and stores the data in a database via the internet. 

The system is solely software based, the only hardware to be employed is the 

smartphone camera and the printed QR code on the drug pack. 

 

SYTSEM ARCHITECTURE 

The whole system is built using a combination of different programming 

languages, each playing a very specific role in achieving the end results of the 
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system. The QR code generation, encoding and decoding application on the site 

works by an Application Programing Interface (API) built using the C# 

language; The API as its name implies, is there to enable the proprietary QR 

Code application communicate seamlessly with the interface of the web 

application. The website is built using a combination of html, CSS, and 

JavaScript. The database was built using a combination of php, JavaScript, and 

C#. All codes were written on the Visual Studio Code® software: software with 

the facility of numerous extensions that make it possible for it to work with 

different programming languages, as well as running, testing, and debugging of 

those lines of code.  

The Graphic User Interface of the web application is built using Figma: a 

vector-based graphics editor and prototyping tool for executing mainly web-

based designs but has certain offline capabilities for creating Android and iOS-

based applications. The Figma software is a cutting-edge tool for designing 

User Interfaces and User Experience (UI/UX).   

 

WEB APPLICATION DESIGN TOOL 

Web applications are developed in two stages: The Front-end and the Back-end 

stages. The Back-end is the stage that is concerned with the functionality and 

operation of the web application; this is the stage of the application 

development, where the protocol to drive the connection of the application to 

the database is carried out. The Back-end stage will be discussed in the later 

section that deals with the Database management. The Front-end stage is 

however, concerned about the structure and visual arrangement of the 

application, as well as the Data Presentation format and technique. For the sake 

of users with varying educational backgrounds, and ages, the web-application 

must be designed in such that will accommodate every user; this means that the 

visual structure and arrangement is as simple as possible and the GUI of the 

system must be “User-Friendly”: a term used to describe aesthetically beautiful 

and appealing interfaces that are easy to learn, understand, and use.  

The Front-end of the web-application is designed using a combination of codes: 

The Hyper Text Markup Language (HTML) to serve as the framework of the 

web app. The Cascading Style Sheet (CSS) code to give appealing graphical 

designs to the framework, and enable the application to become responsive: this 

means designing the applications structure and appearance to become dynamic; 

making changes in its appearance to match the size and orientation, and web 
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browser of the device accessing the web application. A special library of CSS 

codes known as Bootstrap is used to improve the responsiveness of the web 

application. A scripting language known as JavaSript is used to enable 

functionality in the Front-end of the web-application; the scripting language is 

what controls what happens when an icon on the web-application is clicked; 

when a form is filled; when a condition is satisfied etc. The scripting language 

is responsible for automating the execution of these tasks according to the 

actions that a user takes on the application.  

The GUI of the Front-end was designed using the Figma development tool. 

Figma allows users with little or no coding expertise to design the pages for 

websites and the GUI for web applications visually instead of through code. 

When the design is complete, the codes are generated by extracting the Figma 

file into HTML, and CSS code. The functionality of the site however, was coded 

in JavaScript using the Visual Studio Code® software. The Figure below is the 

finished look of the Front-end of the web-application.  

 

SYSTEM DATABASE  

All data generated from the system needs to be stored; data such as the login 

details for all users, the generated QR codes along with the data of the respective 

pharmaceutical products they represent. Storing all information generated on 

the web application with particular emphasis on the vital information necessary 

for running the web application is important.  

Due to the amount of data that will be stored and requested from the drug 

verification system, the database will be hosted on a different server from the 

web application. This is done to ensure that a dedicated server that will provide 

the needed amount of storage capacity as well as data security is chosen for the 

database, since the information uploaded to the database is of the uttermost 

importance.    

The communication between the web application and the database is made 

possible through the Back-end of the web application. The Back-end and the 

Database are both programmed with the PhP: which is an open-source scripting 

language that is known for its easy integration with HTML and its execution 

speeds. This scripting language is what allows the web application send 

“requests” and get speedy response from the database.  

The Database Management System that organizes and presents the information 

of the database on the server however is programmed with a Standard Query 



22  africanscholarpublications@gmail.com                                                                               

 2021 

 

Language (SQL). This is also another reason for using PHP since it comes with 

a code library that makes it compatible with the current versions of MySQL. 

The data is divided parts called classes, and each class interacts as shown by the 

diagram below.  

 
Fig 1: Database Class Structure. 

 

Encryption / Decryption process of QR Code 

 
Fig 2: The flowchart algorithm of the encryption process of the QR code. 
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Fig 3: Flowchart algorithm of the decryption process of the QR code. 

 

RESULTS AND DISCUSSION 

The codes have been debugged and tested and are running efficiently. 

The web application can be accessed on smart phones and laptops through a 

web browser. It has been tested and the results displayed after scanning 

includes; Product name, manufacturer’s name, Batch number, manufactured 

date and expiry date. Below is figure showing how the scanning and display 

column is. 

    
Fig 4: Scanning Operation.   Fig 5: QR Scan result. 
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CONCLUSION 

The System is purely software based; the software is a web application and a 

database for which the product QR codes are generated and stored respectively. 

The web application method means that the users of this system can access the 

data anywhere and with any web browser; the only requirement is that the 

smartphone or laptop have a camera to scan the QR code with. This takes us to 

the point where it should be that the system does not only generate QR codes 

for manufacturers it grants consumers the ability to verify products with their 

phones by scanning the QR code with the aid of an Application Programming 

Interface (API) which enables smartphone cameras to access the QR libraries 

necessary for code scanning 
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