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Abstract 

As compromises have 

become 

understandably 

expected of new and 

improved 

technologies, the 

advent of computers  
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INTRODUCTION  

The dividends of the 

automation of 

traditional work and 

non-work processes 

are evident in the   

swiftness and ease 

with which tasks are 

completed today than 

they were a decade 

ago. Automation 

involves a holistic 

reconfiguration of a 

system such that 

processes and tasks 

performed by humans 

could be handled by 

specialized devices 

under little or no 

human supervision. It 

basically shifted the 

process control from 

humans to machines. 

Process automation 

swept through the 

manufacturing, 

transportation, 

health, 

communication, and 

to an extent, the 

education industries. 

A typical example is  
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 and internet has 

brought about a 

fearsome prevalence 

of electronic crimes. 

Sex-related offences 

account for the most 

frequently occurring 

electronic crimes, after 

hacking and identity 

theft. However, laws 

such as Nigeria's new 

Cybercrime Act 2015 

melt out prison 

sentences, whereas the 

UK's Sexual Offences 

Act 2003 places 

convicted offenders 

under internet usage 

restrictions which 

activists have still 

regarded as 

infringement on 

human rights. Hence, 

the institution of 

remote monitoring 

tools to ensure that 

offenders stay within 

pre-defined confines 

while using internet in 

their homes was 

regarded a desirable 

concession. This paper 

takes on the task to 

thoroughly analyse the 

effectiveness of these 

tools, with the 

objective of 

ascertaining their 

limitations and 

sufficiencies to 

legislators and 

investigators of 

developing nations for 

adoption. A 

combination of the 

scientific verification 

and case study 

methodologies are 

employed in this study 

to assign rankings to 

select tools. However, 

a more comprehensive 

investigation using 

hands-on digital 

forensic procedures 

and software field 

tests, as well as 

analysis & illustration 

of facts elicited from 

probation officers and 

digital forensic 

consultants is 

proposed towards a 

future study. 

 

the computerization of traffic management on roads, rails and air in the 

developed nations, such that the transportation system runs more 

smoothly and reliably than when its control was majorly attributed to 

human traffic wardens. Similarly, a production line that mixes the right 

dosage of supplements and ingredients at the appropriate times to make a 

boxed cereal returns more products per unit time and at more convenience 

than its equivalent human packer.  

Automation in the modern world is attributed to the digital revolution, 

which revolved around the application of computer technology to 

processes. The computer is described as an electronic, magnetic, optical, 

electrochemical or other high speed data processing device with 

arithmetical, logical or storage operations capability, inclusive or exclusive 
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of any direct and indirect data storage or communications facility 

(Parliamentary Office, 2006). A computer, in the real sense, includes all 

devices that are capable of processing, storing, or communicating data. 

Hence, an automobile with features such as auto-transmission gearbox, 

GPS-assisted navigation system, digital entertainment console, remote 

ignition and locking systems, as well as sensor-assisted parking and 

braking systems would be regarded as a sophisticated computer system 

because it possesses all three basic capabilities of a computer. Likewise, a 

mechanical plant that can steer raw material through a series of defined 

manipulations would count as a computer because it meets the processing 

capability requirement. 

The internet, as an entity, is a collection of several million computers across 

unbounded locations around the world together as a single virtual 

computer. It facilitates brisk availability, through “sharing”, of an 

unimaginable amount of resources among its users.  

However, the general notion that no machine is completely efficient or un-

exploitable unfortunately effects the perceived success of the computer 

and internet technologies. (Mohay, Anderson, Collie, De Vel & McKemmish, 

2003) highlighted the fact that computers would be involved in 

unimaginable crimes, and such computer-related crimes would become 

incessant. This has been corroborated by recent reports from surveys 

conducted across automated and networked industries. Cyber incidence, 

including its costs in general, have been reported to increase exponentially 

over the years (Panigrahi, Kundu, Sural & Majumdar, 2009; Bhattacharyya, 

Jha, Tharakunnel & Westland, 2010; Sahin, Bulkan & Duman, 2013). 

Consequently, impacting on the growth of private sector players, 

productivity of government agencies, and obviously the privacy and trust 

of individuals in their relations with organizations (Kruse & Heiser, 2001; 

Bhattacharyya, Jha, Tharakunnel & Westland, 2010). The insufficient 

organizational awareness levels – about 31%, the fast-evolving technology, 

as seen in mobile computing and cloud computing, as well as the 

ubiquitous availability of open source software and the increased 

dependence on the internet are attributed to the gap in cyber-attack 

containment (Symantec, 2012; HP DVLabs, 2011). 
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The rest of this paper is organized thus: Section 2 highlights the scope and 

reason for this work. Section 3 presents the case study being considered in 

this paper. Section 4 discusses the operations of a typical online monitoring 

software. It also explains the capability of remote desktop as an anti-

monitoring tool. In section 5, an hypothetical methodology is employed to 

determine the most suitable online monitoring software for the case study. 

Discussions about the results are presented in section 6. Section 7 

evaluates the computer literacy level of the offender in the case study, and 

determines whether or not the favoured monitoring software can properly 

handle his digital proficiency. Section 8 summarises the conclusions drawn 

after investigating the case study and presents a somewhat expert opinion 

for prospective law enforcement in developing nations. In section 9, 

recommendation on future work is proposed.  

 

Necessity & scope 

The exponential growth rate of computer and cyber crimes has been 

established in several research reports. Attribution has been directed 

largely at the fast pace of technological emergence and evolvement, as well 

as the ubiquitous nature of the world-wide web (Clark, 2006; HP DVLabs, 

2011). However, the dearth of counterbalancing expertise contributes, in a 

lesser but equally important degree, to the prevalence of cyber crimes 

(Volonino, Anzaldua & Godwin, 2007). Advancement in the digital market 

has seen unprecedented processors and storages embedded in 

unimaginable merchandise by virtue of Internet of Things (IoT). 

Dimunition and improvement of components have brought about the 

adoption of tinier devices with vast capabilities for getting a greater deal of 

activities done, with more convenience, across greater geographical 

locations in less time than the preceding decades. The active digital device 

spectrum is currently in its broadest range ever – with the widest collection 

of functioning modern computers, both new and modified (ACPO, 2012). 

Such are the most direct contributions of the fast-paced technological state 

to cyber crime prevalence, as numerous and easier channels are 

inadvertently being provided to cybercriminals. The world-wide web 

apparently accommodates everything put out by every node that makes up 

the internet. This usually translates to the richest and most convenient 
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source of critical and valuable resources – one-stop shop – to 

cybercriminals. The free and easy availability of open source tools, as well 

as e-tutoring platforms on the world wide web fosters the purveyance of 

tools, skills and misguided motivations for cybercriminal pursuits (Casey, 

2009). Computer/Information security analysts and Digital forensic 

investigators make up the majority of anti-cyber-crime taskforces 

worldwide (Casey, 2009; Volonino, Anzaldua & Godwin, 2007). They are 

virtually the only set of professionals equipped with the skills to 

adequately prevent or manage cyber incidences. There is only a thin line 

between these security professionals and cybercriminals – allegiance 

(Casey, 2011). Hence, the security professionals can deter cyber incidences 

since they can tell the potential moves of cybercriminals. Unfortunately, 

there are too many technology-savvy people on the dark allegiance side 

than the good side. Hence, the current situation the cyberworld finds itself, 

with the cybercriminals largely outnumbering the security professionals.  

Computer crimes, used interchangeably with cyber crimes in this paper, 

are activities performed by using computers to target data, information, or 

operations that have access to them (Casey, 2005). Computer crimes 

include hacking, software piracy, cyberstalking, child pornography, cyber 

bullying, online auction fraud, identity theft, and service denial attack, 

amongst others (ACPO, 2011; Clark, 2006; Casey, 2005). Each of these 

contributes various degrees of menace to the proper organization of 

individuals', corporations' and governments' processes. The need for 

securing these processes against cyber attacks is highlighted in an excerpt 

from the United States president's speech - “Cybersecurity is a matter of 

public safety and national security. We count on computer networks to 

deliver our oil and gas, our power and our water, public transportation and 

air traffic control” (Obama, 2009).  

However, the science of analysing cyber incidents with the view to secure 

digital infrastructures and/or identify and prosecute the perpetrators 

involves a number of guiding principles. These principles bring uniformity 

to cyber incident investigation procedures, and subsequently, lend 

credibility to the findings and conclusions drawn (ACPO, 2012). One of the 

principles requires that the tools being employed should be ascertained to 

be capable of doing just what it is meant for – no more, no less (ACPO, 2011; 
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NIST, 2005; Volonino, Anzaldua & Godwin, 2007; SWGDE, 2006). This 

literally requests that the investigator is well acquainted with his tool, and 

be aware of everything the tool can do and cannot do (Carrier, 2005). This 

is important to prove, when necessary, that the investigator's tool has not 

tampered with the digital evidence in any way.    

This paper will, in a case study, consider the increasing availability of tools 

and skills for cybercriminals and security professionals alike, in an attempt 

to identify the proper counterbalancing software solutions to an increasing 

but largely disregarded cyber crime (Terry & Lalor, 2004). Child 

pornography is a crime that involves the use of any computer techniques 

to possess, produce, or distribute indecent images of persons considered 

underage, with or without their consent (Casey, 2009; Bigdoli, 2005; The 

Crown Prosecution Service, 2008; Bejide, 2014). Paedophiles employ 

various tactics to perpetrate this crime, ranging from making contact and 

gaining the trust and confidence of victims via instant messages or emails, 

extracting victim's personal information, arranging meets with the victim, 

grooming the victim, producing indecent images of the victims, and 

ultimately distributing such images (Casey & Monique, 2005)(Harold, 

2005; Jones, 2000; Tanner, 2007; O'Donnell & Milner, 2007; Bejide, 2014). 

There are various laws that make provisions for punishing perpetrators of 

these cyber crimes. The Protection of Children Act 1978 and the Criminal 

Justice Act 1988 are the earliest of such laws that deal with perpetrators of 

child pornography, while the Sexual Offences Act 2003 is the most recent 

(Casey & Monique, 2005; Harold, 2005). The Child Exploitation and Online 

Protection centre is one of the organizations tasked with the responsibility 

of ensuring child pornography cases are properly managed, in conjunction 

with the police force, in the United Kingdom (The Crown Prosecution 

Service, 2008). Most developing nations, however, do not have provisions 

for managing child pornography cases yet. This is evident in the uprise of 

child molestation cases in India and Nigeria (Bejide, 2014; Terry & Lalor, 

2004; Kruse & Heiser, 2001). 

A number of correctional agencies outside the US and UK correctional 

agencies, especially in Africa, lack the adequate orientation or expertise in 

monitoring offenders' computer and internet usage. In addition to the 

necessity to prevent and correct the incessant perpetration of sex-related 
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crimes, it has also become pertinent to respect the right to freedom that 

less extreme offenders are entitled to – a clamour of human rights activists. 

The government or her courts would not suggest the use of costly 

monitoring techniques that could afford sex offenders their much needed 

freedom while also serving their correctional sentences. Hence, it remains 

the duty of stakeholders to convincingly provide these governments and 

their correctional institutions the technological orientation and capacity to 

honour the prerogative of the convicted citizens. Nevertheless, the 

assessment of available tools for the management of sex offenders would 

be regarded as a proactive step towards readiness for child pornography 

containment. Proving the efficiency of this software solutions, in cost and 

performance – the aim of this paper – would conceivably provide an 

encouragement for law enforcement agencies of developing nations to 

adopt the online monitoring system for sex offender management.   

 

Case study 

Mr Bobby Tyrone Williams had been convicted and registered as a sex 

offender. He has since been subjected to a prevention order laid down in 

the Sexual Offences Act 2003. This order prevents him from using an 

internet connection within the confines of his home. It allows him to access 

the internet from a public library or learning institution. The defendant 

earns a living over the internet, as an online web designer and professional 

eBay trader. He reports that the prevention order is inhibiting his job and 

hence, wants changes to be made to his prevention order to abate the 

conflict of interests. His council suggested that an online monitoring 

software (no particular one named yet) be used by his allocated sex 

offender manager to keep an eye on his internet activities. It was then 

raised that Mr Williams was known to have hidden his online activities by 

using some software. He was reported to have used remote desktop 

utilities and proxy anonymizers.  

 

Instructions 

The court has requested the law enforcement agency's service to clarify 

some points, in order to allow them to make a decision in regards to the 

prevention order change requested. The agency has been asked to: 
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i. recommend a monitoring software, with reasons; 

ii. explain how online monitoring software can be used to monitor 

the defendants online  activities; 

iii. define remote desktop, and explain how it can be used to 

circumvent online monitoring; and  

iv. highlight the defendant's level of computer knowledge and skills, 

and comment on the  suitability of the software recommended 

for his skill level. 

 

Online monitoring software and its usage 

The necessity to prevent and control the incessant perpetration of sex-

related crimes brought forth the automated internet policing solution, 

known as the online monitoring software (Bowkey, 2011; Expert Reviews, 

2015; Jenkins, 2003; Jones, 2000). An online monitoring software is a 

computer program that acts as a one-stop shop of tools that are all used to 

keep an eye on, as well as control, the offline and internet activities on a 

computer (Expert Reviews, 2015; Top Ten Reviews, 2015). 

Online monitoring software are made by different developers, possess 

different features and perform varying functions. However, there are a 

number of functions that a tool must be capable of fulfilling, to be classified 

as a monitoring software. It must be efficient and more importantly, easy 

to use (Expert Reviews, 2015; Monitoring Software Reviews, 2014; Top 

Ten Reviews, 2015).   

It is usually a good practice to inspect the defendant's computer first, and 

remove all indecent items from it, before proper monitoring begins 

(Harold, 2005). An online monitoring software is an automated solution 

and does all supervisions after it has been installed and executed on the 

defendant's machine. It keeps a log that contains all the Universal Resource 

Locators (URLs) visited on the machine, as well as the frequency, times and 

durations of every visit to them (Monitoring Software Reviews, 2014; 

Harold, 2005). This ensures the entire movement of the defendant within 

the world wide web is being recorded.  

It can also prevent access to notorious and inappropriate websites that 

have been pre-defined by the parole officer. Such a software will quickly 

scan the web documents for occurrences of pre-defined obscene keywords 
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and prevent access if they exist (Monitoring Software Reviews, 2014; 

Harold, 2005).   

In cases where a machine-resident application, other than a web browser, 

is used to engage in such offensive activities, an online software records 

the applications launched by the user. It includes other information like 

how frequently it was launched, the web traffic it engaged, and the names 

of files it accessed. Such applications include a video player, such as 

QuickTime and RealPlayer, which can be used to locally play or remotely 

stream indecent videos (Monitoring Software Reviews, 2014).   

Online monitoring software record all e-mail correspondences, including 

the files attached to them. They also record all sides of all Instant 

Messaging/Chat messaging sessions (Monitoring Software Reviews, 2014; 

Harold, 2005). 

Keyloggers are embedded into monitoring software to record all keyboard 

strokes made by the computer user. It also has a camera tool that takes 

snapshots of the desktop at times of incidents and at specified time 

intervals – event-initiated and periodic screenshots (Tanner, 2007; Harold, 

2005).    

Above all, these monitoring activities are secretly done, and the software 

process itself is invisible to the computer user. It is securely protected from 

unauthorised access by its password and hot-key sequence mechanisms 

(Tanner, 2007; Harold, 2005).   

It arranges all information recorded in a chronological order for easy 

interpretation of the parole officer. These reports can be viewed by the 

parole officer from anywhere in the world, as soon as the incidents occur 

on the monitored computer. The parole officer just have to log in to the 

assigned account on a given website and start viewing the defendant's 

internet activities in real time. It will also send reports of defendant's 

internet activities through email to the monitoring officer, should that be a 

preferred option (Monitoring Software Reviews, 2014; Tanner, 2007; Top 

Ten Reviews, 2015). The figure below explains briefly how an online 

monitoring software can be used to monitor the defendant's internet 

activities.  
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Figure 4.1.  Flow chart depicting the monitoring of the defendant's online 

activities.  
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Remote desktop as an anti-monitoring tool 

Remote Desktop is a general term used to refer to a component part of the 

Microsoft Windows operating system known as Remote Desktop Services 

(Wikipedia, 2015d). Remote Desktop Service enables users to access 

session-based desktops, virtual machine-based desktops, or applications in 

the datacenter within a corporate network and from the Internet 

(AQUATRA, 2015; Solomon & Russinovich, 2000; Lohrey, 2012). Remote 

Desktop Service helps to connect remote users from trusted and untrusted 

machines securely (Wikipedia, 2015d). Remote Desktop service uses an 

application virtualization utility for making application programs available 

to remote client machines (Wikipedia, 2015c; Lohrey, 2012).  

The concept on which remote desktop service is built automatically allows 

its users to hide their local and internet activity from the view of 

monitoring software (AQUATRA, 2015; Wikipedia, 2015c; Wikipedia, 

2015d). It should however be noted that the remote desktop service was 

invented as necessity for sharing resources with convenience arose, and 

not for the vulnerability of using it to hide users' activities from being 

monitored. 

The remote client machine's operating system is made to believe it runs 

the program from the client machine, whereas it is actually being run on 

the virtual server (Wikipedia, 2015c). Encapsulation is the idea behind 

application virtualization, and it refers to the hiding of unnecessary details 

from the user, in a bid to make him focus on the required task. In this case, 

the user is the operating system of the client machine, and its task is to 

execute a program.  

With remote desktop service, only the user interface of an application is 

presented at the client machine. Any input to it is redirected over the 

network to the virtual server, where all program execution takes place 

(Wikipedia, 2015d). This is in contrast to app-streaming systems like 

Microsoft Application Virtualization, in which the applications stored on a 

centralized virtual server, are streamed to the client on-demand and then 

executed on the client machine (Dunn, 2015; FMS Inc., 2015; Harold, 2005; 

Wikipedia, 2015c). When a remote client machine connects to a remote 

host machine via the remote desktop service, all of the application 

programs and resources resident to the remote host machine can be used 
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by the client (AQUATRA, 2015; Dunn, 2015; Solomon & Russinovich, 2000; 

Jenkins, 2003). On connection, the resources are copied to the virtual 

server for execution purposes (FMS Inc., 2015). Hence, no process 

execution trails will be visible on the remote host machine since the virtual 

server is not resident there (Wikipedia, 2015d). By this way, any online 

monitoring software installed on the remote host machine has been fooled 

to believe that the defendant has not been active.            

Figure 4.2.   How remote desktop circumvents online monitoring software. 

 

Figure 4.2 shows that when accessing a local computer remotely, all 

program executions, website navigations, and file accesses are carried out 

on the virtual server that connects the two computers. Hence, the 

monitoring software on a local computer cannot be aware of such activities 

being performed with the resources of the same computer over the remote 

desktop network. 

Windows Operating System Base  

                   Edition 

RDC Host 

Capability 

Windows XP Starter No 

Windows XP Home No 
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Windows XP Professional Yes 

Windows Vista Starter No 

Windows Vista Home No 

Windows Vista Business Yes 

Windows Vista Enterprise Yes 

Windows Vista Ultimate Yes 

Windows 7 Starter No 

Windows 7 Home No 

Windows 7 Professional Yes 

Windows 7 Enterprise Yes 

Windows 7 Ultimate Yes 

Windows 8 No 

Windows 8 Pro Yes 

Windows 8 Enterprise Yes 

 

Table 4.1.  Remote desktop hosting availability in windows operating 

system versions (Microsoft, 2015; Wikipedia, 2015d). 

 

Functional analysis of online monitoring software  

The scientific methodology of hypotheses testing has been employed to 

analyse the various online monitoring software found, towards selecting 

the best suitable software.  

 

Observation & information gathering 

A radical search for online monitoring tools was performed. This returned 

many software, including all their capabilities. It is an inexhaustible list, but 

the most recurring hits from various search queries were pulled. 

 

Hypothesis formation & evaluation 

The following hypotheses combine to describe the capabilities required of 

the online monitoring software that may be used to monitor the 

defendant's computer and internet usage. The software that satisfies all 

requirements is deemed most suitable in this case study, and thus, 

recommended.  
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“H” represents the hypothesis formed, and “E” represents the evaluation 

results. 

H: Software records, filters and blocks web navigation. 

E: WebWatcher, Impulse Control, WebCT, and SpyAgent. 

H: Software records and filters email/IM communications. 

E: Spector Pro, PC Pandora Pro, WebWatcher, eBlaster, Impulse 

Control, WebCT, Cyber Sentinel, and SpyAgent. 

 

H: Software records, filters and blocks application program usage. 

E: Spector Pro, PC Pandora Pro, WebWatcher, Elite Keylogger Pro, 

eBlaster, True Active, Impulse Control, WebCT, Cyber Sentinel, and 

SpyAgent. 

H: Software records file transfers.  

E: Spector Pro, PC Pandora Pro, WebWatcher, eBlaster, True Active, 

Impulse Control, WebCT, Cyber Sentinel, and SpyAgent. 

H: Software records keystrokes. 

E: Spector Pro, PC Pandora Pro, WebWatcher, IamBigBrother, Elite 

Keylogger Pro, eBlaster, True Active,  Impulse Control, WebCT, 

Cyber Sentinel, SniperSpy, and SpyAgent. 

H: Software supports keyword alerts. 

E: Spector Pro, WebWatcher, eBlaster, True Active, Impulse Control, 

WebCT, Cyber Sentinel, and SpyAgent. 

H: Software supports keyword blocking. 

E: WebWatcher, Impulse Control, WebCT, and SpyAgent. 

H: Software possesses database of indecent keywords, websites, 

programs, and images. 

E: Spector Pro, PC Pandora Pro, WebWatcher, eBlaster, True Active, 

Impulse Control, WebCT, Cyber Sentinel, and SpyAgent. 

H: Software uses password and/or hot-key sequence security 

mechanism. 

E: Spector Pro, PC Pandora Pro, WebWatcher, IamBigBrother, Elite 

Keylogger Pro, True Active, Impulse Control,  WebCT, Cyber 

Sentinel, SniperSpy, and SpyAgent. 

H: Software saves report logs on a medium outside the defendant's 

computer. 
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E: WebWatcher, eBlaster, True Active, Impulse Control, WebCT, Cyber 

Sentinel, and SniperSpy. 

H: Software makes report logs available via secured webspace. 

E: WebWatcher, IamBigBrother, True Active, Impulse Control, WebCT, 

Cyber Sentinel, and SpyAgent. 

H: Software makes report logs available via emails. 

E: PC Pandora Pro, IamBigBrother, Elite Keylogger Pro, eBlaster, True 

Active, Impulse Control, WebCT,  and  SpyAgent. 

H: Software monitors portable/mobile devices.  

E: WebWatcher, IamBigBrother, Impulse Control, WebCT,  and 

SpyAgent. 

H: Software controls computer peripherals usage. 

E: PC Pandora Pro, IamBigBrother, Elite Keylogger Pro, Impulse 

Control, WebCT, and SpyAgent. 

H: Software takes periodic and event-initiated snapshots. 

E: Spector Pro, PC Pandora Pro, WebWatcher, IamBigBrother, Elite 

Keylogger Pro, eBlaster, True Active,  Impulse Control, WebCT, 

Cyber Sentinel, SniperSpy, and SpyAgent.  

H: Software works in invisible mode. 

E: Spector Pro, PC Pandora Pro, WebWatcher, IamBigBrother, Elite 

Keylogger Pro, eBlaster, True Active,  Impulse Control, WebCT, 

Cyber Sentinel, SniperSpy, and SpyAgent. 

H: Software is compatible with Windows operating system. 

E: Spector Pro, PC Pandora Pro, WebWatcher, IamBigBrother, Elite 

Keylogger Pro, eBlaster, True Active,  Impulse Control, WebCT, 

Cyber Sentinel, SniperSpy, and SpyAgent. 

H: Software is compatible with Mac operating system. 

E: Spector Pro, eBlaster, True Active, and SniperSpy. 

H: Software arranges report logs in chronological order.  

E: Spector Pro, PC Pandora Pro, WebWatcher, Elite Keylogger Pro, 

eBlaster, True Active, Impulse Control,  WebCT, Cyber 

Sentinel, SniperSpy, and SpyAgent. 

H: Software has been peer-reviewed. 
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E: Spector Pro, PC Pandora Pro, WebWatcher, IamBigBrother, Elite 

Keylogger Pro, eBlaster, True Active,  Impulse Control, WebCT, 

Cyber Sentinel, SniperSpy, and SpyAgent. 

H: Software's manufacturer provides free technical support. 

E: Spector Pro, PC Pandora Pro, WebWatcher, IamBigBrother, Elite 

Keylogger Pro, eBlaster, True Active,  Impulse Control, WebCT, 

Cyber Sentinel, SniperSpy, and SpyAgent. 

H: Software has been tested in the offender monitoring field. 

E Spector Pro, eBlaster, True Active, Impulse Control, WebCT, Cyber 

Sentinel, and SpyAgent. 

H: Software is currently being used by offender monitoring agencies in 

developed nations.   

E: eBlaster, Impulse Control, and WebCT. 

 

Results discussion 

Based on the evaluations highlighted in the last section, the Impulse 

Control software most suitably meets the requirements for this case study. 

The WebWatcher and eBlaster software are the closest options. The 

WebWatcher was disadvantaged by no documentation of its subjection to 

independent field test. It is also not known to be used by any monitoring 

agency. The eBlaster does not block keywords and has no security 

mechanism (Monitoring Software Reviews, 2014; Harold, 2005; Top Ten 

Reviews, 2015). The eBlaster also does not provide reports via a secured 

webspace and its remote monitoring capability is limited (Tanner, 2007; 

Harold, 2005). It does not control the usage of portable devices, even 

though it has been tested and widely used (Harold, 2005). The software's 

costs vary from $100 to $500 per year. The WebWatcher costs $97, the 

eBlaster costs $99.95, while the Impulse Control costs $300 (Monitoring 

Software Reviews, 2014; Harold, 2005; Top Ten Reviews, 2015). Despite 

the cost of Impulse Control software, it is the only completely remote 

monitoring software that has been tested and passed fit for purpose by 

monitoring practitioners.   

It would be best to employ the Impulse Control software, developed by 

Internet Probation & Parole Control Inc., if the defendant's computer runs 
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a windows operating system. The eBlaster software would be 

recommended, if the defendant uses a mac-based computer.  

The fact that the software is a completely web-based computer and 

internet activity monitor is the stand-out reason for this rave 

recommendation. Its ease of use and rigidity in performance are also very 

important for reliability purpose. It also serves as a one-stop shop for all 

monitoring tools, making it a powerful online monitoring software 

(Monitoring Software Reviews, 2014; Harold, 2005). Its ability to run 

secretly, without the computer user's awareness is a necessity. 

Additionally, the inability of an unauthorised administrator to alter, 

terminate, or work around the Impulse Control is another reason for its 

recommendation. It is compatible with most anti-viruses, anti-spies and 

firewalls in the market, thereby crossing out any potential software-

conflict problems (Monitoring Software Reviews, 2014).   

It should be noted, as it has been pointed out in section 4.1 and later in 

section 8.1 that the success of monitoring the defendant's online activities 

is dependent on the unavailability of remote desktop connection on his 

machine. Impulse Control will however, block proxy anonymizer programs 

from being usable.  

The parole officer does not need to possess specialized computing skill to 

be able to use the monitoring software (Bowkey, 2011; Monitoring 

Software Reviews, 2014). However, it is encouraged that he should be 

trained to understand and effectively use all the software functionalities. 

This is to ensure that the defendant is properly watched. The American 

Probation & Parole Association organizes regular training courses for a fee 

of $300 (Bowkey, 2011; Monitoring Software Reviews, 2014). 

The Impulse Control software will continue to monitor and record the 

defendant's computer usage, even when an internet connection is not 

active, though it would not be able to make the reports available for the 

parole officer's remote access (Monitoring Software Reviews, 2014; 

Tanner, 2007; Harold, 2005). Once the computer is connected to the 

internet again, the reports would be logged and available for the parole 

officer to review.  

Validation tests of the eBlaster, Impulse Control, CSWeb, TrueActive, and 

other software were conducted by the KBSolutions Inc., led by Jim Tanner 



INTERNATIONAL JOURNAL OF PURE AND APPPLIED SCIENCE  

(VOL. 10 NO.1) JUNE, 2019 EDITIONS 

 
 
 
 

34 

in 2007. They rated the Impulse Control as the most efficient (Tanner, 

2007). Richard LaMagna and Marc Berejka of the Microsoft Corporation 

also performed validation tests of major monitoring software in 2009. 

They conducted extensive interviews of probation and parole officers as 

well. Their results applauded the effectiveness of the Impulse Control 

software (LaMagna & Berejka, 2009).  

 

Offender's computer literacy level as a function of monitoring software 

suitability 

Computer literacy is defined as the possession of the knowledge of 

computing, as well as the ability to use computers and related technology 

efficiently (Nick & Nikki, 2000; Wikipedia, 2015). The basic computer user 

can power-on a machine, navigate the GUI (graphical user interface), carry 

out usually simple tasks (watch videos, play games, etc.), and shut the 

machine down properly. The intermediate user can navigate the file 

system, use the internet, use emails, install and configure wares, and use 

various applications to suit his goals. The advanced computer user can 

write, modify and understand program codes, fix software conflicts, repair 

computer hardwares, optimize machine performance, and understand the 

concepts behind computing scenarios (Nick & Nikki, 2000; Wikipedia, 

2015).                  

The defendant is known to be professional eBay trader. This puts him in 

the intermediate user level. Being a web developer further classifies him as 

an intermediate user, at least. Someone who has the ability to use software 

like remote desktop and proxy anonymizers would otherwise be classified 

as an advanced computer user (The Living Internet, 2015), except that the 

United States Sentencing Commission would not deem proxies as 

sophisticated. Although there is a clamour for the consideration of proxy 

servers as evidence of sophistication, the United States government has put 

a hold on any such reconsideration that would increase sentences by about 

25% for people convicted of proxy-involved crimes (Clark, 2006). Hence, 

the defendant would be considered as an intermediate computer user. 

Impulse Control would be the suitable online monitoring software for the 

defendant's computer literacy level because of its invisibility (Monitoring 

Software Reviews, 2014). It would remain completely undetectable to the 
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defendant in all scenarios. In addition, it would not be visible in the 

process/program managing utilities (Harold, 2005). It would not be 

detected by anti-virus and malware scans neither (Harold, 2005). 

More importantly, disabling or accessing Impulse Control requires the 

input of a series of hotkeys, followed by the administrative password 

(Monitoring Software Reviews, 2014). This combined authentication 

check makes it impossible for an unauthorised person – in this case, the 

defendant – to alter or disable the monitoring software.  

Moreover, Impulse Control's remote report logging, rather than locally, 

addresses the possibility of the defendant to access and alter the reports 

before the assigned monitoring officer gets to check them. The monitoring 

officer would not have to access the defendant's home computer before he 

could know what the defendant does on his computer and the internet. 

 

Summary of study conclusions 

Manoeuvring online monitoring with the help of remote desktop utility will 

be best checked if the defendant's machine is deprived of the remote 

desktop service. This suggests the use of a machine whose operating 

system does not support being a remote desktop host. (See Figure 4.3) 

(Lohrey, 2012; Microsoft, 2015).  Windows XP Starter & Home, Windows 

Vista Starter & Home, Windows 7 Starter & Home, and Windows 8 editions 

are the operating system versions that possess this requirement 

(Wikipedia, 2015d). This would make the system unusable through remote 

desktop connections, and as such unable to circumvent online monitoring 

software. 

Subsequent to sorting the remote desktop issue, the online monitoring 

software that is most capable of helping to keep the defendant's internet 

activities within eyes' view at the moment is the Impulse Control 

(Monitoring Software Reviews, 2014; Tanner, 2007; Harold, 2005). Its 

recommendation is based on the fact that it has been tested by the 

American Probation & Parole Association (APPA) and the National Law 

Enforcement and Corrections Technology Center (NLECTC), who have also 

recommended its use (Monitoring Software Reviews, 2014). It is currently 

being used by parole officers in 35 states across the United States of 

America (Monitoring Software Reviews, 2014; Tanner, 2007; Harold, 
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2005).  A survey of interviews of federal, state and local agencies' 

probation and parole officers in the United States emphasizes the 

contentment of officers at its ease of use and offender monitoring efficiency 

(Bowkey, 2011; Monitoring Software Reviews, 2014). However, its major 

drawback was the high cost required to use it, whereas its unavailability 

for mac computers is another minus.   

During the course of this research, another solution that was realised is 

mentioned here for objectivity sake. The 'TS Monitor', developed by 

SoftActivity Inc., is capable of monitoring the defendant's internet activities 

over a remote desktop connection. It runs on the virtual server created 

when a remote desktop session is active. It then sends its generated reports 

to a monitoring software that runs on the defendant's machine, which in 

turn sends the report to the appropriate monitor (SoftActivity, 2014).  

It works, in tandem, with a general online monitoring software. It costs 

$79.95 (SoftActivity, 2014). Hence, it is better from the cost-benefit and 

risk-benefit analysis points of view to avert the defendant's ability to use 

remote desktop connection at all. This is more conventional and it reduces 

the risk of him finding a way around the virtual server monitor. It also 

reduces the complexity and cost of monitoring his computer and internet 

activities. 

 

Informed opinion 

After an extensive consideration of possible solutions, along with the risks 

and costs that would be incurred in ensuring an efficient online monitoring 

of the defendant's computing, it would be advised that the defendant's 

machine may only run one of the operating systems that do not support 

being remote desktop host – Windows XP Starter & Home, Windows Vista 

Starter & Home,  Windows 7 Starter & Home, and Windows 8 editions. It is 

also advised that the Impulse Control or the eBlaster online monitoring 

software should be used to monitor his computer and internet activities, 

on a windows-based or mac-based computer respectively.  

 

Future work 

In the quest of ascertaining the efficiency of online monitoring software by 

analysing their strengths and limitations for cyber crime incidence 
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management in this case study, it has been shown that the prevalence of 

cyber incidence can be tackled in the most humane manner possible. Cyber 

security stakeholders and law enforcement agencies, especially, in 

developing nations are also encouraged to task their governments to adopt 

an automation system for managing sex-related offenders. It eases the law 

enforcement's job and prevents offenders from punishments harsher than 

deserved. The case study presented in this paper, as well as the conclusions 

drawn from the analysis, could serve as a quick and rational reference for 

professionals faced with similar decisions. 

However, a more thorough study to further prove the efficiency of online 

monitoring software in managing perpetrators of child pornography and 

cyber-bullying is envisaged. This is expected to involve extensive field tests 

of these tools, as well as elicitation from seasoned law enforcement agents 

and computer security and forensic consultants across select developing 

nations about their expectations and the realities of these tools. 
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