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Abstract 

Doors are medium use to keep people out of public and private places. At 

present, doors under mechanical lock and key are not adequately secured 

from authorized individual. Mechanical keys are easily destroyed using 

several tools such as hack-saw etc., thereby providing access to 

unauthorized individual. Over the years, several security measures have 

been employed to combat the menace of insecurity of lives and property. In 

this work a secured entrance door lock system was designed and developed. 

This system will used a Personal Identification Number (PIN) based door 

lock system wherein once the correct PIN (Logic 1) is entered, the door is 

opened and the authorized user is allowed access to the secured areas such 

as offices or confidential rooms. The entrance door is closed after few 

microseconds to prevent unauthorized users to gain entrance. Again, if 

another person arrives, the system requests for PIN. If the PIN is wrong 

(Logic 0), then the door will remain closed, denying the access to the 

person. This system will be designed around a AT80S51 microprocessor 

that will be programmed using Assembly language to control the 

Electromagnet Lock (EML) opening (Logic 1) and closing (Logic 0) of 

entrance doors. 

 

Keywords: Door Locking, Security, Electromagnet Lock, Personal 

Identification Number, microprocessor 

 

Introduction 

Security of human life and property is 

one of the paramount challenges 

facing any nation or any corporate 

organization (Oke, Adigun, Falohun, 

& Alamu, 2013). Doors are meant to 

keep people out of public or private 

places like hospital laboratories, 

home, public offices etc. From time
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time past until present, security locks usually includes mechanical devices made 

of forged metal such as  simple lock and bolt, the door chain, pin tumbler lock, 

the jam lock and padlock etc. Other recently developed security devices are 

devices  like laser beam detectors, motion detectors and magnetic card readers. 

Most recent of these devices are offshoots of biometric engineering. They 

include voice recognition systems, finger print readers, retina eye scanners, etc. 

(Prabhakar, Pankanti & Jain, 2003). The major characteristic of security devices 

is to prevent an intruder from gaining access to a location. Most of these gadgets  

however have loop holes  which give an unauthorized individuals  access to 

where they are excluded i.e. the simple jam lock and pad lock can be forced 

open or the keys duplicated by unauthorized persons and under certain 

conditions, i.e. physical changes of the individual concerned, the biometric 

devices sometimes fail in recognizing the authentic person concerned (Matyás 

& Ríha 2002).Hence they cannot be completely relied on. Furthermore, these 

devices are very expensive. Its use is restricted to only a few individuals or 

organizations that can afford it. Biometric systems may violate user’s privacy 

while some users consider them to be personally invasive and may also imply 

loss of anonymity (Matyás & Ríha 2002).Devices such as motion detectors, 

light detectors among others are susceptible to be triggered by false signals such 

as noise impulses, whenever its sensitivity is increased(Matyás & Ríha 

2002).They are not suitable for most outdoor security protection due to the fact 

that they don’t posses high discriminative capability during operation and they 

are fairly expensive. It is hence vital to provide a security door, one which is 

also efficient and reliable; with high discriminative capability, non reliance on 

the physical quality of the individual concerned does not have key access or any 

physical locking interface and which is by far less expensive than their 

counterparts (Alsaadi, 2015).since the  security sector is experiencing rapid 

advancement as it has never seen before in term of insecurity. Hence there is  

need to review the reliability and efficiency of already existing systems and 

probably looking into the possibility of creating better systems that are more 

secure and smarter. This has led to the design of micro controller based digital 

lock proposed here is an access control system that allows only authorized 

persons to access a restricted area based on the entry of their personal 

identification number(PIN). 
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Problem Statement 

The major characteristic of security devices is to prevent an intruder from 

gaining access to a location. Most of these gadgets  however have loop holes  

which give an unauthorized individuals  access to where they are excluded i.e. 

the simple jam lock and pad lock can be forced open or the keys duplicated by 

unauthorized persons and under certain conditions, i.e. physical changes of the 

individual concerned, the biometric devices sometimes fail in recognizing the 

authentic person concerned (Matyás & Ríha 2002).Hence they cannot be 

completely relied on. Furthermore, these devices are very expensive (Chien, 

2011).  its use is restricted to only a few individuals or organizations that can 

afford it. Biometric systems may violate user’s privacy while some users 

consider them to be personally invasive and may also imply loss of anonymity 

(Matyás & Ríha 2002).Devices such as motion detectors, light detectors among 

others are susceptible to be triggered by false signals such as noise impulses, 

whenever its sensitivity is increased(Matyás & Ríha 2002).They are not suitable 

for most outdoor security protection due to the fact that they don’t posses high 

discriminative capability during operation and they are fairly expensive. It is 

hence vital to provide a security door, one which is also efficient and reliable; 

with high discriminative capability, non reliance on the physical quality of the 

individual concerned does not have key access or any physical locking interface 

and which is by far less expensive than their counterparts (Alsaadi, 2015).since 

the  security sector is experiencing rapid advancement as it has never seen 

before in term of insecurity. Hence there is  need to review the reliability and 

efficiency of already existing systems and probably looking into the possibility 

of creating better systems that are more secure and smarter.  

. This research attempts to develop and design a secured entrance door lock 

system using AT80S51  microprocessor that controls the Electromagnet lock 

(EM) using a personal identity number(PIN). The problems identified can be 

technologically prevented and tackled with this microprocessor-based entrance 

door security system. As soon as the user enters the correct password, the door 

lock opens. Thereby Increase the security level to prevent an unauthorized user 

unlocking of the door. Also to provide a system that is Flexibility to the user to 

change or reset the password or PIN, the system will be more secure yet cost-

efficient way of door locking-unlocking system. 



113  africascholarpublications@gmail.com                                                                               

 2019 
 

 

Objective(s) of the Study: 

The aims of the research are to design and develop a secured entrance door lock 

system using AT80S51 microprocessor.  

 

Objective(s) 

1. To review different technologies that is used for the door locking system.  

2. design a secured entrance door lock system using AT80S51 microprocessor. 

based on the entry of their personal identification number(PIN). 

3. develop a secured entrance door lock system using AT80S51 

microprocessor. based on the entry of their personal identification 

number(PIN). 

 

Literature Review: 

Neelam, Ruhina and Priyanka (2016) built an automatic door locking system 

using bluetooth device and microprocessor technology. A password was used 

to unlock the door by which it increased the security level and prevent an 

unauthorized unlocking. If the user forgets the combination of password, 

system gave the flexibility to the user to change or reset the password. Security 

measure was very high as provided in two ways. First, the users had to enter 

password for bluetooth connection and second was for unlocking the door. Both 

passwords could be changed as and when required. This automatic password 

based lock system gave user more secure and low cost way of locking-

unlocking system. 

 However, the range for bluetooth communication is usually 30m or less than 

30m  (Neelam, et al, 2016). This implies that economically, such security 

system is not good, in as much as password is also required. This new research 

and design does not use bluetooth technology, rather it uses only PIN predefined 

by the use. This feature makes it cheaper when compare with Neelam, et al, 

(2016) system.  

Ushie, Donatus and Akaiso (2013) presented a prototype of a security door that 

could be remotely controlled by a GSM phone set acting as the transmitter and 

another GSM phone set with a dual tone multi-frequency (DTMF) connected to 

the door motor through a DTMF decoder interfaced with microprocessor unit 

and a stepper motor. The design was composed of four main functional 
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modules, namely; the GSM module, the decoding module, controlling module 

and the switching module. The GSM module acted as both transmitting and 

receiving unit, employed the use of a mobile phone set serving as the 

communication device between the user at one end and the door at the other 

receiving end. The decoding module and the controlling module were made 

possible using modern integrated circuit chips ensuring proper conversion of 

signal to binary codes, enabling the microprocessor to communicate properly 

with the switching device responsible for opening and closing the door. The 

codes for this project was written in assembly language with Visual basic 

software and compiled with M-IDE studio for MC-51compiler which work 

perfectly with Window XP environment, the program was tested without error 

before it was burn onto the microprocessor using a device called the 

programmer by placing the microprocessor on it socket equal to the pin number.  

The design of Ushie, Donatus and Akaiso (2013) is subjected to problem of 

granting anyone with the user’s phone to use it to activate the door. Also, the 

use of phone requires service from GSM operators. It is therefore, costly to 

maintain and use the system.  However, this new design does not require 

subscription from any GSM operator. Therefore, it is easier to maintain and use. 

The main objective of Gyanendra and Pawan (2010) was to design and 

implement a digital security system which could deploy in secured zone where 

only authentic person can be entered. The system implemented a security 

system containing door locking system using passive type of RFID which could 

activate, authenticate, and validate the user and unlock the door in real time for 

secure access. The advantage of using passive RFID was that it functioned 

without a battery and passive tags are lighter and are less expensive than the 

active tags. The door locking system functions in real time as the door open 

quickly when user put their tag in contact of reader. The problem identified with 

Gyanendra and Pawan (2010) design is the application of tags to unlock door. 

What happen if an unauthorized user picks the tag of already registered user? 

This implies that even a thief with registered tag could gain access to restricted 

areas. In this new research, only personalized PIN will be used to secure access 

to unlock and lock entrance door. 

Ajay Mudgiil et.al.(2014) have developed Microcontroller(MCUAT89S52) 

based Home Security system to detect the intruder using diffused in line IR 

sensors and Shock sensors as well as lock system is used to automatically lock 
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the intruder if it tries to get in to the room. A GSM module is also used to send 

SMS knowing about the intruder in the room.  

Nikhil Agarwalet al.(2012) have proposed a micro-controller based automated 

Home Security System. Password protected door lock uses LED based resistive 

screen input panel which operates by detecting difference in light intensity 

captured by the photo diode which is emitted by surrounding red LEDs and 

reflected by the finger.IR Laser sensors are used to detect any obstacle.  

Sadeque RezaKhan et al.(2015) have presented Android based control system 

to maintain the security of home main entrance and also the car door lock. 

System can also control the overall appliances in a room. The mobile to security 

system or home automation system interface is established through Bluetooth. 

The hardware  part is designed with the PIC microcontroller. 

Lia Kamelia et al(2014) have presented a part of smart home technology using 

Bluetooth in a mobile device. A system called door locks automation system 

using Bluetooth-based Android Smartphone is proposed and prototyped. The 

hardware design for door-lock system is the combination of android smart 

phone as the task master, Bluetooth module as command agent, 

Arduinomicrocontroller as controller center/ data processing center, and 

solenoid as door lock output. 

Raqibull Hasan et.al.(2015)have presented and analyzed the design and 

implementation of microcontroller based home security system using GSM 

technology. Two microcontrollers with other peripheral devices which include 

Light Emitting Diode (LED), Liquid Crystal Display (LCD), Buzzer and Global 

System for Mobile Communication (GSM) Module are responsible for reliable 

operation of the proposed security system. 

 

Methodology  

The modular method is employed in the design. The design involves two parts; 

the hardware and software parts. 

 

Hardware Design and Implementation 

Figure 1 shows the block diagram of the secured entrance door lock system. In 

the hardware design and implementation, five functional units are involved.  

The functional units include: the power supply unit, the processing unit, the 

display unit, the Electromagnetic Lock (EM)  unit and the matrix keypad unit.  
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Power Supply

Unit
Processing Unit Display Unit

Motor Driver 

UnitMatrix Keypad 

Unit

Entrance Door   
                                                                  Fig. 1: Block Diagram 

The hardware requirements for the design and implementation of a secured 

entrance door lock system include: 

i. STEEL DOOR 

ii. AT80S51  microprocessor chip 

iii. AT80S51 development board 

iv. AT80S51  programmer 

v. USB cable 

vi. DC battery  

vii. 4×4 matrix keypad 

viii. S1602 LCD 

ix. Electromagnetic Lock (EM) unit  

x. Connecting wires  

 

Power Supply Unit 

A power supply unit (PSU) converts mains AC to low-voltage regulated DC 

power needed to operate the microprocessor and other connected electronic 

components.  The PSU has two sources. The AC power source (i.e power 

supply from Power Holding Company of Nigeria; PHCN) and the DC power 

source from the battery. The battery provides an uninterruptible power supply 

to the electronic components when the input AC main source fails. 

This unit fundamentally has the transformer, rectifier, filter, voltage regulator 

and battery to achieve an uninterruptible power supply to the electronic 

components. 

Electromagnetic 

Lock (EM) 
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220/12acV Step-

down transformer
Rectifier Filter

Voltage 

Regulator

Battery

DC Output 

signal

AC input signal

 
Fig. 2: Power supply block diagram 

 

Transformer  

A transformer is an electrical device that transfers electrical energy between 

two or more circuits through electromagnetic induction. A 240 V/12 V. 50Hz, 

step-down transformer will be used for the research. This is to decrease the 

input voltage to the required voltage by the microprocessor and other electronic 

components.  

 

Rectifier  

A rectifier is an electrical device composed of one or more diodes that converts 

alternating current (AC) to direct current (DC). All the electronic components 

for this research required DC signal to function.  

 

Filter  

The main function of a filter is to minimize the ripples contents of the rectifier 

output. 

Voltage Regulator  

 

Voltage regulator is an electrical or electronic device that maintains the voltage 

of a power source within acceptable limits. The voltage regulator is needed to 

keep voltages within the prescribed range that can be tolerated by the electrical 

equipment using that voltage. A 7805 that provides a fixed positive output 

voltage of 5V will be used for this research.  

 

Battery 

An electric battery is an electrical device consisting of one or more 

electrochemical cells with external connections to provide power to electrical 

devices. In this research, a 12V battery will be used. 

 

Processing Unit 
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A processing unit is the electronic circuitry within the architecture of this design 

that carries out the instructions of the user based on the specified instructions. 

In this unit, a microprocessor AT80S51  will be programmed to receive 

instructions from the user and activate the status of the entrance door, either to 

open the door or to close the door.  The unit operates the relay causing the motor 

that will be fixed with door to move in forward direction to open the door and 

in backward direction to close the door.   

 

Oscillator Circuit 

A crystal oscillator will be used to provide external clock signal to the AT80S51  

microprocessor. A crystal will be used over 555 Timer because a crystal 

synchronizes the operation of the chip at a fixed frequency and has excellent 

frequency stability. As specified by the microprocessor manufacturer, a crystal 

of 11.0592MHz will be used so as to obtain a reasonable reset time lesser than 

1second. 

 
Display Unit  

The display unit provides a message on the screen for the user to see and 

confirm if the PIN entered is correct or wrong. This research will use S1602 

Liquid Crystal Display (LCD). A liquid-crystal display (LCD) is a flat-panel 

display or other electronically modulated optical device that uses the light-

modulating properties of liquid crystals. Liquid crystals do not emit light 

directly, instead using a backlight or reflector to produce images in color or 

monochrome. LCDs have advantages over lighting emitting diode (LED). This 

research will use LCD because of the following advantages:  

i. Energy efficient, low-power 

ii. Excellent contrast 

iii. Immune to screen image burn-in 

iv. Lightweight and compact 

v. Screens are available in a vast range of sizes 

vi. Sharp resolution and imagery 

vii. Used in battery-powered electronics 
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Fig. 3: Liquid Crystal Display (LCD) 

 

Electromagnetic Lock (EM) 

Microprocessor compares the entered PIN with the predefined PIN. If the PIN 

is matched then microprocessor AT80S51 makes pin P2.0 of the chip high, and 

the motor driver receives the input signals for forward motion of the motor. As 

a result, the motor rotates in forward direction to open the entrance door. After 

a delay of 10seconds, the microprocessor causes pin P2.0 goes low, so the motor 

driver receives the input signals for reverse motion. As a result, the motor 

rotates in reverse direction to close the entrance door. For this research, a 

Stepper motor will be used because it is a synchronous electric motor that can 

cause forward and reverse motion.  

 

 
Fig. 4: Electromagnetic Lock (EML) 

If the PIN is not matched, then microprocessor keeps both pins P2.0 low. 

Therefore, the door motor is stationary and remains closed. 

 

Matrix Keypad Unit  

A keypad is set of buttons for operating a portable electronic device. The user’s 

PIN are entered into the memory of the microprocessor through a numeric 

keypad. For this research, a 4x4 matrix keypad. 

 
Fig. 5: Matrix Keypad 



120  africascholarpublications@gmail.com                                                                               

 2019 
 

Circuit Diagram 

Figure 6 shows the circuit diagram of a secured entrance door lock system. 

When the circuit is powered, the AT80S51 microprocessor sends instructions 

to the display unit to display “Enter PIN” on LCD.  The user needs to provide 

the predefined PIN using the keypad. Once PIN is entered, it displays “door 

opening” on the LCD to indicate that microprocessor read the PIN successfully. 

However, if the PIN is wrong, LCD displays “Wrong PIN”. 
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GND
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Battery 
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XTAL

33pF

33pF

BC548
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P0.1

P0.2
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P0.6

P0.7

E

R/W

RS

 
Fig. 6: Circuit Diagram 

 

Software Development 

The function of a secured entrance door lock system will be programmed using 

Assembly language. The Assembly codes will be edited using Crimson editor 

that is specifically designed for 8051 family of microprocessors. The edited 

codes would be transferred into Small Device C Compiler (SDCC) to compile 

the source codes into HEX CODES needed by the chip for proper execution. 

The HEX codes is then transferred into the chip’ memory; this would be 

accomplished by inserting the chip on the socket of the AT80S51  programmer. 

 Working of the Circuit 
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The main idea of designing the micro controller based digital lock locking 

system is to provide many modern security features than mechanical lock. It 

comprises a small electronic unit which is in fixed at the entry door to control 

lock with the help of an Electromagnetic Lock (EML), when an authorized 

person enters predetermined user password.  The Electromagnetic Lock 

(EML) is operated for a limited time to Electromagnetic Lock (EML) so the 

door can be open. At the end of preset delay time, the Electromagnetic Lock 

(EML) locked again. When the code has been incorrectly entered three times 

in a row, the code lock will switch to block mode, this function stop any attempt 

by hackers to quickly try a large number of codes in a sequence. If the user 

forgets the password, the code lock can be accessed by a unique 8 digit 

administrator passwords and the secret code can be changed any time after 

entering the current code.  Figure 7 shows the system flowchart of a secured 

entrance door lock system. 

 

START

Initialization of 

Pin P0 to LCD 

Initialization of 

Pin P3 to Keypad 

Initialization of 

Pin P2.0 to Motor 

driver unit 

Door opening

Enter PIN

Is PIN correct ?

N = 1

Is N > = 5

Yes

No

No

Yes

P2.0 = 1

P2.0 = 0

STOP

 
Fig. 7: System flowchart 

Results  
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This will be documented, implementation of the capabilities, strength and 

effectiveness of the secured door lock system with doors used. The expected 

outcome/result of the research is shown below. 

Test 

case 

Test event Description of test Expected 

outcome/result 

01 Testing back-up 

battery 

The PHCN source 

will be disconnected 

to test if the back-up 

battery is connected 

with the AT80S51 

chip 

The AT80S51 chip 

displays “Enter 

PIN” on the LCD 

02 Testing the 

AT80S51   

The circuit will be 

powered to test if the 

microprocessor is 

functioning 

The LCD displays 

“enter password” 

03 Testing User 

keypad 

The keypad will be 

tested to register a 

PIN(password) 

The LCD displays 

asterisks (**) 

04 PIN testing The predefined PIN 

will be entered to test 

if the lock system 

stores the PIN 

The LCD displays 

“door opening” 

05 Testing wrong PIN Wrong PIN will be 

entered to test if the 

lock system identifies 

wrong PIN 

The LCD displays 

“Wrong PIN” 

 

 

HARDWARE OUTPUT SCREEN SHOTS 

In the above figure, Fig 8.0. and Fig 8.1 the LCD displays the user “ENTER 

PASSWORD”. The entered password is displayed as ‘* 

 

 

 

Figure 8.0. Showing user to enter Personal identification number(PIN) 
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Figure 8.1. Personal identification number(PIN)‘*’ 

 
In these figures, fig 9.0., fig 9.1., the user has entered the correct password. ’ on 

the LCD. The Electromagnetic Lock (EML) deflects thus unlocking the door. 

 

 

Figure 9.0. Showing correct Personal identification number(PIN) 

 
 

 

Figure 10.0. Incorrect password entry. 

When an incorrect code is inserted . the screen will prompt” an invalid code” 

try again. 



124  africascholarpublications@gmail.com                                                                               

 2019 
 

 
 

Area of Applications 

The proposed system as a wide range of applications, some of them are as 

follows: 

➢ It can be  used in offices 

➢ It can use to secure company  plants. 

➢ It be used for  Home security 

➢ It can be installed at any place where isolated access is needed. 

 

Summary 

The proposed door lock systems based on personal identification number (PIN) 

Based Systems was developed. As day by day technologies are developing and 

techniques of robbery are also developing. So, need is to develop a new smart 

and unbreakable technique. 

 

 Conclusion 

In this study, we have implemented a digital security system contains door lock 

system using personal identification number (PIN). Electromagnetic Lock (EM 

)was deployed for controlling and transaction, operations. The door locking 

system functions in real time as when the user enter  pin  this would be 

compared with the stored pin. We utilize Electromagnetic Lock (EM ) 

technology to provide solution for secure access of a space while keeping record 

of the user. 

 

Enhancements 

My area of interest is control of door lock using personal identification number.  

Further study of this project includes implementing more complex security 

mechanisms such as fingerprint detection and face detection for a more robust 
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security mechanism as well as extending support to windows and ‘iOS’ devices 

so as to cover a wider range of devices. 
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