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Abstract 

The security of the smartphone touch screen has attracted considerable 

attention from academics as well as industry and security experts. The 

maximum security of the mobile phone touch screen is necessary to protect 

the user’s stored information in the event of loss. Previous reviews in this 

research domain have focused primarily on biometrics and graphical 

passwords while leaving out PIN, gesture/pattern and others. In this paper, 
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we present a comprehensive literature review of the recent advances made 

in mobile touch screen authentication techniques covering PIN, 

pattern/gesture, biometrics, graphical password and others. A new 

comprehensive taxonomy of the various multiple class authentication 

techniques is presented in order to expand the existing taxonomies on single 

class authentication techniques. The review reveals that the most recent 

studies that propose new techniques for providing maximum security to 

smartphone touch screen reveal multi-objective optimization problems. In 

addition, open research problems and promising future research directions 

are presented in the paper. Expert researchers can benefit from the review 

by gaining new insights into touch screen cyber security, and novice 

researchers may use this paper as a starting point of their inquiry.          

  

Keywords: Mobile device security; graphical password; PIN based 

authentication; biometric security; touchscreen gesture/pattern; natural 

algorithms.  

 

Introduction 

The recent technological 

developments in information and 

communication technology and 

input/out device proficiencies as well 

as network connectivity have shifted 

their focus to touch screen security. 

As mobile phones can easily be 

misplaced or get stolen, the problem 

of safeguarding the user’s stored 

information is of great concern. As a 

first line of defense, user verification 

is quintessential to protecting the 

mobile device (Feng et al., 2012). 

After the introduction of the Android 

operating system for mobile devices a 

few year ago, many alternatives to 

PIN-authentication on mobile phones 

were introduced and are now widely 

used to secure the stored information. 

These alternatives include biometrics, 

pattern recognition, gesture 

recognition, and graphic 

authentication (Alhassan, Gbolahan, 

Idris & Waziri).  

Touch screen technology has 

transformed the user input 

technologies for mobile computing 

devices due to its high flexibility and 

user friendliness. Mobile phones 

furnished with touch screens 

dominate the market today and offer 

more functions, improved energy 

consumption, and increased storage 

capability. Thus, safeguarding the 
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confidential information stored on mobile phones with touch screens has 

become an imperative. According to general usage, a phone automatically locks 

itself after some few minutes of idleness and requires the user to enter a PIN 

code or screen pattern in order to unlock the device and renew access. Those 

unlocking systems that involve PIN code or screen pattern, however, possess 

three main flaws. Firstly, they are easily prone to shoulder surfing attacks. 

Secondly, they are also prone to smudge attacks, where the attacker obtains vital 

data from the latest operator input via the smudges left by the user on the touch 

screen. Thirdly, PINs or screen patterns are tiresome for the user to input 

habitually. Many users prefer to disable their unlocking systems, thus leaving 

their devices exposed to such attacks (Shahzad, Liu & Samuel, 2013).  

These limitations prompted researchers to propose different authentication 

approaches for providing maximum security to the mobile touch screen. The 

research publications are flooded with studies on authentication approaches to 

mobile touch screen. Certainly, the need for maximum authentication to mobile 

touch screen has generated an unprecedented level of attraction in research.    

As a result of studies done in this research area, a literature survey on mobile 

touch screen authentication was conducted. For example, prior appraisals and 

literature survey articles in this domain of research concentrated mostly on the 

development of biometric user authentication on mobile phones (W. Meng, 

Wong, Furnell & Zhou, 2015), graphical passwords (Suo, Zhu & Owen, 2005), 

and keystroke dynamics biometrics (Teh, Teoh & Yue, 2013). The details of 

these earlier surveys and reviews of mobile touch screen security are given in 

section two of the paper.          However, the issue with the previous surveys is 

that they mainly concentrated on a particular authentication method (such as 

graphical password), as already pointed out earlier. As such, their syntheses and 

analyses are limited to a single authentication method and do not include 

multiple authentication methods.   

To the best of the authors’ knowledge, PIN based, gesture/pattern, and other 

forms of authentication methods have not been discussed in the currently 

available surveys, which focused on biometrics and graphical password 

authentication methods. Thus, the interested reader has so far been denied the 

opportunity to compare and contrast the pros and cons of the other developed 

authentication methods. Being able to consult a single survey study on the 

different authentication methods will allow the general reader to gain broad 
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knowledge of the research area and allow the expert reader to propose novel 

authentication methods that can minimize different attacks.       

In this paper, we attempt to provide a systematic review of all the different 

authentication methods paired with a broad and in-depth review, syntheses and 

analysis of the recent advances on the security of mobile phone touch screen 

technology. The authentication methods considered in our review include PIN 

based authentication, pattern/gesture, biometrics, graphical password, and 

others. We intend this survey to benefit novice researchers who are interested 

in this research area and can use our literature survey as a benchmark for their 

own research, and to benefit expert readers who can use the survey to propose 

novel touch screen authentication methods.      

Therefore, our contributions in this review paper are as follows:  

• Presenting a new taxonomy that integrates PIN, pattern/gesture, 

biometrics, graphical password and other forms of mobile touch screen 

authentication methods;   

• Presented an analysis and synthesis of the literature on mobile touch 

screen authentication methods;     

• Identifying the existing challenges to the mobile touch screen 

authentication methods yet to be addressed while highlighting their 

advantages.  

• Proposing new opportunities for future research.  

 

The remaining sections of the paper are structured as follows: Section two 

presents related surveys and reviews of mobile touch screen security. A 

comprehensive taxonomy of mobile touch screen authentication methods is 

presented in section three. A further discussion of the classification and 

literature is presented in section four, followed by section five, which presents 

the open issues in the domain of the  study, and section six, which offers 

research directions for future works. The conclusions are drawn in section 

seven.    

  

Previous Related Surveys  

Recently, a considerable number of studies have been completed in the area of 

smartphone touch screen security. The survey papers already published in this 

domain are listed in Table 1. In this section, we present similar reviews that 
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have been presented in the literature in order to identify those issues that have 

been left out and have yet to be addressed and to highlight their differences with 

our current review.  

In the survey paper titled “Graphical Passwords: A Survey” by Suo et al. (2005), 

a comprehensive summary of literature of the existing graphical password 

methods is presented. A total of 38 reference is cited, the most recent from 2005. 

The methods are categorized into recognition-based and recall-based 

approaches. It discusses the advantages and disadvantages of each technique 

and points out possible future research directions within the domain.   

 Teh et al. (2013) presented a comprehensive survey titled “Surveying the 

Development of Biometric User Authentication on Mobile Phones” that covers 

the existing research up until 2012. It cites a total of 187 papers in the form of 

journal articles, conference proceedings, theses, patents, and white papers. It 

also includes an extensive array of appraisals from different angles and 

viewpoints in terms of experimental protocol evaluation, classifier 

categorization, and result comparison organization.  

Meng et al. (2015) surveyed the advancements of current biometric 

authentication systems on mobile touch screen devices, with focus on 11 

biometric methods (five physiological and six behavioral). A total of 243 

references are cited representing the relevant research up until 2015. A 

classification of the current approaches is presented covering the biometric 

authentication methods on screen devices followed by an analysis of their 

feasibility of deployment. Furthermore, a methodical characterization of a 

generic biometric verification scheme with eight possible attack points is 

completed before surveying the applied attacks and prospective 

countermeasures on touch screen mobile devices.   

 

 Table 1 Comparing the previous survey papers with our survey paper 

Reference   Latest 

reference   

Authentication method   

(Suo et al., 2005)   2005   Graphical password   

(Teh et al., 2013)   2012   Biometrics   

(W. Meng et al., 2015)   2015   Biometrics   
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Present Review   2017   Biometrics, graphical password, PIN, 

gesture/pattern and other 

authentication methods.   

 

Our appraisal will emphasize further on reexamining the security layers in 

mobile device authentication methods as discussed in the literature up until 

2017. Those published in 2018 are not included in our survey since at the time 

of completing this study, the record of publications was still incomplete. We 

intend to cover the architecture of touch screen systems including parameters 

used for comparative analysis. The period under review shall also include all 

recently published research articles that are found to be useful for the 

advancement of the touch screen mobile security systems and thus relevant to 

the topic.   

  

Taxonomy of Mobile Touch Screen Authentication Methods 

Mobile device touch screen authentication methods can be classified into the 

following five major categories: PIN-based authentication, biometric-based 

authentication, pattern or gesturebased authentication, graphical password 

authentication, and other authentication methods as listed in Figure 1. The 

taxonomy presented in Figure 1 is derived from the literature selected for this 

survey. It contains all the categories of the major authentication methods found 

in the literature.  

Figure 1: Taxonomy of mobile touch screen authentication methods 



35  africascholarpublications@gmail.com                                                                               

 2019 
 

PIN-based authentication method   

There are two types of PIN as shown in Figure 1. The four-digit and six-digit 

PINs are dominated by English users and Asian users, respectively, yet the six-

digit PIN is gaining more and more in popularity across the globe. The 

characteristics of the four-digit and six-digit PINs users differs, yet both groups 

of users choose PINs with a virtually similar Zipf distribution function (Wang, 

Gu, Huang & Wang, 2017). Many authentication methods based on PIN have 

been proposed for improving the security features of the mobile touch screen. 

For instance, Yan, Han, Li, Zhou and Deng (2013) suggest a spillage strong 

password verification strategy taking a greatest preferred standpoint of screen 

highlight of mobile phones. The investigation utilizes the inside protest scheme. 

The request of the strategy utilizes arbitrary choice to invalidate the learning 

impacts that divert the execution of the particular technique. The secret key is 

allocated to a likeness of a six-digit PIN, and its length is four for letter cushion 

move and six for NumPad-move and furthermore, six for NumPad-Add. While 

maintaining most advantages of legacy passwords, the scheme enhances 

spillage versatility and fortifies the authentication procedure of mobile touch 

screen. However, the scheme restricts the secret word length to a sixdigit PIN, 

which is not intricate and can be stolen. Staneková and Stanek (2013) propose 

a dictionary-based method to overcome the security challenges of mobile 

phones when authenticating the user. The scheme is developed using entropy, 

marginal guesswork, guesswork, covering of PIN space and marginal success 

rate matrices to resist guessing attacks. The method is analysed by calculating 

several standard metrics for PIN distributions such as guesswork, entropy, 

marginal guesswork covering, and marginal success rate. Overall, the scheme 

is good and indeed strengthens the security of the touch screen device. A 

shortcoming of this technique, however, is the need of an application that helps 

with the uniform PIN word selection. Teh, Zhang, Teoh and Chen (2016) 

propose the advancement and utilization of touch progression considering the 

significance of joining touch dynamics biometric (hand) incorporated with a 

PIN-based confirmation system. The examination makes use of three 

lightweighted coordinating capacities and a reference dataset accumulated from 

around 150 subjects. The results demonstrate that the integration of biometric 

and the pin-based authentication scheme is further improved if the impersonator 

knows the PIN of the legitimate subject. Additionally, the outcomes show that 
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touch progression biometrics indeed constitute a compelling method to fortify 

the security level offered to touch screen devices. The disadvantage of touch 

dynamic is it vitality utilization, which directly affects the device’s battery. Aly, 

Munteanu, Raimondo, Wu and Wei (2016) propose a touch-based point by 

point verification method for cell phone security in view of the single dial blend 

bolt. The application locking programming is actualized on android 6.0 on 

nexus 5 telephones. Three distinct types of bolt screens are dissect PIN, 

example and turn bolt were made starting with no outside help with a redo show 

and gesture. The proposed scheme is contrasted with the current android PIN 

and example locks. The turn bolt interface is welcomed by users who find it 

more agreeable and fortified than the PIN and pattern bolts, despite the fact that 

the scheme is not widely known. The major issue of the proposed scheme is 

that the secret key space is too small and should be expanded to enhance the 

security of the turn interface for the chosen passwords in order to avoid shoulder 

surfing and smudge attacks.  

Lee, Nam, and Kim (2016) propose a new bimodal PIN entry technique using 

visual channels to reduce the bottleneck of the audio-based technique and 

enhance the device’s security. The method integrates PIN and audio signals as 

a scheme to improve the security of mobile touch screen devices. This method 

is compared with the unimodal audio-based technique that is not secured against 

attack. The scheme is easy and simple to use with voice command. The method 

is found to reduce PIN entry duration without adding significant burden on the 

user. The shortcoming of the scheme is that it cannot withstand shoulder surfing 

as audio signals are easily intercepted.  The authentication method integrates 

PIN and audio signals as a scheme to enhance the security. Abawajy, Ninggal 

and Herawan (2016) and Micallef, Just, Baillie, Halvey and Kayacik (2015) 

suggest a separate screen locking application that requests the user to enter a 

PIN or pattern to prevent any interloper from visiting the password. The scheme 

is developed in two routes; first, by utilizing ecological and area-based sensors 

to add extra security. Besides, the user is engaged with the field concentration 

to assess the adoption of the scheme method. Users view the scheme to be 

secure, and it also does not possess the shortcomings of other screen locking 

methods. The results are overall positive, and the setup is sufficient to highlight 

the scheme’s objectives. However, the shortcoming of the scheme is that it is 

not available for other smartphone platforms (IOS and windows phone).  
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Table 2: Summary of PIN-based authentication methods  

Reference Propose 

Method   

Comparison Method Result  Limitation 

(Teh et al., 

2016)  

PIN + Touch  

dynamics  

Not Applicable  The result indicates 

that 9 out of 10 

impersonation 

attempts  are 

identified  

successfully    

It consumes a high 

amount of energy   

(Aly et al., 

2016)  

Spin lock  Android  PIN 

and  

pattern locks  

The spin lock 

performs better than 

the android PIN and 

pattern locks.  

The password space 

is too small  

(Lee et al., 

2016)  

Bimodal PIN +  

Audio Based  

Audio Based  The method reduces 

PIN entry duration 

without adding 

significant burden.   

It cannot withstand 

shoulder surfing as 

audio signals are 

easily intercepted.  

(Van 

Nguyen, 

Sae-Bae, &  

Memon, 

2017)  

Drawing a PIN  

authentication  

Typing  PIN-

based  

authentication  

It provides resilience 

against smudge and 

shoulder surfing 

attacks.  

The problem of digit  

recognition   

(Staneková 

& Stanek, 

2013) 

Dictionary 

based 

Not Applicable The scheme is good 

and it requires an 

application method 

strengthens the 

security of that 

facilitates uniform PIN 

the mobile device.   

Word selection. 

(Yan et al., 

2013)   

Leakage-

resilient  

Not Applicable The scheme improves 

the password length 

is too password 

And can be 

authentication 

strengthens the 

easily stolen method 
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leakage resilience and 

short and simple 

authentication 

process of the touch 

screen mobile device. 

(Micallef et 

al., 2015) 

Context 

sensitive 

Not Applicable   The scheme is secure 

and the scheme is not 

available screen 

locking convenient.   

On other smartphone 

application 

 platforms 

(IOS and Windows 

phone). 

  

Van Nguyen et al. (2017) propose the drawing of a PIN to authenticate the user 

on the mobile device touch interface that supports the use of PIN instead of the 

keypad. The drawing of the PIN consists of an enrolment phase and an 

authentication phase. In the enrolment phase the user is prompted to choose a 

PIN and is asked to draw the PIN several times on a touch sensitive display. In 

the authentication phase anyone trying to access the device needs to draw the 

PIN on the display. One important aspect of DRAW-A-PIN when compared to 

regular PIN-based is its ability to distinguish users based on the characteristics 

of their individual PIN drawings. Thus, DRAW-A-PIN may strengthen the 

device against smirch and shoulder surfing attacks. The deficiency of the 

proposed scheme lies in its digit recognition that calls for changing the digit 

recogniser to enhance better recognition performance. Table 2 summarizes the 

PIN-based authentication methods found in the literature covering the period of 

the review.  Table 3 provides a comparison of the reviewed works based on 

their vulnerabilities to common security attacks.  

 Table 3. Threats and vulnerabilities in PIN-based authentication methods  
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Targeted online guessing  

Despite the fact that the scope of the survey deals with offline guessing related 

to touch screen devices (the detail discussion can be found in section 3.1), 

online guessing cannot be excluded, especially since it is currently trending and 

poses a greater security threat, as argued by Wang, Gu et al. (2017). As a result, 

online guessing is discussed in this section to acquaint the readers with the 

current issues. Online guessing occurs when an intruder guesses the user’s 

password and is able to gain access to his or her services. The intruder exploits 

the victim’s private information, for instance leaks the password of a relative of 

the victim for a different account and other verifiable private information. In 

order to overcome the challenges posed by targeted online guessing, TarGuess 

is proposed. It characterizes targeted online guessing with models that are 

probabilistic. Seven scenarios are captured, each having different combinations 

of the information exposed to the intruder. The evaluation of TarGuess proves 

that it is efficient and effective (Wang, Zhang, Wang, Yan & Huang, 2016). 

Similarly, a rigorous study on password creation policies of leading sites (20 in 

China and 30 in the United States) conducted by Wang and Wang (2015) 

reveals that the password creation policies of these leading sites are vulnerable 

to targeted online guessing attacks. Wang, Gu et al. (2017) also found that a 

single 4-digit PIN can only provide 6.6 bits of security against online guessing 

attacks and 8.8 bits against offline guessing attacks. However, a six-digit PIN 

provides 7.2 bits against online guessing attacks and 13.2 bits for offline 

guessing attacks. The study further discloses that Zipf’s law is most likely to 

occur in PINs. Zipf’s law constitutes a rank-frequency relationship for 

quantifying similar words in natural languages. Zipf law has been proven to 

apply to passwords (Wang, Cheng, Wang, Huang & Jian, 2017).   

 Generally, individuals use personal pieces of information for creating their 

passwords in order to be able to recall them easily. In most cases such 

information is publicly available online (Wang & Wang, 2015). In those cases 

where the information related to the password creation is not available online, 

the proposed online guessing method is ineffective.   

 

Biometric-based authentication method  

The biometric authentication method has been proposed to strengthen the 

security of mobile touch screens. This form of authentication is based on the 
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biological attributes of the user such as his or her eye, face, and nose. For 

example, Saevanee, Clarke, and Furnell (2012) use three behavioral biometric 

methods, namely behaviour profiling, keystroke progression, and phonetic 

profiling in light of SMS exercises and messages. The aim is to apply these 

procedures as a multi-modular biometric authentication scheme for 

smartphones. The scheme consolidates behavioral biometrics, for example, 

behavioral profiling, keystroke flow and semantics in view of SMS to make it 

a multi-modular biometric authentication, thus reinforcing the verification 

procedure of the devices. The result demonstrates that multimodal biometric 

authentication achieves far better results than single modal authentication as the 

already existing methods are integrated to strengthen the authentication process. 

The problem of this scheme is that it is not flexible and also not scalable. 

Seetharaman and Ragupathy (2012) propose the Secure Hash Algorithm (SHA) 

and Low Density Parity Check (LDPC) based on iris recognition and reversible 

watermarking. It depends on Integer Wavelet Transform (IWT) and edge 

inserting. The equality checks and equality grid of LDPC cancellable and 

encoding biometrics that is, hash string of interesting iris code from SHA-512 

are inserted into a picture for confirmation. It finishes with the reversible 

watermarking scheme in view of the IWT and edge inserting system. The LDPC 

code decreases the hamming separation for certifiable correlations by a bigger 

sum than for the intruder examinations, which enhances the authentication 

execution. The shortcoming of the scheme is that it is unsafe over in the long 

run as it may damage the user’s iris, which needs to be frequently scanned with 

infrared light. Crawford, Renaud, and Storer (2013) propose another 

authentication framework that consolidates two behavioral biometrics with 

regular confirmation to create a simple and non-stop verification method to 

overcome the issue of powerless mystery secret key. The framework utilizes a 

straightforward confirmation system. The scheme uses designs that are 

accumulated from basic assignments such as email framework and cell phone 

calls, to decide if the user of the cell phone is the proprietor. The result 

demonstrates that the scheme possesses limited user exertion, uses less subject 

information, and opposes perception that enhances the authentication strategy 

for the cell phone. The inadequacy of this scheme is that it constitutes a model 

form that is not wholly prepared for use on other cell phones. De Marsico, 

Galdi, Nappi, and Riccio (2014) suggest face and iris recognition for mobile 
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engagement (FIRME) as a biometric application based on the multimodal 

recognition of face and iris to be inserted in cell phones. The FIRME particular 

engineering incorporates securing, hostile to satirizing, recognition, division, 

include extraction, and coordinating for face and iris. The result shows that an 

exact scheme of the multi-biometric recognition can address distinctive 

equipment execution of the devices and sensors. Particularly, when it cannot be 

foreseen which biometric quality will give the most dependable reaction. Chen, 

Pande, and Mohapatra (2014) offer a novel facial authentication technique for 

touch screen mobile phones that defends 2D media and virtual attacks without 

interrupting the authentication speed. The scheme is proposed to overcome the 

security issues of 2D media and virtual camera attack. The system is developed 

through the use of motion and light sensors to protect against 2D media attacks. 

A motion sensor inside the smart phone is used to achieve the aim of the 

scheme. Motion sponsors are used to infer orientation of the front camera and 

position. The user head motion is replaced by a little movement of the mobile 

device which is able to ensure the exact 2D face and result to ensure simple 

operation and faster authentication. The result shows that the attack detection 

of this scheme is very high and it is faster than the classical 3D facial 

authentication methods. The problem of the scheme is that it is only usable on 

mobile phones that have a front camera, thereby making it limited to that 

category of devices.    

Hassanat, al-Awadi, Btoush, al-Btoush, and Altarawneh (2015) propose a hand 

geometric-based biometric framework comprising of two hand picture 

databases utilizing cell phone cameras and webcams to build up a main 

verification and identification proof. The two databases contain 3,000 hand 

pictures, three sessions for five pictures (per individual) taken of 200 people 

and are accessible to uninhibited download. The test convention is 

characterized for the two databases. The result demonstrates that the scheme 

diminishes the utilization of costly hand scanners. The outcomes are accurate 

for a large section of the participants (precision rate above 80%), aside from 

those individuals who pivoted their hands in an exaggerated manner. The 

weakness of this scheme is that it cannot withstand lexicon and shoulder surfing 

attacks. Khan, Akbar, Shahzad, Farooq, and Khan (2015) propose a format age 

framework which applies irregular projections of biometric information and 

utilizes secured keys obtained from the passwords to produce innately secured, 
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effective and sustainable biometric layouts for user verification. The scheme 

applies a number juggling hash capacity to secure the mapping gained after 

arbitrary projections. The key particular component of this scheme keyed 

irregular projections and number-crunching hashing is it is quality against 

attacks regardless of trade off of user particularly key. The after effect of the 

assessment demonstrates that the scheme system does not undermine the 

segregating highlights of certifiable and fashioned marks. However, the 

problem of the scheme is that standard encryption methods (like RSA, DES, 

AES and so on.) cannot be utilized.  

 Hoang, Choi, and Nguyen (2015) propose a step confirmation framework on 

cell phones. The security and protection are saved by utilizing a fluffy duty 

scheme to improve the security of the cell phone. Step information could be 

gathered by basically appending wearable sensors straightforward to the user's 

body. A Google nexus one cell phone put inside the pocket is utilized to gather 

the stride flag. The scheme is found to be effective and good. C.-L. Liu, Tsai, 

Chang, Tsai, and Zhong (2015) suggest the keystroke dynamic-based 

confirmation framework that is executed by utilizing two biometric highlights 

connected to the bolt design on the cell phone to reinforce the authentication of 

the advanced mobile phone. The scheme actualizes learning-based and 

biometric-based confirmation by coordinating graphical secret word and 

keystroke dynamics. The Keystroke Dynamic Authentication (KDS) 

framework simulates an android design bolt format. Estimate, weight, time and 

edge highlights are gathered for building a classifier for authentication. The 

scheme is produced through the enrolment, preparing and confirmation stage. 

Singular verification strategies give a solitary confirmation strategy. The 

scheme considers each catch on the example bolt as keys on the console when 

is it contrasted with the conventional console-based keystrokes dynamics. The 

scheme is difficult to work and includes subtle keystroke dynamic 

confirmation. The weakness of the proposed scheme is that it should be 

performed with exact estimation with the huge increment of innovation 

selection.    

Gong, Payer, Moazzezi, and Frank (2016) propose a touch biometric 

authentication scheme that is secured against shoulder and forgery attacks. The 

proposed system consists of the registration phase and the authentication phase. 

The proposed scheme relies on the importance of screen settings on user 
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biometric touch behaviour whereby the screen settings change at a certain time 

interval known only to the user. This makes it impossible for the intruder to 

understand the precise screen settings at the time of the attack. The result shows 

that the proposed scheme works better in defending random and targeted 

forgery attacks, and the system defends better against shoulder and forgery 

attacks with additional screen settings. The scheme is not diverse, and 

additional types of screen settings are needed to make the authentication system 

more robust. Zhou, Kang, Zhang, and Lai (2016) propose coordinated 

authentication in the form of thumb stroke progression (HATS) that 

sponsorships both entry point and post-login portable client affirmation. HATS 

facilitate secret word, flag, keystroke, and touch movement-based confirmation 

procedures to address the vulnerabilities of individual systems to a particular 

security assault. HATS supports a one-gave thumb stroke-based relationship 

with touch screen mobile phones to upgrade the convenience of the 

authentication systems. HATS is surveyed through controlled research focus 

examinations. The results confirm that HATS improves both the security and 

usability of portable client affirmation and stands out from keystroke 

streambased client authentication. In any case, the conceivable directing impact 

of secret word manysided quality on the security and ease of use of HATS are 

excluded. Liou and Scaduto Jr (2016) discuss a graphical authentication method 

that combines popular pass code into a behavioural biometric authentication. 

The method uses fingerprint and behavioural password PIN. The fingerprint 

activates the device to accept the PIN, which is the main information for the 

device authentication. The result of the evaluation shows that the scheme 

provides convenient transition from simple pass code to the stronger recall-

based graphics that aid in preventing dictionary and shoulder surfing. This has 

solved the problem of many graphic-based authentications. The major 

drawback of this scheme is that a fingerprint can be easily reproduced. Also, 

recognition graphical authentication requires larger storage than the text-based 

authentication password.   

            

Corpus, Gonzales, Morada, and Vea (2016) propose the utilization of keystroke 

flow types of behavioral biometrics that assess how the individual user strikes 

the keys and how he or she holds the cell phone. The scheme joined keystroke 

progression and quickening agent biometric. The impact of accelerometer 
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biometric is incorporated with keystroke flow highlights. The scheme is put to 

the test by using 30 volunteers to enter a 16-character word example on the cell 

phone eight times. The result shows that the model produced by simulated 

neural system classifier performs better in terms of exactness. The weakness of 

the proposed scheme is that fingertip measure, composing weight and gyrator 

biometric cannot be perused by alternate sensors on the cell phone.   

             

Table 4: Summary of the biometric-based authentication method   
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Galdi et al. (2016) offer a multi-modular framework for joining iris recognition 

and device recognition and demonstrate its application on cell phone 

authentication. The sensor pattern noise (SPN) strategy is utilized to show that 

it can be dependably connected to cell phones combined with discrete wavelet 

change. Small image parts are used to accelerate the procedure and diminish 

computational cost for the enhanced SPN extraction process. The outcome 

demonstrates that SPN is vital in the confirmation process and that its sensor 
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recognition has high execution. Also, the iris recognition feature makes 

ridiculing attacks harder to be conveyed. The restriction of the scheme is that 

extensive pictures require high computational cost which is not suitable for cell 

phones in terms of their inadequate regarding memory and computational 

power. Yuan et al. (2016) propose a novel assistant layout of a biometric 

recognition sensor in light of wrist vein. It includes an assortment of NIR light 

source, a charge-coupled gadget (CCD), and a drift diagram for a moving 

camera to capture the 3D vein picture as evidence in a versatile environment. 

The proposed vein sensor is a float scheme with an assortment of NIR light 

source on the half of the inner surface of the gadget, a charge-coupled gadget 

(CCD) added to the track, and the track for moving the camera. The plan can 

improve precision, decrease the effect of hand position and position in vein 

recognition, and is more applicable to wearable gadgets. The framework 

requires a complex scheme to set the calculation in motion and make this novel 

framework more pertinent. The scheme is frail against word reference and 

caricaturing attacks.   

Miguel-Hurtado et al. (2016) propose using swipe gesture for the forecast of 

delicate biometrics, particularly the user's sex, in order to improve the security 

of cell phone. The swipe gesture used as part of this test is taken from the SSD 

dataset. The SSD is a complete multimodular biometrics dataset (confront, iris, 

swipe, keystroke, signature, stride, hand, voice and unique mark) alongside 

socioeconomics, for example, sex, height, and so forth. The test is conducted 

on the SSD dataset. The outcome shows that the scheme is secured against 

attacks on secure cell phones. The deficiency of the scheme is that it cannot 

withstand fabrication attacks. Rzecki et al. (2017) suggest individual 

recognition for single ginger motion on a cell phone to improve the security of 

the device. The study data are gathered from 50 individuals, nine motions and 

ten reiterations, and the 4,500 samples are then examined within the created 

framework. All samples exhibit perfect execution in terms of exactness, 

affectability, and specificity, and comprise of a solitary associated arrangement 

of vertices. The results demonstrate that individual recognition using screen 

signals prevents any assailant from gaining access to the device. The deficiency 
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of the scheme is that the test is performed on a touch screen device. Table 4 

shows a summary overview of the various biometric authentication schemes. 

Table 5 provides a comparison of biometric-based authentication in reference 

to their vulnerabilities to common security attacks.  

  

Table 5: Threats and vulnerabilities in biometric-based authentication  

  
           

Pattern/Gesture-based authentication   

In order to enhance the security features of mobile touch screens, several 

authentication methods based on pattern/gesture have been proposed. For 

instance, Hwang, Cho, and Park (2009) propose the utilization of keystroke 

dynamic-based confirmation (KDA) on cell phones. KDA is meant to give extra 

security to the cell phones. Three stages are associated with the advancement 

of the KDA, which are enrolment organization, classifier display, and user 

authentication. If the user’s PIN is stolen together with the device, KDA can 

prevent any unauthorized access. It was found that KDA constitutes an effective 
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method to verify the device’s legitimate owner. However, the study’s 

deficiency is that it is not contrasted and tested on different devices to evaluate 

its convenience and assessment for different users. Feng et al. (2012) propose a 

touch signal-based user verification framework (finger motion confirmation) 

utilizing touch screen (FAST), that focuses on post login user authentication. 

An eminent element of FAST is that it proceeds with user straightforward post 

login confirmation. The scheme depends on computerized sensor glove and 

includes extra motion. A computerized sensor glove is worked with IMU 

advanced combo sheets (ITG3200/ADXL345). The glove gives six degrees of 

flexibility and enables the scheme to gather fine-grained biometric data of 

finger movements. The scheme gives a superior security to cell phone 

frameworks by utilizing touch signals. The deficiency of the scheme is that its 

advanced sensor glove is not used in other cell phones. De Luca, Hang, Brudy, 

Lindner, and Hussmann (2012) propose a verification scheme that reinforce 

password designs with an extra security layer. The scheme uses the touch screen 

information of current cell phones (weight, organization, measure, speed, time) 

to identify the legitimate user. Shape-based authentication and password pattern 

are simple to comprehend compared to implicit authentication. The result 

demonstrates that the scheme is good but cannot withstand certain attacks such 

as shoulder surfing. However, its expanded password word length improves 

precision. The deficiency of the scheme is that it is a model form and it cannot 

withstand shoulder surfing attacks. Frank, Biedert, Ma, Martinovic, and Song 

(2013) propose a system that incorporates the touch behaviour of a user in the 

enrolment stage and can acknowledge and dismiss the user by observing the 

cooperation with the touch screen. The scheme depends on touch screen 

contribution as an information source. The scheme verifies the identity of the 

user while he or she performs essential route ventures on the touch screen and 

does not require any further unequivocal security activity. In the enrolment and 

verification stage, the scheme follows all key strokes, and the classifier 

identifies the legitimate user. The result shows that due to its common route 

signals, the scheme is quite perplexing to figure out. The inadequacy of this 

scheme is that it does not constitute an independent confirmation system for 

long haul authentication. It is simply used as a way to expand screen bolt time. 
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Shahzad et al. (2013) suggest a gesture-based user authentication (GEAT) 

signal-based verification scheme for securing access to mobile phone touch 

screens. This model is created by utilizing Support Vector Distribution 

Estimation (SVDE) in the five stages of commotion evacuation, highlight 

extraction, include determination, classifier preparing, and signal positioning. 

GEAT validates users in view of their contribution by utilizing diverse 

highlights such as finger speed, device increasing speed, and talk time. 

Compared to existing passwords, PIN and example-based schemes, GEAT 

enhances security and ease of use of the device since it can withstand shoulder 

surfing attacks and smudge attacks. Furthermore, regardless of whether the 

aggressor sees the signal a user plays out, the assailant cannot utilize lexicon, 

shoulder surfing or smudge attacks to replicate the behaviour of the user 

executing the motions. The setback of this scheme is that it is restricted to cell 

phones equipped with a front camera.  

 Agrawal and Patidar (2014) offer a verifiable confirmation method that further 

enhances the nature of secret word quality example with an additional security 

layer. The three confirmation systems utilize behavioural biometric verification 

strategy, secret word example, and walk the edge of versatile. The secret word-

based verification, however, may cause password spillage, and the examples 

are difficult to take and imitate when contrasted. The scheme constitutes an 

adaptable confirmation approach that overcomes such issues as moderate 

opening procedure and effectively traceable secret word. The inadequacy of the 

scheme is that it is required to upgrade the security check at a fine level and to 

execute greater security checks.              Burgbacher and Hinrichs (2014) propose 

a grouping framework that understands the signal composing behaviour of 

individuals and can decide if the motion message has been composed by the 

legitimate user or an assailant. The scheme uses spatio-transient highlights from 

composing signals as a behavioral biometric. Motion console words are entered 

by sliding a finger across the letters displayed on the virtual console and lifting 

is between two words. In this manner, each word is connected to a specific 

motion, its oath signal. After an instructional meeting, motion composing of 

comparative word resembles penmanship memory based on the fact that word 

motions give profitable behavioral biometric data. The proposed biometric 
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method can be utilized as a part of utilizations, for example, unequivocal user 

check with a motion pass expression, personalisation, and crime scene 

investigation. The outcome also shows that the motion writing style is practical 

to recognize cell phone users. The disadvantage of the scheme is that it cannot 

withstand shoulder surfing attacks and smirch attacks. Meng and Wong (2014) 

propose a lightweight and advantageous touch progression validation technique 

that creates a touch motion to upgrade the verification of the device user. A 

lightweight system is proposed to decrease the time utilization in information 

handling. It constitutes a versatile instrument to recognize the best classifier in 

confirming the user through maintaining the authentication precision. The 

examination executes a cost-based measurement in this versatile system that 

recognizes the slightest cost classifier for validation in view of the fact that less 

exorbitant classifiers can accomplish the best grouping by diminishing the risk 

of misinformation. The test result shows that regardless of whether the present 

authentication falls flat, the user is required to include the PIN. The analysis 

result demonstrates that the utilization of the signal instrument greatly enhances 

the confirmation process on the grounds that is straightforward and simple to 

utilize. The inadequacy of the proposed scheme is that the authentication 

precision diminishes if the user performs diverse day to day inputs.  

Murao et al. (2015) propose a user authentication scheme on grasp motions 

utilizing a weight sensor mounted on the posterior of the cell phone device to 

defend any attack through confront recognition, stick and unique mark 

verification. The scheme can withstand lexicon and shoulder surfing attacks. 

The insufficiency of the proposed scheme is that it cannot withstand smudge 

attacks. Alpar (2015) proposes manufactured savvy strategies to reinforce 

design authentication secret key using touching term and biometric qualities to 

enhance the security level of example password verification. The scheme starts 

with arranged enrolment followed by secret word examination and example 

code. In the arranged enrolment and before the login, the user has to enlist two 

times with the same code. The proposed strategy upgrades the security level of 

the cell phone as compared to other strategies such as graphical authentication 

password for touch screen cell phones. Its limitation is that its secret word 

estimate is not intricate and can be stolen. Nader, Alsadoon, Prasad, Singh, and 
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Elchouemi (2015) propose a cross-breed confirmation method involving 

consistent verification (CA) and understood authentication in view of touch 

motions. 14 motions are separated from the touch-based gestures gathered from 

the users’ android cell phones. The Practical Swarm Optimization (PSO) - 

Radial Basis Function Network (RBFN) classifier is utilized on the datasets, 

and the result demonstrates that the neural system classifier is a better fit to 

validate distinctive users. The deficiency of the scheme is that it is tested on one 

single device and that it requires surfing the web.   

Antal and Szabó (2016) propose a user verification method based on touch 

behaviour and miniaturized scale developments of the device to fortify the 

authentication of cell phones. The scheme dissects touch screen and movement 

information gathered through a mental survey so as to decide the user's 

character. The scheme characterizes a swipe as a succession of touch, from a 

touch down to the point when it is discharged. Information is gathered from 

standard android API. The outcome demonstrates that compelled flat swipe 

developments can possibly yield great authentication for both one and two 

classifiers. However, the constraint of the proposed scheme is that smudge 

attacks can gain access to the device. Also, the scheme is limited to one single 

type of cell phone.   

 

Table 6: Summary of the pattern/gesture-based authentication  
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Ye et al. (2017) propose a video-based system to remake the android lock 

pattern through a video film recording using the cell phone’s camera. The 

scheme utilizes vision calculation to track the fingertip developments and 

derive a design. It is assessed by using 120 samples from 215 users to remake 

designs from video film taped using cell phone cameras. The trial result 

demonstrates that the scheme can break more than 95% of the examples in five 

attempts. The original android design bolt is powerless against video-based side 

channels attacks. Kumar et al. (2017) offer another framework utilizing 

electroencephalography (EEG) motions alongside the existing design-based 

authentication scheme. The example-based verification passwords are 

considered as identification proof tokens. It uses EEG motions over the screen 

of the cell phone in arranged confirmation. The study uses the collected EEG 

signs of 50 users, and the Shrouded Markov Model (HMM) and the Support 

Vector Machine (SVM) check the test design. The scheme can withstand 
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smudge attacks; however, it is a model rendition that is not completely executed 

on the cell phone. Table 6 lists the various gesture/pattern authentication 

strategies. Table 7 provides a comparison of the pattern/gesture methods based 

on the reviewed works focusing on their vulnerability to common security 

attacks.  

  

Table 7: Threats and vulnerabilities in pattern/gesture-based authentication  

  
 

Graphical Password Authentication  

The weaknesses of text password authentication prompted researchers to 

propose graphical password authentication methods to improve the security of 

the mobile touch screen. As a result, several studies on graphical password 

authentication flooded the literature.  For instance, Chang, Tsai, and Lin (2012) 

propose a graphical secret word framework to improve the PIN confirmation- 

based password for cell phones. Keystroke dynamic-based authentication 

content passwords are considered as weak authentication text-based passwords 

that cannot withstand shoulder and lexicon surfing attacks, which is unlike to 

graphical password verification. The scheme involves the three stages of 
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enrolment, classifier building, and confirmation. Motorola Milestone handheld 

devices where utilized as part of testing the scheme. The result of the proffer 

scheme proves ideal for low-control cell phones, it works just as good on 

android devices, yet not as well within other mobile working frameworks. Von 

Zezschwitz, Koslow, De Luca, and Hussmann (2013) propose a graphic-based 

strategy that is insusceptible to smudge attacks. The scheme outlines a graphic-

based authentication system to leave smudge follows that are nearly impossible 

to translate. The verification strategy is contrasted with the android design 

authentication technique for assessment. The result demonstrates that the 

proposed scheme is superior to the android design and offers more secured and 

fortified security against smudge attacks while maintaining high speed. The 

inadequacy of this scheme is that it focuses on smudge follows overlooking 

word reference and shoulder surfing. Almuairfi, Veeraraghavan, and 

Chilamkurti (2013) propose a verifiable secret key authentication framework 

(IPAS) that can withstand shoulder surfing and social building endured by 

content base confirmation conspire. The proposed scheme depends on 

recognition and review graphical methods. The graphic-based confirmation 

secret word scheme is proposed as a contrasting option to contentbased 

verification conspire supporting the affirmation that human can recall pictures 

superior to content. The consequence of the examination demonstrates that the 

graphic-based method has preferred usage over the content-based scheme. 

Accordingly, IPAS can withstand screen dump attacks and shoulder surfing that 

other authentication schemes cannot withstand. However, it requires transfer 

speed and user preparing that other schemes do not, for example content-based 

confirmation, which does not require data transmission and preparing. Chiang 

and Chiasson (2013) suggest another graphical secret key strategy in the form 

of multi-layered illustration (TMD) to enhance the security of cell phones. An 

exploratory user investigation of three existing graphical passwords on 

advanced mobile phones and tablets with 31 users is conducted. The ease of use 

of TMD is compared with Draw a Secrete (DAS) on handheld PC and cell 

phone telephone involving 90 users. The result shows that TMD enhances 

memorability and addresses input exactness issues. The scheme thus can be 

substituted for the content passwords on the cell phone. Its weakness is that it 

is vulnerable to shoulder surfing attacks due to its multi-layered illustration.    
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Shankar, Singh, and Kumar (2016) propose a picture pass code with tapping 

(IPCT) calculation to improve mobile authentication. The user can set 

verification levels according to the affectability of his or her assets. The 

examination joins effective sensor versatility alongside design-based 

confirmation. IPCT has two stages, enlistment and verification. Exploratory 

outcomes demonstrate that it establishes a more prominent security level, is 

simple to take in and is protected from attacks as compared to other strategies 

such as content passwords and face recognition. The setback of this scheme is 

that it is not helpful in none touch screen devices. Gokhale and Waghmare 

(2016) propose a graphical secret word confirmation technique that joins 

recognition and review invulnerable to shoulder surfing attacks. The proposed 

framework has two enlistment stages. In the enrolment stage, the user enters the 

username and chooses among various pictures as a secret word. In the login 

stage which depends on the recognitionbased approach, the user is requested 

the username. After an effective ID in stage one, the user can move to stage two 

of the login. The proposed framework is found difficult to utilize, yet it 

reinforces security and has expansive space for the secret word that can give 

security against animal power attacks. The impediment of the proposed scheme 

is that it exclusively focuses on the security to shoulder surfing attacks while 

disregarding other types of attacks such as phony attacks, screen dump attacks, 

and word reference attacks.   

           

Table 8: Summary of graphical password authentication  

Reference   Propose 

Method   

Comparison 

Method   

Result   Limitation   

(Chang et al., 

2012)   

 

 

 

 

 

(Almuairfi et 

al., 2013)   

 

 

 

 

Graphical 

authentication 

password   

 

 

 

 

IPAS   

 

 

 

 

 

PIN 

authentication 

password text-

based 

techniques   

 

 

Android pattern 

authentication 

method   

 

 

 

 It is compatible with 

only android 

devices and not 

available for other 

mobile operating 

systems.   

 

It needs bandwidth 

and user training 

unlike other text-

based authentication 

techniques.   
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(Von 

Zezschwitz et 

al., 2013)   

 

(Chiang & 

Chiasson, 

2013)   

 

 

 

 

 

(Gokhale &  

Waghmare, 

2016)   

 

 

(Shankar et 

al., 2016)   

 

 

(Patra, 

Nemade, 

Mishra, & 

Satapathy, 

2016)   

  

(Azad et al., 

2017)   

 

 

(W. Meng, 

Li, &  

Choo, 2017)   

Graphic-based 

methods   

 

 

TMD   

 

 

 

 

 

 

 

Recognition 

and recall-

based method   

 

 

Powerful 

sensor + 

graphics   

 

CCP   

 

 

 

 

 

Graphical 

Password, VC, 

PL   

  

CD-GPS 

Scheme   

DAS   

 

 

 

Graphical 

password 

authentication 

method   

 

 

 

 

Text passwords 

and face 

recognition   

 

 

Text based 

password   

 

 

Recognition  

 

 

 

 

 

Based Scheme   

 

 

 

Not Applicable   

It focuses on 

preventing smudge 

attacks.   

 

The scheme can 

easily be affected by 

shoulder surfing 

attacks due to the 

easy memorability 

of the multi layered 

drawing.   

 

The  security is 

limited  to 

shoulder surfing 

attacks.   

 

It is not convenient 

in non-touch screen 

devices.   

 

It requires large 

memory for storing 

images.  

 

 

 

It focuses on only 

three attacks.   

 

 

The scheme cannot 

withstand dictionary 

attack if the attacker 

knows the selected 

image.   

 

Patra et al. (2016) propose a click point graphical secret key that utilizes round 

resilience. The scheme depends on click point on the picture and round 

resilience. The picture and snap point are balanced connection in nature till (n-

2) the snap point where n is the secret word length. A secret word length of four 

uses three pictures while five pictures are used in the current framework. 
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Graphical secret key is proposed as an option of content-based security. It is 

discovered that the Cued Click Point (CCP) with round resilience performs 

better than CCP with rectangular resistance. The results show that secret word 

space can be expanded if roundabout resilience is utilized in place of rectangular 

resistance. Pictures are simpler to recall than a content-based secret word. The 

inadequacy of the scheme is that Hash work is not used and uses an irregular 

picture instead of a predefined picture for better security. Additionally, the 

scheme requires large memory for storing the pictures.   

W. Meng et al. (2017) propose the creation of a graphical password with click 

draw-based graphical secret word (CD-GPS) on cell phones. The scheme 

utilizes the CD-GPS which is produced with the point of upgrading customary 

graphical passwords by coordinating the existing information composed by 

clicking, choosing and drawing. A nonspecific technique for CD-GPS for the 

most part includes the two phases of image choice and mystery drawing. The 

activities of snap attract requests the user to draw furtively by utilizing a 

progression of snaps, separating it from a customary drawing activity. The 

examination shows that users can comfortably draw if multi-touch is 

empowered. The weakness of this scheme is that it cannot withstand a lexicon 

attack if the assailant knows the chosen picture. Azad et al. (2017) proposes a 

vibration and pattern code which constitutes another graphical secret key 

scheme that is flexible with shoulder surfing, smudge and beast compels 

attacks. The scheme is a common vibration strategy changed into a code, the 

Vibration Code (VC). To include password space, the scheme is mixed with a 

changed pattern lock (PL). This recognition-based scheme cannot withstand 

shoulder surfing, smudge and savage power attacks as compared to the 

proposed scheme. It is hard to execute a savage power attack on the device. The 

scheme is difficult to use as the VC and PL are coordinated in such a way that 

no more exertion is required for the user to enter the secret key. The scheme 

gives better versatility with shoulder surfing, smudge, and savage power 

attacks, yet is restricted to secure against shoulder surfing, smudge, and beast 

compel attacks. Table 8 presents the summary of the graphical secret key-based 

authentication technique. Table 9 provides a summary of the compared 
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graphical password-based authentication methods as discussed in the reviewed 

works.  

  

Table 9: Threats and vulnerabilities of graphical password authentication  

 

Other authentication methods   

The different types of security authentication strategies have not yet been 

classified within the known authentication systems and are listed under other 

authentication methods. For instance, Serwadda and Phoha (2013) propose a 

lego robot created through data collected from public swiping insights. The 

scheme is created based on the information gathered all the involved cell phone 

users. Picture and scene strokes are recognized and the flat and vertical strokes 

x   X   x   X   x   X   x   √   

√ X X X 
X X X X 
X √ X X 
X X X √ 
X X X 
√ X √ 
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are separated for every one of the two telephones. Four different types of strokes 

are recognized based on their inherent characteristics and the way the device is 

conveyed when the stroke is executed. The result shows that touch-based 

authentication can withstand robot attacks. The impediment of this scheme is 

that its security is limited to robot attacks. Watanabe and Fujita (2013) propose 

an accelerometer-based authentication scheme that constantly checks user 

exercise after login. The plan removes operational and behavioural attributes by 

using different sensors, for example touch screen, accelerometer, receiver and 

GPS sensor. Accelerometerbased confirmation can enhance authentication by 

consolidating the verification through numerous sensors rather than a solitary 

sensor. The limitation of the scheme is that it is very costly as it incorporates 

different sensors in a single device. Kang, Nyang, and Lee (2014) propose a 

two-factor face authentication scheme utilizing network changes and a user 

password to improve device authentication. The proposed scheme is developed 

with a secure component consisting of stage and highlight vectors which can 

uninhibitedly change. The scheme ensures more secure condition and can 

withstand smudge surfing attacks, dictionary attacks, and others. The 

shortcoming of this scheme is that it experiences low exactness of the security 

level, which means that an attacker can acquire confront pictures. Kang and 

Cho (2015) propose a keystroke dynamic verification scheme that considers 

long and free content strings from data of various devices to reinforce the 

authentication of the cell phone. To overcome the weakness of the secret word-

based verification technique, two phase authentication frameworks have been 

used combined with the biometric attributes of voice, unique mark, and iris. 

This two-phase authentication framework improves the authentication scheme. 

The result indicates that the authentication precision is fortified by expanding 

the length of the keystrokes. The shortcoming of this scheme is the long 

pressing of the keypad keys to enter the password which may affect it 

negatively. Jambusaria, Katwala, and Mistry (2015) propose an imaginative 

method to open a cell phone by using Near Field Commutation (NFC) enabled 

tattoos that are both secured and highly convenient. The scheme utilizes NFC 

to open the phone by coming into the close vicinity of an advanced tattoo that 

can essentially be put onto the user's arm and thus requires minimal power. The 

Motorola SkipTM follows a similar approach by utilizing NFC for the 
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authentication and opening of a smartphone. Results demonstrate that the 

scheme is greatly secured against a considerable number of risks. The 

deficiency of the scheme is that it requires visit substitution of the tattoo, and 

the tattoo’s life span is too short to be used every day.   

Camenisch, Ortiz-Yepes, and Preiss (2015) propose a method to authenticate if 

a cell phone is close by. The location of the user in a specific timeframe serves 

as an additional verification to upgrade and reinforce the security of the cell 

phone. The scheme uses the area of the cell phone as distinguished by the 

versatile system administrator (and not the area identified by the gadget itself) 

which can in this manner be controlled. The scheme uses configuration to 

guarantee that sensitive data and information are only retrievable by legitimate 

parties. The scheme is practical and does not require to run calculations on 

unknown accreditations, web and portable system network. The shortcoming of 

the scheme is that it requires internet connectivity. Mahfouz, Muslukhov, and 

Beznosov (2016) propose how to lock and unlock a device that focuses on the 

time it takes to authenticate and how the user’s decision of unlocking method 

is connected to different example of gadgets utilization against various attacks. 

The data are gathered in accordance with android unlocking techniques: 

password, PIN, and draw a pattern. A field experiment collects data on users 

locking and unlocking their android cell phones. The result shows that the 

pattern is superior to PIN and passwords strategies. The shortcoming of the 

scheme is that the method is not an authentication scheme but rather a guide 

how to lock and unlock the device. Chakraborty, Randhawa, Das, and Mondal 

(2016) propose a shoulder surfing flexible method (Mobsecure) as part of the 

cell phone that acts in a mostly discernible environment. The scheme secures 

against recording-based attacks for an interminable number of confirmation 

sessions. Mobsecure bolsters an alphanumeric secret word to be chosen by the 

user. It is actualized on the device and equipped for securing all 36 

alphanumeric keys on a standard advanced cell screen. It provides better 

security than PIN and secret word to repel shoulder surfing attacks. The 

limitation of the scheme is that it focuses on a single security risk, namely 

shoulder surfing attack. Thus, other security issues such as smirch follows and 

word reference attacks can be used to attack the device.   
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Table 10: Summary of other authentication methods  

  
  

 

 

 

 

 

Dasgupta et al. (2016) propose a multi-factor authentication (MFA) method as 

a feasible alternative to the single factor scheme that does not give sufficient 

insurance against security risks. The scheme consists of ascertaining 

dependable estimations of various confirmation factors and the advancement of 

a versatile procedure for choosing diverse accessible verification factors. The 

choice depends on the figured reliable esteems, execution, and determination of 

devices, media, and environment. The component verification suits the current 

working environments and is harder to crack by programmers. The shortcoming 

of this scheme is that it is a prototype version and not a working model. Table 

10 presents the summary of the other authentication methods. Table 11 provides 

a comparison of the other authentication methods based on the reviewed works 

and in reference to their vulnerability to common security attacks.  
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Table 11: Threats and vulnerabilities of other authentication methods  

Reference  Guessi

ng 

attack

s  

Diction

ary  

Easil

y 

Stol

en  

Impersona

tion  

Keylogg

er 

Attach  

Smud

ge 

Attac

k  

Brute 

Force 

Attac

ks 

Should

er 

Surfin

g  

(Serwadd

a & Phoha, 

2013) 

x √ x x x √ x √ 

(Watanab

e & Fujita, 

2013 

√ √ x x √ x √ √ 

(J. Kang et 

al., 2014) 

x x √ √ x x X √ 

(P. Kang & 

Cho, 2015) 

√ x x x √ √ √ x 

(Camenisc

h et al., 

2015) 

x x x x x x √ x 

(Jambusa

ria et al., 

2015) 

x x x √ x x √ x 

(Mahfouz 

et al., 

2016) 

x x x √ x √ x √ 

(Chakrabo

rty et al., 

2016) 

x x x √ √ √ x x 

(Dasgupta 

et al., 

2016) 

√ √ x √ √ √ √ √ 

  

Analysis of performance metrics   

In this section, we present the metrics used in assessing the effectiveness of 

security authentication systems in touch screen technology as discussed in the 
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published research works. The performance metrics used to measure the 

efficacy of the propose authentication schemes for accessing the mobile touch 

screen devices are presented in Tables 12 – 16. The used metrics include: Stroke 

Duration (SD), False Acceptance Rate (FAR), False Rejection Rate (FRR), 

Equal Error Rate (EER), True Positive (TP), True Negative (TN), False Positive 

Rate (FPR), Password Creation Time (PCT), Login Time (LT), Password 

Length (PL), and Login Success Rate (LSR).  

  

Performance metrics of PIN based authentication  

Table 12 presents the metrics used in the PIN-based mobile touch screen 

authentication systems. It shows that many researches are concerned with the 

effectiveness of the touch screen security system based on EER. Other 

parameters like LT, PL, FAR, FRR, TP, TN, FPR and LSR receive less attention 

compared to EER. Table 12 shows that earlier studies in this category such as 

Yan et al. (2013) and Staneková and Stanek (2013) consider LT, PL and LSR 

parameters whereas more recent studies such as Van Nguyen et al. (2017) use 

EER, TP, TN, FPR and LT parameters.   

  

Table 12: Metrics of PIN-based authentication  

 
 

Performance metrics of biometric-based authentication  

Table 13 presents the parameters used by biometric-based mobile touch screen 

authentication systems. It shows that many researches in this class are 

concerned with the effectiveness and efficiency of the touch screen security 

system based on FAR, FRR and EER. This is closely followed by other 

parameters like TP, TN, FPR, PCT and PL. Table 13 shows that earlier studies 

such as Saevanee et al. (2012) and Seetharaman and Ragupathy (2012) consider 



64  africascholarpublications@gmail.com                                                                               

 2019 
 

FAR, FRR and EER parameters whereas more recent studies such as Rzecki et 

al. (2017) use TP, TN and FPR parameters for evaluating the efficacy of their 

scheme.   

 

Table 13: Metrics of biometric-based authentication 

 
 

Performance metrics of pattern/gesture-based authentication   

Table 14 presents the metrics used by pattern/gesture-based mobile touch 

screen authentication systems. The table shows that many researches in this 

class evaluate the effectiveness of the touch screen security system based on 

FAR, FRR and EER. Other parameters like the SD, TP, TN, LT and FPR are 

also used for performance evaluation. Table 14 shows that earlier studies such 

as Feng et al. (2012) and De Luca et al. (2012) use FAR, FRR, TP, FPR, LT 

and TN parameters to evaluate the performance of their method whereas more 

recent studies such as Kumar et al. (2017) and Ye et al. (2017) use FAR, FRR, 

TN, FPR, TP and LT as parameters to evaluate the effectiveness and efficacy 

of their proposed scheme.  

  

Table 14: Metrics of pattern/gesture-based authentication  

Reference  SD FAR FRR EER TP TN FPR PCT LT PL LSR 

(Hwang et al., 2009) x √ √ √ x x x x x x x 

(Alpar, 2015) x √ √ √ x x x x x x x 

(Shahzad et al., 2013) x x x √ √ x √ x x x x 
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(Y. Meng & Wong, 2014) x √ √ √ x x √ x x x x 

(Murao et al., 2015) x √ √ √ x x x x x x x 

(Antal & Szabó, 2016) x x x √ x x x x x x x 

(Burgbacher & Hinrichs, 

2014) 

x √ √ √ x x x x x x x 

(Feng et al., 2012) x √ √ x √ √ x x x x x 

(Frank et al., 2013) √ x x √ x x x x x x x 

(Kumar et al., 2017) x √ √ x x √ √ x x x x 

(Nader et al., 2015) x √ √ x x x x x x x x 

(De Luca et al., 2012) x √ √ x √ √ √  √ x x 

(Ye et al., 2017) x x x x √ x x x x x x 

(Agrawal & Patidar, 2014) x x x x √ √ √ x x x x 

 

Performance metrics of graphical password-based authentication  

Table 15 details the parameters used by the graphical password-based mobile 

touch screen authentication systems. Table 15 shows that the researches in this 

class evaluate the effectiveness and efficiency of their system based on the PCT, 

PL, LT and LSR. Supplementary parameters used in this class include SD, 

FAR, FRR, EER, TP and TN. It also shows that earlier studies such as Chang 

et al. (2012) use SD, FAR and EER parameters whereas more recent studies 

such as Meng et al. (2017) use PCT, LT and LSR as parameters for their 

performance evaluation.   

  

Table 15 Metrics of graphical password-based authentication  
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Performance metrics of graphical password-based authentication  

Table 16 factors out the parameters used by other mobile touch screen 

authentication systems to evaluate the performance of their proposed 

authentication methods. It details that many researches in this class are mainly 

concerned with measuring the effectiveness of the touch screen security system 

based on FAR, FRR and EER although other parameters like SD, LT, PL, TP 

and FPR are also used. Table 16 indicates that earlier studies such as Serwadda 

and Phoha (2013) and Watanabe and Fujita (2013) use SD, FAR, FRR and EER 

as parameters for evaluating their scheme. However, more recent studies such 

as Mahfouz et al. (2016), Chakraborty et al. (2016) and Dasgupta et al. (2016) 

use FAR, FRR, EER, FPR LSR and LT as parameters for their evaluation.   

  

Table 16 Metrics of other authentication methods  

  
 

Based on Tables 12 – 16 it is obvious that this research area is problematic in 

terms of the standard framework for measuring the effectiveness and efficiency 

of mobile touch screen authentication methods. This is in view of the fact that 

different studies use different performance parameters depending on their 

respective objective. Our findings corroborate with that of W. Meng et al. 

(2015) who observe the lack of a uniform framework for the performance 

evaluation of any proposed biometrics security authentication scheme. This 

situation, however, is not limited to biometrics authentication and cuts across 

the entire research area.     
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Open research issues   

This section discusses the open research problems encountered earlier in the 

literature survey. The open research issues found in the existing approaches for 

improving the security of mobile phones are discussed to provide direction for 

future research opportunities. The improvement on mobile phone touch screen 

security as witnessed in the literature establishes that the researchers are 

generally concerned with the security of mobile devices. Their studies aim at 

maximizing the overall security of the mobile devices by restricting or 

minimizing unauthorized access.      

 

Multi-objective optimization problems  

Users of mobile phone are concerned with the security of their mobile device 

due to issues of privacy and personal data. The mobile devices’ computing 

power and storage space have drastically increased, which means that most 

users store a large amount of vital data on them. These recent developments 

require maximum security for mobile devices, especially smartphones. 

However, the usability of the mobile device must not be ignored since added 

security features tend to be complex and difficult to use. This has given rise to 

multi-objective optimization problems in view of the fact that maximizing 

security features of mobile phone devices also requires minimizing the effort 

required by the users to operate these security features. In short, improving the 

usability of the security features on the mobile phone device has become 

another focus of research and development.   

From the extensive literature review conducted earlier, it can be observed that 

most studies focus on maximizing the security features of the mobile phone 

device while ignoring the evaluation of its usability in practice. Only a few 

researchers consider the improvement of both the security features and its 

usability, among them being Zhou et al. (2016), Shahzad et al. (2013), and Azad 

et al. (2017).  

Furthermore, what also needs to be considered is the memory space to be 

occupied by the proposed authentication method. A powerful security feature 

that requires a large amount of memory space for storage will result in added 

computational cost of the mobile phone device. In the biometrics authentication 

system, images are used as a means of authentication. However, images 

typically require large memory storage space that is much larger than text. For 
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example, Patra et al. (2016) has improved the security feature of a mobile device 

using images but the scheme requires large memory for storing these images. 

This has also led to a multi-objective optimization problem in view of the fact 

that it requires maximizing security while minimizing storage space.     

According to W. Meng et al. (2015), it is not only biometrics that can be used 

to improve device security, especially in view of their high cost of production. 

He gives the example of the retina scan which provides a very high level of 

security authentication for mobile phones. However, the cost required to 

implement the retina scan is very expensive. This has led to a multi-objective 

optimization problem as it requires maximizing security and minimizing the 

cost of production.      

 

Human face age, aging and facial hair change    

Based on Section 3.2 earlier, biometrics authentication offers maximum 

security to mobile phone touch screen devices. However, the problem that arises 

is how to resolve the issue of ageing as the user’s facial features including facial 

hair change over time. Finding the best systematic approach to effectively 

handle these issues constitutes an open challenge and open research problem to 

the community.   

 

High energy consumption  

High energy consumption constitutes a serious issue for mobile phone devices. 

The average mobile phone consumes a high amount of energy which results in 

a short battery life span. The many functions that consume the energy on the 

mobile device. The touch dynamic of the mobile phone also has a significant 

impact on the level of energy consumption of the mobile device. As such, 

proposing an authentication scheme that integrates touch dynamics typically 

leads to high energy consumption as it requires a high energy level for it is 

operation. High computational power is required for the effective and efficient 

processing of the images on smart phone devices. For example, Y. Meng and 

Wong (2014) propose an authentication scheme that incorporates touch 

dynamics which improves security but also consumes a lot of energy.           

 

Single factor PIN-based authentication problems  

As discussed in Section 3.1, researchers have developed several PIN-based 

authentication schemes for improving the security of mobile phone touch screen 
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devices. Mobile devices are found in financial applications such as stock trading 

and banking. The four-digit PIN is preferred as security mechanism for mobile 

devices due to their easy memorability. However, their limited length makes 

them susceptible to systematic trial and error attacks and shoulder surfing 

(Hwang et al., 2009). Many efforts have been made to improve the security of 

PINs by guiding users to choose stronger combinations, however, the problem 

of vulnerability to shoulder surfing attacks has remained (Lee et al., 2016).    

The literature reviewed in this paper mainly relied on single factor PIN 

authentication methods. However, it is well known that single-entry PINs have 

numerous weaknesses. Firstly, a single factor PIN is easy to comprehend as 

users significantly select simple and memorable PINs (birthdays or sequential 

digits). Secondly, PINs that are entered on a touch-based keypad are vulnerable 

to “smudge attack” as they can be traced from the smudges left behind by the 

user’s fingers. Thirdly, single factor PIN-based authentication is susceptible to 

shoulder surfing attacks as the attacker can obtain the PIN by direct observation 

in close proximity. Recently, it has been demonstrated that the PIN can be 

reconstructed from a video capture (google glass camera from distance or 

smartphone camera) by recording the fingertip movement of the PIN entry on 

the device with a success rate of 90%. Considering the increased widespread of 

handheld recording devices and the constant increase of the public surveillance 

infrastructure, the imminent threat of PIN observation is stronger than ever 

(Van Nguyen et al., 2017).   

 

Compatibility issues  

The issue of compatibility is a serious concern to the research community. Some 

of the authentication methods propose in the literature are not compatible to 

platform other smart phones, which is a challenge. An idle authentication 

system is required to be compatible across different platforms for generalized 

applicability. No matter how powerful an authentication system is, if the 

authentication system has limited platforms, its usage will be equally limited. 

Thereby, making the authentication scheme inaccessible to a certain group of 

users limits its overall efficiency. For example, Micallef et al. (2015) propose 

an authentication scheme for improving security of a mobile phone device but 

the scheme is not accessible to iOS and Windows smartphone platforms.   
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Direction for future research  

Natural algorithms are algorithms inspired from natural phenomena such as 

biological systems, human activities, and the like. These algorithms are 

powerful in solving real life optimization problems and have proven to be more 

effective and efficient than conventional methods. One such feature is their 

ability to solve multi-objective optimization problems. As such, the 

multiobjective optimization problem identified while maximizing the security 

of mobile phone touch screens can be solved by deploying natural algorithms 

such as the multi-objective genetic algorithm, multi-objective cuckoo search 

algorithm, and multi-objective flower pollination algorithm.          

The application of aging estimation through deep learning might likely solve 

the problem of face aging in the biometrics authentication system. Deep 

learning should apply retraining instead of windows training to accommodate 

the new age features of the user before the ageing estimation. H. Liu, Lu, Feng, 

and Zhou (2017) successfully apply a deep learning convolution neural network 

framework for facial age estimation. Their framework can be extended to the 

biometrics authentication system and resolve the issue of facial aging.    

Energy efficiency has to be part of any viable mobile phone authentication 

scheme. The designers of such schemes have to incorporate low energy 

consumption which can drastically reduce the impact of the scheme on the 

battery of the mobile device.   

An intuitive step towards resolving the problem of single factor PIN is to use 

multiple PINs for authentication which may ward off the intruder (Lee et al., 

2016). Therefore, we propose two factor PIN as the next research direction to 

mitigate the challenge of the single factor PIN. In the two factor PIN, the entry 

points consist of entering the first PIN which the users have set. Upon 

successfully entering the first pin, it will ask for the second PIN which the user 

also set. The second PIN of course has to be different from the first PIN. The 

scheme is simple to use and is sufficiently complex to prevent any intruder from 

gaining entry into the device.   

The next research direction for compatibility of mobile phone authentication is 

to propose an authentication scheme that is compatible across different mobile 

touch screen device platforms. Its application cannot be limited to certain 

platforms and ought to include all.     
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Conclusions   

We have presented a systematic literature review on the current mobile phone 

security authentication methods. The literature review has covered the 

following classes of the authentication methods: PIN based authentication 

method, gesture/pattern, biometrics, graphical passwords and others. Also 

outlined are the current development of these authentication methods, open 

research problems and new direction for future research. It was found in the 

review that the methods deployed by the researchers are aimed at providing 

maximum security to mobile phone devices which has caused multi-objective 

optimization problems. The comprehensive and systematic review of the 

currently available studies in this field can serve as a starting point for new 

researchers interested in mobile phone security research as well as expert 

researchers in mobile phone security who can use our review as a benchmark 

for proposing alternative authentication methods.   

 

Declaration of interests   

The authors declare that they have no known competing financial interests or 

personal relationships that could have appeared to influence the work reported 

in this paper.  

  

Acknowledgement.  

The authors will like to acknowledge Tetfund Institutional Based Research 

Grant, Federal College of Education (Technical), Gombe.        

  

REFERENCE  

Abawajy, Jemal H, Ninggal, Mohd Izuan Hafez, & Herawan, Tutut. (2016). 

Privacy preserving social network data publication. IEEE Communications 

Surveys & Tutorials, 18(3), 1974-1997.   

Agrawal, Arpit, & Patidar, Ashish. (2014). Smart Authentication for Smart 

Phones. International Journal of Computer Science and Information 

Technologies, 5(4), 4839-4843.   

Alhassan, John K, Gbolahan, Agbejule, Idris, Ismaila, & Waziri, Victor O. A 

forensic evidence recovery from mobile device applications.   

Almuairfi, Sadiq, Veeraraghavan, Prakash, & Chilamkurti, Naveen. (2013). A 

novel image-based implicit password authentication system (IPAS) for 



72  africascholarpublications@gmail.com                                                                               

 2019 
 

mobile and non-mobile devices. Mathematical and Computer Modelling, 

58(1-2), 108-116.   

Alpar, Orcan. (2015). Intelligent biometric pattern password authentication 

systems for touchscreens. Expert Systems with Applications, 42(17-18), 

6286-6294.   

Aly, Yomna, Munteanu, Cosmin, Raimondo, Stefania, Wu, Alan Yusheng, & 

Wei, Molly. (2016). Spin-lock gesture authentication for mobile devices. 

Paper presented at the Proceedings of the 18th International Conference on 

Human-Computer Interaction with Mobile Devices and Services Adjunct.  

Antal, Margit, & Szabó, László Zsolt. (2016). Biometric authentication based 

on touchscreen swipe patterns. Procedia Technology, 22, 862-869.   

Azad, Saiful, Rahman, Musfiq, Ranak, MSA Noman, Ruhee, BMF Kamal, 

Nisa, N Nourin, Kabir, Nazrul, . . . Zain, Jasni Mohamad. (2017). VAP 

code: A secure graphical password for smart devices. Computers & 

Electrical Engineering, 59, 99-109.   

Burgbacher, Ulrich, & Hinrichs, Klaus. (2014). An implicit author verification 

system for text messages based on gesture typing biometrics. Paper 

presented at the Proceedings of the SIGCHI Conference on Human Factors 

in Computing Systems.  

Camenisch, Jan, Ortiz-Yepes, Diego Alejandro, & Preiss, Franz-Stefan. (2015). 

Strengthening authentication with privacy-preserving location verification 

of mobile phones. Paper presented at the Proceedings of the 14th ACM 

Workshop on Privacy in the Electronic Society.  

Chakraborty, Nilesh, Randhawa, Gurpinder Singh, Das, Kuntal, & Mondal, 

Samrat. (2016). MobSecure: A Shoulder Surfing Safe Login Approach 

Implemented on Mobile Device. Procedia Computer Science, 93, 854-861.   

Chang, Ting-Yi, Tsai, Cheng-Jung, & Lin, Jyun-Hao. (2012). A graphical-

based password keystroke dynamic authentication system for touch screen 

handheld mobile devices. Journal of Systems and Software, 85(5), 1157-

1165.   

Chen, Shaxun, Pande, Amit, & Mohapatra, Prasant. (2014). Sensor-assisted 

facial recognition: an enhanced biometric authentication system for 

smartphones. Paper presented at the Proceedings of the 12th annual 

international conference on Mobile systems, applications, and services.  



73  africascholarpublications@gmail.com                                                                               

 2019 
 

Chiang, Hsin-Yi, & Chiasson, Sonia. (2013). Improving user authentication on 

mobile devices: A touchscreen graphical password. Paper presented at the 

Proceedings of the 15th international conference on Human-computer 

interaction with mobile devices and services.  

Corpus, Kyle R, Gonzales, Ralph Joseph DL, Morada, Alvin Scott, & Vea, 

Larry A. (2016). Mobile user identification through authentication using 

keystroke dynamics and accelerometer biometrics. Paper presented at the 

Mobile Software Engineering and Systems (MOBILESoft), 2016 

IEEE/ACM International Conference on.  

Crawford, Heather, Renaud, Karen, & Storer, Tim. (2013). A framework for 

continuous, transparent mobile device authentication. Computers & 

Security, 39, 127-136.   

Dasgupta, Dipankar, Roy, Arunava, & Nag, Abhijit. (2016). Toward the design 

of adaptive selection strategies for multi-factor authentication. computers 

& security, 63, 85-116.   

De Luca, Alexander, Hang, Alina, Brudy, Frederik, Lindner, Christian, & 

Hussmann, Heinrich. (2012). Touch me once and i know it's you!: implicit 

authentication based on touch screen patterns. Paper presented at the 

Proceedings of the SIGCHI Conference on Human Factors in Computing 

Systems.  

De Marsico, Maria, Galdi, Chiara, Nappi, Michele, & Riccio, Daniel. (2014). 

Firme: Face and iris recognition for mobile engagement. Image and Vision 

Computing, 32(12), 1161-1172.   

Feng, Tao, Liu, Ziyi, Kwon, Kyeong-An, Shi, Weidong, Carbunar, Bogdan, 

Jiang, Yifei, & Nguyen, Nhung. (2012). Continuous mobile authentication 

using touchscreen gestures. Paper presented at the Homeland Security 

(HST), 2012 IEEE Conference on Technologies for.  

Frank, Mario, Biedert, Ralf, Ma, Eugene, Martinovic, Ivan, & Song, Dawn. 

(2013). Touchalytics: On the applicability of touchscreen input as a 

behavioral biometric for continuous authentication. IEEE transactions on 

information forensics and security, 8(1), 136-148.   

Galdi, Chiara, Nappi, Michele, & Dugelay, Jean-Luc. (2016). Multimodal 

authentication on smartphones: Combining iris and sensor recognition for 

a double check of user identity. Pattern Recognition Letters, 82, 144-153.   



74  africascholarpublications@gmail.com                                                                               

 2019 
 

Gokhale, Mrs Aakansha S, & Waghmare, Vijaya S. (2016). The shoulder 

surfing resistant graphical password authentication technique. Procedia 

Computer Science, 79, 490-498.   

Gong, Neil Zhenqiang, Payer, Mathias, Moazzezi, Reza, & Frank, Mario. 

(2016). Forgery-resistant touchbased authentication on mobile devices. 

Paper presented at the Proceedings of the 11th ACM on Asia Conference 

on Computer and Communications Security.  

Hassanat, Ahmad, Al-Awadi, Mouhammd, Btoush, Eman, Al-Btoush, Amani, 

& Altarawneh, Ghada. (2015). New mobile phone and webcam hand 

images databases for personal authentication and identification. Procedia 

Manufacturing, 3, 4060-4067.   

Hoang, Thang, Choi, Deokjai, & Nguyen, Thuc. (2015). Gait authentication on 

mobile phone using biometric cryptosystem and fuzzy commitment 

scheme. International Journal of Information Security, 14(6), 549-560.   

Hwang, Seong-seob, Cho, Sungzoon, & Park, Sunghoon. (2009). Keystroke 

dynamics-based authentication for mobile devices. Computers & Security, 

28(1-2), 85-93.   

Jambusaria, Utsav, Katwala, Neerja, & Mistry, Dharmeshkumar. (2015). 

Secure Smartphone Unlocking using NFC. Procedia Computer Science, 

45, 465-469.   

Kang, Jeonil, Nyang, DaeHun, & Lee, KyungHee. (2014). Two-factor face 

authentication using matrix permutation transformation and a user 

password. Information Sciences, 269, 1-20.   

Kang, Pilsung, & Cho, Sungzoon. (2015). Keystroke dynamics-based user 

authentication using long and free text strings from various input devices. 

Information Sciences, 308, 72-93.   

Khan, Salman H, Akbar, M Ali, Shahzad, Farrukh, Farooq, Mudassar, & Khan, 

Zeashan. (2015). Secure biometric template generation for multi-factor 

authentication. Pattern Recognition, 48(2), 458472.   

Kumar, Pradeep, Saini, Rajkumar, Roy, Partha Pratim, & Dogra, Debi Prosad. 

(2017). A bio-signal based framework to secure mobile devices. Journal of 

Network and Computer Applications, 89, 62-71.   

Lee, Mun-Kyu, Nam, Hyeonjin, & Kim, Dong Kyue. (2016). Secure bimodal 

PIN-entry method using audio signals. Computers & Security, 56, 140-150.   



75  africascholarpublications@gmail.com                                                                               

 2019 
 

Liou, Jing-Chiou, & Scaduto Jr, Andrew. (2016). A Study of Biometric Feature 

for a Recall-Based Behavioral Graphical Mobile Authentication. Paper 

presented at the Proceedings of the The 3rd Multidisciplinary International 

Social Networks Conference on SocialInformatics 2016, Data Science 

2016.  

Liu, Chao-Liang, Tsai, Cheng-Jung, Chang, Ting-Yi, Tsai, Wang-Jui, & Zhong, 

Po-Kai. (2015). Implementing multiple biometric features for a recall-

based graphical keystroke dynamics authentication system on a smart 

phone. Journal of Network and Computer Applications, 53, 128-139.   

Liu, Hao, Lu, Jiwen, Feng, Jianjiang, & Zhou, Jie. (2017). Group-aware deep 

feature learning for facial age estimation. Pattern Recognition, 66, 82-94.   

Mahfouz, Ahmed, Muslukhov, Ildar, & Beznosov, Konstantin. (2016). Android 

users in the wild: Their authentication and usage behavior. Pervasive and 

Mobile Computing, 32, 50-61.   

Meng, Weizhi, Li, Wenjuan, & Choo, Kim-Kwang Raymond. (2017). Towards 

enhancing click-draw based graphical passwords using multi-touch 

behaviours on smartphones. Computers & security, 65, 213-229.   

Meng, Weizhi, Wong, Duncan S, Furnell, Steven, & Zhou, Jianying. (2015). 

Surveying the development of biometric user authentication on mobile 

phones. IEEE Communications Surveys & Tutorials, 17(3), 1268-1293.   

Meng, Yuxin, & Wong, Duncan S. (2014). Design of touch dynamics based 

user authentication with an adaptive mechanism on mobile phones. Paper 

presented at the Proceedings of the 29th Annual ACM Symposium on 

Applied Computing.  

Micallef, Nicholas, Just, Mike, Baillie, Lynne, Halvey, Martin, & Kayacik, 

Hilmi Güneş. (2015). Why aren't users using protection? investigating the 

usability of smartphone locking. Paper presented at the Proceedings of the 

17th International Conference on Human-Computer Interaction with 

Mobile Devices and Services.  

Miguel-Hurtado, Oscar, Stevenage, Sarah V, Bevan, Chris, & Guest, Richard. 

(2016). Predicting sex as a soft-biometrics from device interaction swipe 

gestures. Pattern Recognition Letters, 79, 44-51.   

Murao, Kazuya, Tobise, Hayami, Terada, Tsutomu, Iso, Toshiki, Tsukamoto, 

Masahiko, & Horikoshi, Tsutomu. (2015). Mobile phone user 



76  africascholarpublications@gmail.com                                                                               

 2019 
 

authentication with grip gestures using pressure sensors. International 

Journal of Pervasive Computing and Communications, 11(3), 288-301.   

Nader, J, Alsadoon, A, Prasad, PWC, Singh, AK, & Elchouemi, A. (2015). 

Designing Touch-Based Hybrid Authentication Method for Smartphones. 

Procedia Computer Science, 70, 198-204.   

Patra, Karmajit, Nemade, Bhushan, Mishra, Debi Prasad, & Satapathy, Prajnya 

Priyadarsini. (2016). Cued-Click Point Graphical Password Using Circular 

Tolerance to Increase Password Space and Persuasive Features. Procedia 

Computer Science, 79, 561-568.   

Rzecki, Krzysztof, Pławiak, Paweł, Niedźwiecki, Michał, Sośnicki, Tomasz, 

Leśkow, Jacek, & Ciesielski, Maciej. (2017). Person recognition based on 

touch screen gestures using computational intelligence methods. 

Information Sciences, 415, 70-84.   

Saevanee, Hataichanok, Clarke, Nathan L, & Furnell, Steven M. (2012). Multi-

modal behavioural biometric authentication for mobile devices. Paper 

presented at the IFIP International Information Security Conference.  

Samangouei, Pouya, Patel, Vishal M, & Chellappa, Rama. (2017). Facial 

attributes for active authentication on mobile devices. Image and Vision 

Computing, 58, 181-192.   

Seetharaman, K, & Ragupathy, R. (2012). LDPC and SHA based iris 

recognition for image authentication. Egyptian Informatics Journal, 13(3), 

217-224.   

Serwadda, Abdul, & Phoha, Vir V. (2013). When kids' toys breach mobile 

phone security. Paper presented at the Proceedings of the 2013 ACM 

SIGSAC conference on Computer & communications security.  

Shahzad, Muhammad, Liu, Alex X, & Samuel, Arjmand. (2013). Secure 

unlocking of mobile touch screen devices by simple gestures: you can see 

it but you can not do it. Paper presented at the Proceedings of the 19th 

annual international conference on Mobile computing & networking.  

Shankar, Vishnu, Singh, Karan, & Kumar, Ajai. (2016). IPCT: A scheme for 

mobile authentication. Perspectives in Science, 8, 522-524.   

Staneková, L'ubica, & Stanek, Martin. (2013). Analysis of dictionary methods 

for PIN selection. Computers & Security, 39, 289-298.   



77  africascholarpublications@gmail.com                                                                               

 2019 
 

Suo, Xiaoyuan, Zhu, Ying, & Owen, G Scott. (2005). Graphical passwords: A 

survey. Paper presented at the Computer security applications conference, 

21st annual.  

Teh, Pin Shen, Teoh, Andrew Beng Jin, & Yue, Shigang. (2013). A survey of 

keystroke dynamics biometrics. The Scientific World Journal, 2013.   

Teh, Pin Shen, Zhang, Ning, Teoh, Andrew Beng Jin, & Chen, Ke. (2016). 

TDAS: a touch dynamics based multi-factor authentication solution for 

mobile devices. International Journal of Pervasive Computing and 

Communications, 12(1), 127-153.   

Van Nguyen, Toan, Sae-Bae, Napa, & Memon, Nasir. (2017). DRAW-A-PIN: 

Authentication using fingerdrawn PIN on touch devices. Computers & 

Security, 66, 115-128.   

Von Zezschwitz, Emanuel, Koslow, Anton, De Luca, Alexander, & Hussmann, 

Heinrich. (2013). Making graphic-based authentication secure against 

smudge attacks. Paper presented at the Proceedings of the 2013 

international conference on Intelligent user interfaces.  

Wang, Ding, Cheng, Haibo, Wang, Ping, Huang, Xinyi, & Jian, Gaopeng. 

(2017). Zipf’s law in passwords. IEEE Transactions on Information 

Forensics and Security, 12(11), 2776-2791.   

Wang, Ding, Gu, Qianchen, Huang, Xinyi, & Wang, Ping. (2017). 

Understanding human-chosen pins: Characteristics, distribution and 

security. Paper presented at the Proceedings of the 2017 ACM on Asia 

Conference on Computer and Communications Security.  

Wang, Ding, & Wang, Ping. (2015). The emperor’s new password creation 

policies. Paper presented at the European Symposium on Research in 

Computer Security.  

Wang, Ding, Zhang, Zijian, Wang, Ping, Yan, Jeff, & Huang, Xinyi. (2016). 

Targeted online password guessing: An underestimated threat. Paper 

presented at the Proceedings of the 2016 ACM SIGSAC conference on 

computer and communications security.  

Watanabe, Yuji, & Fujita, Tsutomu. (2013). Toward Introduction of Immunity-

based Model to Continuous Behavior-based User Authentication on Smart 

Phone. Procedia Computer Science, 22, 1319-1327.   

Yan, Qiang, Han, Jin, Li, Yingjiu, Zhou, Jianying, & Deng, Robert H. (2013). 

Designing leakage-resilient password entry on touchscreen mobile 



78  africascholarpublications@gmail.com                                                                               

 2019 
 

devices. Paper presented at the Proceedings of the 8th ACM SIGSAC 

symposium on Information, computer and communications security.  

Ye, Guixin, Tang, Zhanyong, Fang, Dingyi, Chen, Xiaojiang, Kim, Kwang In, 

Taylor, Ben, & Wang, Zheng. (2017). Cracking Android pattern lock in 

five attempts. Paper presented at the The Network and Distributed System 

Security Symposium.  

Yuan, Wenlou, Xu, Yuanhang, Liu, Huan, & Wang, Dong F. (2016). 

Developing Biometric Passive Recognition Sensor Applicable to Wearable 

Devices: Part I-A Novel Structural Design for Achieving Three 

Dimensional Images. Procedia Engineering, 168, 1747-1750.   

Zhou, Lina, Kang, Yin, Zhang, Dongsong, & Lai, Jianwei. (2016). Harmonized 

authentication based on ThumbStroke dynamics on touch screen mobile 

phones. Decision Support Systems, 92, 14-24.   

  


