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Abstract 

The constitutional roles of genuine electorates in elections have been 

ruptured by the imposters for personal benefits and unlawful 

manipulations. The challenges in genuinely authenticate individual had 

negatively affected the private and public institutions and nations are not 

left out as unauthorized individuals could falsely be identified and 

manipulate valuable information in elections. Numerous efforts had been 

made to curtail the illegal access to the use of electronic voting systems. 

Such efforts included the use of passwords, PIN, combined biometric 

traits. The performance of multi-biometric depends on the type of data and 

fusion technique used. A meta-data fusion combines a biometric trait and 

numerical data for effective authentication. The existing fusion techniques 

such as sum, product, min, max rules and decision templates (DT) could 

easily be manipulated by the fraudsters, thereby falsely grant access to an 

unlawful individual for unlawful voting. This paper presented a new 

metadata fusion technique for efficient e-voting authentication by fusing 

the voter’s fingerprint and voter’s identification number (VIN) to achieve 

authentication e-voting requirements. The technique proposed could be 

used to fuse any biometric trait and numerical data for different secured 

applications and systems.  
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Introduction 

Every citizen in a particular country at 

accepted age has a fundamental right 

to constitutionally choose a 

representative into an office through a 

ballot. An election is a formal and 

procedural approach of choosing a 

contestant to hold either a public or 

private office. A voting system 

describes how an election is formally 

conducted. A typical voting system 

strictly follows specific rules. These 

rules describe the responsibilities of 

electorates, election officers and 

contestants. A voting system involves 

voters’ enrolment, constants’ 

enrolment, authentication, voting and 

results’ announcement. Olowookere 

and Awode (2014) highlighted Paper-

based Voting Systems (PVS), Central 

count voting systems (CCVS), 

Precinct count voting systems (PCVS) 

and Direct-recording Electronic 

(DRE) voting systems. Mechanical 

Lever, Paper-Based and Electronic are 

major types of voting system. 

However, electronic voting could 

further be classified into Short 

Message Service (SMS), Web-Based 

Voting (WBV) or Internet Voting 

System (IVS), Telephone Voting 

System (TVS) and Biometric-based 

Voting System (BVS).  

Electronic voting is an election system 

that allows a voter to record his or her 

vote electronically. Electronic voting 

(e-voting) system is the type of voting 

that integrates electronic devices such 

as computers, mobile phones, 

fingerprint scanners, digital cameras 

and printers to the voting system. E-

Voting uses computer technology to 

conduct elections. With the advent of 

computer technology, the challenges 

recorded in the traditional of paper-

based could be solved with the 

adoption of a secured e-voting system 

(Kumar & Begum, 2012). 

The common voting system was 

PVS which had been characterized 

by problems such as rigging, voter's 

impersonation, double counting and 

so on. The term impersonation 

simply means an unlawful person 

claiming the identities of a lawful 

person. In recent times, false voters 

had been unlawfully permitted to 

poll unlawful vote. This was possible 

with the consent of election officers. 

This implied that fake voters could 

be granted permission to poll vote 

illegally when no adequate security 

measures were in place.  

In an attempt to solve the problem of 

voter's impersonation, biometric 

technology was introduced into the 
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voting system. Biometric technology is the digital measurement and 

recognition of physiological and behavioural characteristics of an individual. 

Biometric is the measurement of an individual based on the physiological and 

behavioural characteristics (Sushma, Sarita & Rakesh, 2011). The biometric 

physiological and behavioural include the face, iris, fingerprint, ear, nose, 

voice, palm, deoxyribonucleic acid (DNA), etc. 

In addition, two or more physiological and behavioural characteristics 

(features) could be combined or fused to produce a new common feature called 

bio-modal for authentication. For examples, fingerprint and ear, fingerprint 

and face, voice and nose features could be fused to form a new bio-modal for 

authentication. A multimodal biometric system allows multiple categories of 

biometrics to be acquired, combined and used for numerous applications such 

as authentication. However, bio-modal or multi-modal biometric requires 

multiple sensors and large memory capacity for storage thereby require a high 

cost of implementation.  

Fusion is a digital combination of various forms of data resulting in a new 

single or fused data. Fused data comprised different characteristics from 

different data. The success of multi-biometric systems is a function of the type 

of data fused and the methodology used. 

Dass, Nandakumar and Jain (2015) highlighted types of fusion as follows: 

i. Multi‐sample fusion: This involves multiple images from the same 

source of a biometric trait. For example, the acquisition of multiple 

images of the same finger, multiple images of the same face. 

ii. Multi‐instance fusion: This type of fusion involves the acquisition of 

multiple images of the same type of biometrics, such as fingerprints 

from multiple fingers of a person, or images of both ears. 

iii. Multi‐modal fusion: This types of involves the acquisition of multiple 

types of biometrics, such as a combination of fingerprints, ears, irises 

and face. 

iv. Metadata fusion: This type of fusion involves a combination of any 

v. biometric trait with other data, such as gender, age, number. 

vi. Multi‐algorithm fusion: This type of fusion involves multiple 

techniques of processing for each individual acquired image. 

Practically, this means the use of many matchers for matching. The 
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multi-algorithm fusion can also be applied to many approaches of 

feature extraction. 

The fusion of data could occur at different levels. Dass, Nandakumar and Jain 

(2015) further provided levels of fusion.  

i. Sample‐level fusion: For multi‐sample systems, the images can be 

combined to form a single image. For example, a single large 

“rolled” image can be created from a series of individual 

fingerprints. 

ii. Template‐level fusion: In template‐level fusion, multiple templates 

are combined to produce a single template. 

iii. Score‐level fusion: This level of fusion compare multiple images and 

the resulting similarity scores are combined to form a single fused 

score.  

iv. Decision‐level fusion: Decision-level is used in the same cases as 

score‐level fusion, but the scores are turned into match/non‐match 

decisions before fusion. 

 

Also, Kittler, Hatef and Mates (2008) classified levels of fusion into three as 

follows:  

i. Fusion at the Feature Extraction Level  

ii. Fusion at the Matching Score Level  

iii. Fusion at the Decision Level  

 

In fusion at the feature extraction level, data from the various sensors at the 

enrolment stage is processed into a final and common data and store in the 

database for future reference. In fusion at the matching score level, different 

match scores from different sensors are combined to produce a final and 

common match score for matching decision. In Mishra and Pathak (2009), 

these different scores were at last combined to form an aggregate score which 

would be transmitted to a choice module for matching decision. In fusion at 

the decision level, different verification decision is made from different 

biometric sensor decision. 

Multi-biometric systems could offer a significant improvement in the 

matching accuracy of a biometric system depending upon the information 

being fused and the fusion methodology adopted. The combination of 
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fingerprint and voter identification number (VIN) is preferred over bio- or 

multi-modal biometric because Error Rates (FAR & FRR) could negatively 

affect the overall performance of a system. Sanjay and Ekta (2011) and 

Varsha, Sangamesh, Shravya and Shivaraja (2018) revealed that the 

fingerprint was a fast and accurate biometric technique for more reliable and 

secured biometric system among the other biometric traits such as face, ear, 

iris, signature, voice and hand geometry. 

 

Literature Review 

According to Aarohi, Chirag and Mita (2015), Product Rule, Sum Rule, Max 

Rule and Min Rule could be employed to combine two or more scores to 

produce a common score for authentication.   

 

Sum Rule 

The Sum Rule fuses and sums scores from different features or credentials in 

questions to produce a unique and common score for authentication. 

Mathematically, Sum Rule could be expressed as: 

𝑆𝑓 = 𝑆1 + 𝑆2       (1) 

The Sum Rule is simple for modification by the impostors which mighty 

adversely affects the final results in an election.  

 

Product Rule 

The Product Rule fuses and multiplies scores from different objects in 

questions to produce a unique and common score for authentication. 

Mathematically, Product Rule could be expressed as: 

𝑆𝑓 = 𝑆1 ∗ 𝑆2      (2) 

One fundamental challenge of Product Rule is the requirement of large 

memory capacity for storage and high cost of implementation.  

 

Min Rule 

The Min Rule fuses scores and selects only a minimum score out of different 

scores from the credentials in question to produce a unique and common score 

for authentication. Mathematically, Min Rule could be expressed as: 

𝑆𝑓 = 𝑀𝑖𝑛(𝑆1, 𝑆2)      (3) 
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The use of only minimum score does not guarantee the accuracy of the 

multimodal system.  

 

Max Rule 

The Max Rule fuses scores and selects only a maximum score out of different 

scores from the credentials in question to produce a unique and common score 

for authentication. Mathematically, Max Rule could be expressed as: 

𝑆𝑓 = 𝑀𝑎𝑥(𝑆1, 𝑆2)      (4) 

The use of only the maximum score does not guarantee the accuracy of the 

multimodal system. 

 

Table 1: Existing fusion techniques 

S/n Fusion Technique/Algorithm Advantages  Disadvantages 

1. Simple Average, Minimum and 

Maximum (Kusum & Reecha, 

2013) 

Simple to implement Accuracy not guaranteed, 

prone to attacks and 

manipulation by fraudsters 

2. Sum, Product, Min and Max 

rules (Aarohi et al., 2015) 

Simple to implement 

for different 

applications 

Decision rule could easily be 

breached, thereby negatively 

affects the matching score 

3. Decision Templates (DT) 

(Aizhong, Lei & Junyan., 2016) 

Simple process and 

less sensitive to the 

size of the training 

sets 

Works only on the average of 

the training sets and does not 

fully reflect the differences in 

the classifier’s performance 

4. Simple Sum, Median, Min 

and Max (Komal & 

Chander, 2018; Sujit, et al., 

2019) 

Each technique 

is quite easy to 

use 

The system performs 

poorly and does not 

perform well if input 

matching scores are 

outside the range of 

training scores 

 

Research Motivation 

The world is on continuous changes from one stage to another, finding ways of 

getting tasks done effectively. Before the advent of computer technology, 

people could be identified by the use of physical means such as printed-names, 
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identification cards, printed-signatures to mention but a few. Regrettably, these 

physical methods could be faked by any imposters thereby leading to the 

problems of impersonation. The problem of impersonation included injection 

of attacks (Lakshmi, Sanmuga & Karthikeyan, 2014), stealing of sensitive data, 

false counting. In bio-modal or multi-modal biometric, the implementation and 

troubleshooting are complex when problems arise as a result of the wrong 

choice of data and fusion technique adopted.  

The high accuracy of the bimodal system is not guaranteed (Sanjay and Ekta, 

2011; Varsha et al., 2018) when two or more biometric traits are fused. The 

error rate (FAR or FRR) of the face biometric could bring down the overall 

effectiveness of the system (Catalin, 2010) when fusing with any other 

biometric trait. This implied that fusing two biometric traits requires large 

memory capacity, high computation, and cost for implementation and 

undesirably, the accuracy does not guarantee (Varsha et al., 2018). 

Fundamentally, the efficiency of a multimodal system is a function of the type 

of data combined and the fusion technique used. It is on these aforementioned 

problems that this paper presented a new metadata fusion technique for 

effective e-voting authentication. 

 

Proposed Technique 

There were three (3) basic phases, namely: Enrolment, Fusion and 

Authentication. Figure 1 showed a block architecture of the system. 

Citizen

Enrolment Fusion

Authentication 

Status

Authentication

Figure 1: Block architecture 
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Enrolment Phase 

In the enrolment phase, the voter’s details and fundamentally fingerprint are 

captured by the use of fingerprint sensor and processed. The fingerprint process 

involves: fingerprint image pre-processing, minutiae extraction and minutiae 

matching. The fingerprint pre-processing involves Normalization, 

Segmentation, Fingerprint Image Enhancement and Binarization.  

Normalization is the process that involves the adjustment of grey levels 

represented by each pixel in a fingerprint by increasing the contrasts for 

accurate reading and detection of fingerprint features. Segmentation is the 

process of separating the unwanted region (noise) in the fingerprint and 

focusing on the region of interest (ROI) such as ridges and bifurcation. 

Binarization is the process that involves converting an 8-bit image into a 1-bit 

ridge and bifurcation image. Fingerprint enhancement image deals with the 

presentation of fingerprint features such as ridges and bifurcation for easier and 

more importantly accurate authentication.  

Normalization Segmentation Binarization

Fingerprint 

Image 

Enhancement 

Input 

Image

Enhanced 

Image

Figure 2: Fingerprint pre-processing 

 

The ridges and bifurcation from the enhanced fingerprint image are then 

extracted, processed using Equations 1 to 15 and stored as a template in the 

database for future reference and use. 
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Camera

Features 

Extraction 

and 

Processing

Fusion

Voter Data

(Vt) 

Voter 

Details 

i. e Name

Data acquisition 

Citizen

VIN card

No

Genuine 

Voter 

Main Central Database

Liveness Reader

Enhanced extraction

Already 

Enrolled

Yes

VIN 

Generation

Computer

Dedicated 

enrolment channel

Data

Voter Rejected 

Figure 3: Enrolment diagram 

 

A crossing number (CN) identification technique was adopted to identify the 

ridge–end and bifurcation points as illustrated in Figures 3 to 5 and Equations 

1 to 15. 

+x

–y

–x

+y

 
Figure 4: Ridge end and ridge bifurcations 

 

(a) Bifurcation  (b) Ridge-end

1 00

x,y 00

0 00

1 00

x,y 10

1 00

P3 P2P4

x,y P1P5

P7 P8P6

(d) Ridge-end (e) Bifurcation
(c) 3x3 window 

(pixels)

Figure 5: Local neighbourhood of each pixel of ridge-end and bifurcation 
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Figure 6: Ridges end and bifurcations detection 

CN =
1

2
∑|Pi − Pi+1|

8

i = 1

                                                                (1) 

In Equation 1, P9 = P1. 

 

Using Figure 6a, at any point, e.g point A, the distance |OA|of ridge-end or 

ridge bifurcation is calculated as follows: 

R_distance or B_distance; |OA| = √Ya
2 + Xa

2  (2) 

Likewise, at any point, e.g point A; the angle (θA) to the x-axis of ridge-end or 

ridge bifurcation is calculated as follows. Let RD, BD, Rθ, Bθ, w, d and t 

represent the scores of ridge distance, bifurcation distance, angle of the ridge, 

angle of bifurcation, ward number, the current date and current time 

respectively. 

Tan θA = 
Ya

Xa
       (3) 

Rθ or Bθ; θA = Tan−1 [
Ya

Xa
]    (4) 

 

 Rθ = (
θA × π

180
) + (wdt)                                                 (5) 

 

The components of ridges and bifurcations of voter’s fingerprint could be 

expressed as follows. 

RDj       ∶ j = 1, 2, 3, 4, . . . , R2      (6) 

BDi       ∶ i = 1, 2, 3, 4, . . . , B2      (7) 
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Rθn       ∶ n = 1, 2, 3, 4, . . . , N      (8) 

Bθm       ∶ m = 1, 2, 3, 4, . . . , M     (9) 

Z–Score Normalization was adopted and used for normalization of distances 

and angles of ridges and bifurcations. 

𝑆∗ =
𝑆 −  𝜇

𝜎
                                                                                 (10) 

𝛍 is the mean and 𝛔 standard deviation of raw score of RDj, BDi, Rθn 𝑎𝑛𝑑 Bθm 

𝐒 is a raw score of RDj, BDi, Rθn 𝑎𝑛𝑑 Bθm 

𝐒∗is the normalized score 

For post-normalization of distances and angles of ridges, Equation 11 would be 

used: 

 ER= RDj+ 

Rθn            : j = 1, 2, 3, . . . ,R2  and  n = 1, 2, 3, . . . ,N                  (11) 

  

For post-normalization of distances and angles of bifurcations, Equation 12 

would be used: 

 EB= BDi+ Bθm       : i = 1, 2, 3, . . . ,B2  and   m = 1, 2, 3, . . . ,M   

 (12) 

The total of voter’s ridge-ends, ridge bifurcations and angles of the ridge-ends 

and bifurcations are mathematically expressed in equations 13 and 14. 

VR  =  ∑(RDj ) + ∑(Rθn )                                              (13)  

 N

n = 1

  

R2

j = 1

 

VB  =  ∑(BDi ) + ∑(Bθm )                                              (14)  

 M

m = 1

  

B2

i = 1

 

 

Therefore, the extracted voter's fingerprint features were represented by a score, 

Vf and it is expressed as: 

𝐕𝐟(𝐕𝐑,  𝐕𝐁, 𝛚 ) =  ((|𝐕𝐑 − 𝐕𝐁|) + 𝛚 )             (15) 

 

The variable Omega, 𝜔 is a mathematical constant that represents the polling 

booth of the voter and Vf is the voter’s fingerprint score enrolled into the 

database.  
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Voter’s Identification Number (VIN) 

The voter identification number (Vin) would be unique and randomly generated 

using equations from 16 to 18. Let 𝑥𝑘 be represented by the first and last digit 

of a previous voter’s Vin, 𝑥𝑘+1is the new voter’s Vin, 𝑓(𝑥𝑘) is a given function, 

𝑓/(𝑥𝑘)is the first derivative of 𝑓(𝑥𝑘), 𝑓//(𝑥𝑘) is the second derivative of 𝑓(𝑥𝑘) 

and “t” is the current year, month, day, hour, minute in seconds.  

  𝑓(𝑥𝑘) = (16𝑥𝑘
5 − 0.89𝑥𝑘

2)𝑡     (16) 

  𝑓/(𝑥𝑘) = (80𝑥𝑘
4 − 1.78𝑥𝑛)𝑡     (17)   

  𝑓//(𝑥𝑘) = (320𝑥𝑘
3 − 1.78)𝑡     (18) 

Thus, 

Vin  = 𝑉𝑘+1 = (𝑥𝑘) + (
𝑓(𝑥𝑘)

 𝑓/(𝑥𝑘)
) + 𝑓//(𝑥𝑘)                   (19) 

 

Equation 19 would be used to generate the unique and randomly voter 

identification number (Vin) needed to be fused with the voter’s fingerprint score, 

Vf. The Vin exclusively depends on the previous first and last digits of Vin. 

Blockchain technology was used to generate the Vin. Blockchain technology 

allows the Vin of voters to be linked or chained, thereby making forgery or 

manipulation difficult. An imposter needs to identify the first and last digits of 

previous Vin before the new Vin could be computed. 

 

Fusion Phase 

The fusion phase combines the voter’s fingerprint score, Vf and VIN, Vin to 

produce voter’s ticket, Vt. Since the fingerprint is a biometric trait and VIN is a 

numerical value, thus a metadata fusion could be achieved as follows: 

Vt(Vf, Vin, β)= (
1

β
) * (

Vf

 Vf + Vin

)                                      (20)  

The Beta β is used as voter sensitivity that controls the difference in the scores 

between a genuine voter and an imposter.  
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Authentication Phase 
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Computer

Dedicated enrolment channel

Enrolment +

 
Figure 7: Authentication diagram 

 

At the authentication phase, the voter would be required to present two 

credentials, fingerprint (Vf) and Voter’s Identification Number (Vin) for 

authentication. To achieve a moderate acceptance and rejection rates of the 

voter’s fingerprint score, Vf at the authentication stage, a threshold value Vh 

would be computed as follows: 

 

𝑽𝒉(𝑽𝑹,  𝑽𝑩, 𝝎, 𝜶 ) =  (((|𝑽𝑹 − 𝑽𝑩|) + 𝝎) ∗ (𝜶)), : α = 0.8589          

(21) 

 

In Equation 21 Alpha, 𝛼 implies about eighty-five point eight nine per cent 

(85.89%) of the voter’s fingerprint ridges and bifurcation (Vf) would be used to 

obtain value, Vfa and variable Omega, 𝜔 is a mathematical constant that 

represents the polling booth of the voter. The value of Vfa, is the fingerprint’s 

template score of a voter during authentication. 

A voter’s fingerprint score is accepted when 𝑉ℎ ≤ 𝑉𝑓𝑎 ≤ 𝑉𝑓 is satisfied and 

rejected when 𝑉ℎ >  𝑉𝑓𝑎 > 𝑉𝑓 is satisfied. 

Also, to achieve a moderate acceptance and rejection rates of the voter’s ticket 

at the authentication phase, a threshold value, 𝑇𝑡 would be computed as follows: 
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Tt(Vt,  β)= (
1

β
) *(Vt)                    (22)  

A voter’s ticket is accepted when 𝑇𝑡 ≤ 𝑉𝑇 ≤ 𝑉𝑡 is satisfied and rejected when 

𝑇𝑡 > 𝑉𝑡 >  𝑉𝑇 is satisfied. 

 

Real Voter: if 

and

Imposter: if

and 

 
Figure 8: Authentication diagram 

A voter could be genuinely be accepted when the voter’s ticket satisfied the 

requirements and unlawful voters would be rejected by the system.  

  

Conclusion 

This paper examined the existing metadata fusion techniques such as the Simple 

Sum, Median, Min and Max rules. It was discovered that the rules were not 

accurate and perform poorly thereby creating a platform for the imposters to be 

wrongly accepted by the biometric system. The potential of a multimodal 

system depends on the type of data involved and the fusion technique used. 

Therefore, for a more robust and effective authentication, a new metadata fusion 

technique for effective e-voting authentication was proposed and presented. 

The proposed technique could be used to design and develop different secured 

systems that employed biometric trait and numerical data to achieve the 

authentication security requirement. 

 

Future Work 

The researchers have commenced a strategy to develop a secured electronic 

voting system using fingerprint biometric and visual semagram techniques that 
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would implement the fusion technique presented in this paper for effective e-

voting authentication. 
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