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ABSTRACT
The new challenge posed by the computer age is that of organisations and individuals  
having cloud presence.  The major  form of  cloud presence that  is  vital  to  success  of  
organisations and individuals is having hosted site that can be accessed from anywhere  
through internet connection. Resulting from this trend, organisations and individuals give  
a rush to own website! Hundreds of websites are hosted on the cloud on weekly basis.  
However, just like having a new estate is having its challenges; same applies to hosted  
sites on the cloud. Online threats of different forms are found on the internet and these  
threats can cause serious harm to newly hosted sites or even sites that are old. Many sites  
do not give their owners the needed satisfaction required, resulting from online threats  
the sites are facing. While some sites are even hijacked from its rightful owners and taken  
by hackers. This research intends to study common online threats sites may face and the  
negative consequences that may result from effects of these threats on hosted sites. The  
research will make an attempt to suggest measures on how these threats can be remedied  
or  prevented.  In  the  course  of  conducting  this  research  two  web  servers  of  Gwani  
Software Limited are studied through WHM panel the two web servers addresses are  
www.gwaniwebhost.com and www.gwaniwebhost.com.ng 
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INTRODUCTION 
An Online threat is any threat that uses the World Wide Web to facilitate cyber crime. 
Online threats use multiple types of malware and fraud, all of which utilize HTTP or 

http://www.gwaniwebhost.com/
http://www.gwaniwebhost.com.ng/


HTTPS protocols, but may also employ other protocols and components, such as links 
in email or IM, or malware attachments or on servers that access the Web. They benefit 
cyber criminals by stealing information for subsequent sale and help absorb infected 
PCs into botnets.
Online threats pose a broad range of risks, including financial damages, identity theft, 
loss  of  confidential  information/data,  theft  of  network  resources,  damaged  to 
brand/personal  reputation,  and erosion of consumer confidence in  e-commerce and 
online banking.

Information theft from victim site
Online threats can be divided into two primary categories, based on delivery method 
push and pull. Push-based threats use spam, phishing, or other fraudulent means to lure 
a user to a malicious (often spoofed) website which then collects information and/or 
injects malware. Push attacks use phishing, DNS poisoning (or pharming), and other 
means to appear to originate from a trusted source.
Precisely-targeted push-based online/web threats are often referred to as spear phishing 
to  reflect  the  focus  of  their  data  gathering  attack.  Spear  phishing typically  targets 
specific individuals and groups for financial gain. In other push-based web threats, 
malware authors use social engineering such as enticing subject lines that reference 
holidays, popular personalities, sports, pornography, world events and other hot topics 
to persuade recipients to open the email and follow links to malicious websites or open 
attachments with malware that accesses the Web.
Pull-based web threats are often referred to as “drive-by” threats by experts (and more 
commonly as “drive-by downloads” by journalists and the general public), since they 
can  affect  any  website  visitor.  Cyber  criminals  infect  legitimate  websites,  which 
unknowingly  transmit  malware  to  visitors  or  alter  search  results  to  take  users  to 
malicious  websites.  Upon  loading  the  page,  the  user’s  browser  passively  runs  a 
malware  downloader  in  a  hidden  HTML  frame  (IFRAME)  without  any  user 
interaction.
Information theft may take the form contents of database stolen and taking away, 
sometimes tampered without the knowledge of database administrator. This threat  
becomes  so  annoying  where  data  handles  by  the  website  are  sensitive  ones.  
Hackers make use of sophisticated software called spyware to infiltrate sites and 
steal  cpanel username and password where  the connection is  not secured (http) 
and then break through the database. 



Domain redirection
Domain forwarding is  a  service that  is  available with one’s domain registration.  It 
allows one to redirect visitors to another website (that one’s own) when visitors type 
one’s domain name in the browser address field.
Domain redirection or domain forwarding is when all  pages in a URL domain are 
redirected  to  a  different  domain,  as  when  wikipedia.com  and  wikipedia.net  are 
automatically redirected to wikipedia.org.
If one only has a registered domain name and one does not use any other hosting 
services, there are several ways to redirect one's domain name to another web site,  
namely:

• DNS adaptation Inline redirect.
• Forwarding redirect.
•  Redirecting a domain name with a DNS adaptation 

If your web site has an own IP address the best way is to adapt the DNS of your  
domain name configuration. However, due to the lack of IP addresses most web 
sites will run on an IP number which is shared with many other web sites. You can  
check if your site has got an own IP number by entering this number as a URL in 
your browser. If you do not see the same page as when you enter the domain name  
your web site runs on a shared IP number. You can create a redirect with DNS by  
means of an A or a CNAME record. 
 With a DNS redirect it is only possible to redirect to another server. If you want  
to redirect your domain name directly to a file or a directory on another server,  
you will have to use an Inline or a Forwarding redirect.
Redirection makes the domain pointing to your site to redirect to another website  
without permission of the initial site owner, so that customers or visitors to the 
initial  sites  are  redirected  to  the  second  site.  Worst  of  it  all,  sometimes  the 
redirected site may be pornographic site causing embarrassment to site’s visitors 
to  the  initial  site  (victim  site).  These  threats  come  from  vulnerability  of  web 
templates  like  Joomla,  word  press  and  their  likes  particularly  on  unsecured 
connections.

Unauthorised alterations of codes and scripts
Alteration attacks  are just  what  they sound like;  they occur when someone makes 
unauthorized modifications to code or data, attacking its integrity. These attacks can 
take many different forms and have a variety of consequences. An organization might 
have a Software Development Life Cycle, but the binary code can be altered. A person 



with access can recompile an existing program to add another library or DLL, or use a 
binary editor like HT Editor.
"Self-modifying code is quite straightforward to write when using assembly language 
(taking into account the CPU cache). It is also supported by some high level language 
interpreters  such as  SNOBOL4,  the  Lisp  programming  language,  or  the  legendary 
ALTER verb in COBOL. It is more difficult to implement on compilers but compilers 
such as Clipper and Spitbol make a fair attempt at it, and COBOL almost encouraged 
it. Batch programming scripts often involve self-modifying code as well." While there 
are some valid reasons to write self modifying code, from a security perspective, this 
isn't something we consider good practice since the application could be an unknown, 
or in an unevaluated state. Here is what Dennis Ritchie, one of the greatest software 
developers,  had  to  say  about  a  variant  of  self  modifying  code,  Just  in  Time 
compilation:
The place where code is altered and not managed is one of the biggest non-attacker 
driven problems. Maintenance code is often not subjected to scrutiny. Failures to check 
inputs and removal of security design measures can happen during this period. Often, 
the programmers assigned to update or maintain code have less ability and training 
than  an  initial  implementation  team.  If  your  organization  is  starting  to  train  your 
developers in software security, make sure all the developers get trained. Otherwise, 
the security effort you put into the design may be undone during a maintenance phase.
Alteration attacks apply to data as well as code, in fact even more so. For example, 
what  if  an attacker  defaced your organization's  web site  in  a  very  subtle  manner? 
Instead of posting a trite message about how your site was 0WN3D and that you suck, 
they may stealthily modify the numbers in your last quarterly report to make it look 
like business was very poor in order to drive your stock price down. 
Or maybe you caught  the latest  web server  worm.  Worms are definitely alteration 
attacks  because  they  have  to  modify  something on your  system in  order  to  work. 
However,  coupled  with  rootkit  technology  they  may  be  able  to  avoid  detection. 
Malware has been a primary vector for integrity attacks for a very long time. Consider 
the following from F-Secure on the Brain virus from 1986, "The Brain virus tries to 
hide from detection by hooking into INT 13. When an attempt is made to read an 
infected boot sector, Brain will just show you the original boot sector instead. This 
means  that  if  you look at  the  boot  sector  using  DEBUG or  any similar  program, 
everything will look normal, if the virus is active in memory. This means the virus is 
the first 'stealth' virus as well.
Hackers can change the codes and scripts handling your pages so that the required  
information is not displayed rather something else.  This happened to INEC site  



during the 2015 general poll when after typing the address the phrase “This site is  
hacked  by  the  cyber  army”.  This  threat  also  relies  heavily  on  unsecured 
connection.

Impersonation 
Impersonation is the ability of a thread to execute in a security context that is different 
from the context of the process that owns the thread. Impersonation is designed to meet 
the security requirements of client/server applications. When running in a client's security 
context, a service "is" the client, to some degree. One of the service's threads uses an 
access token representing the client's credentials to obtain access to the objects to which 
the client has access.
The primary reason for impersonation is to cause access checks to be performed against 
the client's identity. Using the client's identity for access checks can cause access to be 
either restricted or expanded, depending on what the client has permission to do. For 
example, suppose a file server has files containing confidential information, and each of 
these  files  is  protected by a DACL. To prevent a client  from obtaining unauthorized 
access  to  information  in  these  files,  the  service  can  impersonate  the  client  before 
accessing the files.
Every process has a primary token that describes the security context of the user account 
associated  with  the  process.  The  user  associated  with  the  process  for  an  ordinary 
application is  the  human user  who started the  application.  This  is  not the  case for  a 
service process. Services run under their own accounts and act as users in their own right.  
System services installed with the operating system run under the Local System account.  
Other services can be configured to run under this account, or they can be given separate 
accounts on the local system or in Active Directory. 
The  primary  token  for  a  service  is  associated  with  the  control  thread  in  the  service 
process and with all other threads acting on behalf of the service. It identifies the service's 
account, that account's groups, and its privileges. This information is used during access 
checks when the service requests access to objects needed for its own housekeeping.
When a service accepts a client, it creates a thread to do the work and associates the 
client's access token with the worker thread. The client's access token is known as an 
impersonation token. The impersonation token identifies the client, the client's groups, 
and the client's privileges. This information is used during access checks when the thread 
requests access to resources on the client's behalf. When impersonation is over, the thread 
reverts to using the primary token and returns to operating in the services own security 
context rather than the client's. 



The above “SERVER PROCESS” is the mechanism for impersonation that explains the 
roles of a Service's Primary and Impersonation Tokens

Hackers  may  use  vulnerabilities  and  insecurity  of  a  site  and  get  access  to  
webmails in such site then send mails from the e-mail accounts without the e-mail  
accounts owners knowing.

CONSEQUENCES OF THREATS TO HOSTED SITES AND WEB SERVERS
The consequences of threats to hosted sites and web servers are of enormous degree. This 
includes: data loss, loss of transactions on website, stealing of bandwidth/information, 
loss of visitors and customers, embarrassment via redirection of site to pornographic site 
amongst others, tampering/distortion of sensitive data, loss of reputation of the site, viral 
infection via  downloaded file  on web server,  economic cost  of  commercial  sites  and 
crashing  of  the  server.  These  threats  perform various  forms  of  damages  in  different 
capacity.  A recorded occurrence experience of  threat  encountered occurred in  August 
2007, a very similar scene played out as cyber criminals infiltrated the monster.com job 
site through “Monster for Employers” accounts, compromising the personal information 
of 1.6 million users. Many of these users then received official-looking emails, claiming 
to be from monster.com and encouraging them to download a “helper application” that 
turned out to be yet more malware. These attacks were well-researched, using familiar 
language  and  branding,  and  coded  to  transfer  data  slowly,  under  the  radar  of  IT 
administrators looking for suspicious network traffic.
In  2007,  fraudulent  emails  were  sent  purporting  to  be  from  the  Federal  Trade 
Commission. These emails claimed that a complaint had been filed against the company 
and contained an attachment. If the recipient opened the attachment, a key logging Trojan 
was deployed that attempted to steal login information from the user’s computer and send 
it back to the hacker. 
In 2005, phishing emails  targeted CEOs and other high-level executives of US credit 
unions in an attempt to gain control of millions of personal financial records. The email 
messages  contained a link to  a Web site  where  a  Trojan was downloaded.  Even one 



successful  infection  could  have  caused  millions  of  dollars  of  damage  and  caused 
irreparable harm to hundreds of thousands of users through identity and asset theft. But 
Web  threats  don’t  just  steal  confidential  information;  they  can  also  steal  network 
resources.

Data Lost
Data loss is an error condition in information systems in which information is destroyed 
by failures or neglect in storage, transmission, or processing. However, most of today’s 
data lost is resulting from threats posed by hackers and malware. Not only can the loss or 
theft of data hurt your business, brand and customer confidence, it can also expose you to 
the often-costly state and federal regulations that cover data protection and privacy. Data 
loss can also expose businesses to significant litigation risk. Data loss is distinguished 
from data unavailability, which may arise from a network outage. Although the two have 
substantially similar consequences for users, data unavailability is temporary, while data 
loss may be permanent. Data loss is also distinct from data breach, incident where data 
falls into the wrong hands, although the term data loss has been used in those incidents. 
Information systems implement backup and disaster recovery equipment and processes to 
prevent data loss or restore lost data. Data loss comes in various ways it could take any of 
the following form:

i. Intentional actions (like intentional deletion of a file or program), 
ii. Unintentional action (like accidental deletion of a file or program), 

iii. Misplacement of CDs or Memory sticks
iv. Administration errors such as inability to read unknown file format
v. Power failure, resulting in data in volatile memory not being saved to permanent 

memory
vi. Hardware failure, such as ahead crashing a hard disk. 

vii. Software crash or freeze, resulting in data not being saved 
viii. Software bugs or poor usability, such as not confirming a file delete command

ix. Business failure (vendor bankruptcy), where data is stored with a software vendor 
using Software-as-a-service 

x. Data corruption, such as file system corruption or database corruption
xi. Disaster: this includes natural disasters like earthquake, flood, tornado, etc

xii. Theft, hacking, SQL injection, sabotage, etc.
xiii. A malicious act, such as a worm, virus, hacker or theft of physical media.
Whenever a data  is  lost,  one needs to  consider  the  following:  the cost  of  continuing 
without the data, the cost of recreating the data, the cost of notifying users in the event of  
a compromise. 



According  to  SafeBACKUP  Consult,  (2015),  numerous  new  viruses  which  attack 
computers  every  day  are  creeping  into  business  computing.  Being  connected  to 
worldwide network has many advantages; however, it opens computers to many serious 
risks.  Damages  may  differ  greatly  but  the  majority  of  viruses  affects  operational 
software,  misuses  Internet  connection  and  damages  stored  data.  There  are  many 
different types of viruses and, often, data loss is just a side effect of some larger damage 
done to your operational system.
The  most  dangerous  are  the  attacks  targeted  to  steal  and  damage  business  data. 
Imagine  the  value  of  client  databases,  technical  inventions,  industrial  information 
essential for manufacturing or financial transactions' history of companies. Where there 
is serious monetary value, there is also a strong interest to acquire this information. 
What could be more convenient for hackers than to create a faulty impression of failures 
in operational system in order to hide their real intentions and cover tracks?
Webroot Inc, (2015) estimated that 

• Forty-three percent of PC users have lost files stored on their computers.
• More than 46 million people lost files in 2007.
• Only 6 percent of computer users back up their files daily.

 
Lost of control of transactions on site

Businesses having running websites usually face the risk of someone, somewhere taking 
over control of the running site for brief or long period. This kind of threat is called site 
hijack. Site hijack is a real threat to most hosted sites and is responsible for many illegal 
transactions done in the name of legal site owner. According to Wikipedia team(2015), 
most hackers relies on a term known as page hijacking, which is legal practice by search 
engines  to  take  over  victim’s  site.  Page hijacking is  a  form of  search  engine  index 
spamming. It is achieved by creating a rogue copy of a popular website which shows 
contents similar to the original to a web crawler, but redirects web surfers to separate, 
unrelated or malicious websites. This is done in most cases when search engines detect 
duplicate addresses on same organisation or content. Hackers create the duplicates so that 
search on the original creates links on the search engine, one linking to the original site 
and the other linking to the hackers site thereby deluding web surfers into the hacked site 
thinking it is the original legitimate site.
The  hardware  giant,  Lenovo  had  its  site  hijacked  and  compromised  and  issued  the 
following statement thereafter: “Unfortunately, Lenovo has been the victim of a cyber  
attack. One effect of this attack was to redirect traffic from the Lenovo website. We are  
also actively investigating other aspects. We are responding and have already restored  



certain functionality to our public facing website. We regret any inconvenience that our  
users may have if  they are not able to access parts of our site at this time. We are  
actively reviewing our network security and will take appropriate steps to bolster our site  
and  to  protect  the  integrity  of  our  users’  information  and  experience.  We  are  also  
working  proactively  with  3rd  parties  to  address  this  attack  and  we  will  provide  
additional information as it becomes available”.”

Stealing of bandwidth
Bandwidth is the amount of data a hosted site is allowed to transfer to visitors browsers in 
a month and is therefore an issue, particularly because when a site finishes up its monthly 
bandwidth access to the site will not be possible for the remaining days of the month. 
Some hackers make up images and videos of their site to come from another site by 
linking to the image or video on that site. The result is any browser surfing the hacker site 
will  not consume bandwidth from that site rather from the victim’s site. For example 
www.xyz.com has an image named coastal.jpg and a hacker site www.hacker.com needs 
that image, the legal way to use it for whatsoever purpose is download and placed on 
www.hacker.com while displaying it  uses <img src=”coastal.jpg”> which will  utilizes 
bandwidth from  www.hacker.com . However, illegal way of using the image is to use 
<img src=http://www.xyz.com/coastal.jpg> in this  way bandwidth of  www.xyz.com is 
now utilizes.  This  is  like  someone  tapping  electricity  from your  house  to  his  house 
without you knowing. Bandwidth theft is a cyber crime punishable under many cyber 
crime rules.

Lost of visitors and customers
Many customers are lost on a site, not because the site is not appealing or lacks quality 
and attraction, but because it was allowed to become a trap to wicked hands of hackers  
and cyber criminals. Each experience a visitor encountered makes such visitor to avoid 
such site.

When level of cyber criminals’ activities became so rampant on victim site, the 
site  may  risk  being  branded  as  unsafe  by  most  security  software  and  web  advisor 
software and because many people browsing internet browsing the internet heavily rely 
on these software, many people will refuse visiting the site even when it is attractive to 
them.

http://www.xyz.com/
http://www.xyz.com/coastal.jpg
http://www.hacker.com/
http://www.hacker.com/
http://www.hacker.com/
http://www.xyz.com/


Fig. 1 Warning against continue surfing a potential unsafe site. Source [Google Inc.]

Embarrassment (like redirection to pornographic site)
Many adware servers force links as frames on website they can reach, the links redirects 
to  sites  of  companies  that  pay  the  adware  servers  for  advertisement.  In  this  way, 
advertisement is placed on victim site without the owner knowing and even if he knows, 
he hardly has an idea on how to remove. Most time these links are not place on the 
hosting server of victim site, rather on the browsers of visitors coming to the site. The 
most annoying aspect of this cyber crime is the link may redirect to pornographic site. 
This can cause serious embarrassment on visitors to victim site. The most common of 
these is BaDoink Website redirects which secretly and stealthily injects code on victim 
site redirecting mobile devices to pornographic sites.

Tampering with sensitive data
Some hackers infiltrate sites’ security  in order to change the data on these sites with 
corrupt ones so as to confuse visitors or at least a target visitor. On 28 th March, 2015 
when Nigeria is going to poll to elect their leaders, the website of Independent Electoral 
Commission was reported to have been hacked M.  Abimboye, (2015).



Fig. 2 Image displayed when INEC site was hacked. Source [Premium Time]

Lost of refutation
Large  companies’ sites  faced  these  threats  and  in  some  instances  they  are  hacked. 
However,  most  people  simply  lost  the  refutations  they  have  of  companies  and 
organisations when their sites are hacked. The common problem most site owners face 
after  they  regain  back  their  sites  from  the  attack  of  cyber  criminals,  is  to  rebuild 
refutations in the eyes of their visitors.

Viral infection on web server
Many cyber criminals attack leave the victim site with deposit of malicious viruses that 
plagued the site even after the attack has been curtailed. Some of these viruses are meant 
to  infect  the  computers  of  visitors  to  the  victim site  causing  annoyance  and thereby 
sending them away if they are regular visitors.

Economic lost to commercial sites
To complete this section, recourse must be made to the economic lost these threats can 
caused or have caused to site owners. These few examples will show us a clear picture:

• Sony Inc, in 2011 lost $171 Million when its site was hacked for just two months.
• Citigroup lost $2.7 million in 2011 when its site was hacked for just some weeks.
• NITDA reported that Nigeria has lost N158 Billion due to cyber crime.



Fig. 3 Impact of malware on economy. Source [Computer Economics]

Fig. 4 Comparing impact of cyber crime on economy and others. Source [Mcafee]

Crashing of server
Web hosting companies are equally affected by cyber criminals attack on the sites they 
hosted. Most of these web servers crashed at severe attack on sites hosted on it. This  
research is able to find Nigerian web hosting that had its web server crashed due to these 
threats, however, the company did not permit details of this scenario to be made public 
and because of this we withheld the name of the company.

SUGGESTION ON HOW TO CURB THESE THREATS
Threats to websites can be averted by putting combination of measures, there is hardly 
a single method that can provide the require security a website may need against all 



forms of threats. Putting several measures combined together provide the best option 
to keeping website safe. 
This section intends to examine several measures that can be combined together to 
make websites safe and free from most threats.

Use of SSL certificate
SSL stands for Secured Socket Layer and is a technology that makes sure data leaving 
and coming to website pass through secured technology. This technology encrypts all 
data  coming  or  leaving  a  website  thereby  making  it  unreadable  to  hackers  and 
malwares. 

The Secure Socket Layer protocol was created by Netscape to ensure secure transactions 
between web servers and browsers. The protocol uses a third party, a Certificate 
Authority (CA), to identify one end or both end of the transactions. This is in short how it 
works.
1. A browser requests a secure page (usually https ://).
2. The web server sends its public key with its certificate.
The browser checks that the certificate was issued by a trusted party (usually a trusted 
root CA), that the certificate is still valid and that the certificate is related to the site 
contacted.
3. The browser then uses the public key, to encrypt a random symmetric encryption key 
and sends it to the server with the encrypted URL required as well as other encrypted http 
data.
4. The web server decrypts the symmetric encryption key using its private key and uses 
the symmetric key to decrypt the URL and http data.
5. The web server sends back the requested html document and http data encrypted with 
the symmetric key.
6. The browser decrypts the http data and html document using the symmetric key and 
displays the information. Martin (2001)

In  a  non  technical  term,  website  solicits  the  service  of  a  company  selling  SSL 
certificate and after payment the certificate is giving out and can then be installed on 
the website.  Once installed all  data leaving the site are encrypted and can only be 
decrypted to  the  right  browser.  Data  coming into the  website  is  also ensure  to  be 
coming from the right browser and is also encrypted from the browser and decrypted 
after  successfully  reaching  the  website.  This  technology  wards  off  hackers  from 
getting data from legitimate visitors and users of the website. Sensitive data like debit 
card details, school results and many others are secured with this technology.
Regular update of Joomla and word press templates



Joomla, word press and other customised web templates that are open source are very 
nice for website design, good looking and presentable nature of these templates make 
them attractive to web designers. However, they are not safe as during their design lots 
of vulnerabilities are created without the knowledge of the template designers. These 
vulnerabilities come into being in most of the functions that connect with databases, 
directs  browser  or  create  other  settings.  Hackers  having  knowledge  of  these 
vulnerabilities make use of them to have access to the database or important cpanel 
settings and thereby causing havoc on the victim website. Most of the template design 
company release updates closing vulnerabilities detected so far.  Not updating these 
templates by websites’ owners leave their website with these vulnerabilities and prone 
to attack by hackers.

Use code guard software
Cloud Flare team (2015) describe codeguard as a cloud service provides an easy-to-
use  service  that  enables  small  and medium businesses  to  protect  their  websites  
from hacks and mistakes. The cloud-hosted service performs an initial backup of 
website  content,  and  then  monitors  the  site.  If  it  discovers  site  changes,  
CodeGuard will take a new backup and alert the owner. At any time, the owner  
can rollback if undesired changes are detected—attacks or mistakes. Put simply,  
CodeGuard is a time machine for websites.



Codeguard creates  automatic  backup of  website  whenever changes  are  detected 
and keep rolling point, so that website can be rolled back to any point in the past  
whenever  unwanted  changes  are  detected.  This  creates  undue  annoyance  to 
hackers as any of their evil achievement on a website can be undone by rolling the  
website back to a desired and accepted state.
Fig. 5 CodeGuard Home Page   Source [CodeGuard]

Use of backup and restore 
Explain how this method is capable of curbing these threats, what the method is, cost 
implication of the methods, strength of the method, weakness of the method if there is 
any,  whether  method  subdivides  into  subdivisions  and  where  can  this  method  be 
gotten.

Regular change of cpanel login password
Regular change of cpanel password will go a long way in further securing a site. If the 
password has  been broken by spywares  and hackers  by  changing it  regularly  will 
frustrate hackers as it took them time to break passwords of cpanel. Leaving cpanel 
password staying for long time makes it possible for spyware and hackers to succeed 
in breaking the password using trial and guess on all printable characters. Most hosting 
companies make it mandatory for web masters to change their cpanel password over 
30 days interval.

Use of safety measure while browsing from public terminal



Browsing on public computers like the one in cyber café, hotels, airports and their 
likes place most website at risk of these threats. Site owners are always advised not to 
access their cpanel from these kinds of computers. Public computers are usually not 
void of  malware  and viruses  that  can creep into site  through the  accessed cpanel. 
Browsers’ cookies may store cpanel login details thereby putting cpanel at possibility 
of access by another user of such computer. 

Use of healthy system free from malware
The same way public computer posed threat to site; the same is with an unhealthy 
system  infected  with  different  forms  of  malware,  spyware,  adware  and  viruses. 
Sometime such system may have its browsers already hijacked by cyber criminal so 
that once the browser is launched, the cyber criminal uses the browser from behind the 
scene to access most of what the browser is accessing.

Encryption of MySQL databases
Most site owners increase the chances of cyber criminal to attack their sites by not 
encrypting fields in their MySQL tables. Different ciphers come with MySQL database 
management system and it is one of the best ways of frustrating hackers to encrypt  
every sensitive field in every table of the database.

Avoid browsing of hacking or unsafe sites
The golden rule for  web masters  is  stay away from unsafe sites  by installing web 
advisor software, so that it monitors where you are going on the internet. Different 
types of web advisors are available on the internet, some are free while others are 
commercial.

Changing of webmail accounts passwords regularly
Changing of webmail password at regular interval of times is equally important. This 
also prevents hackers and spyware from breaking the password using large database to 
make a guess. Where password of e-mail account is broken by hacker or spyware, a 
change frustrates the hacker or spyware.

CONCLUSION
This  research  is  able  to  successfully  analyse  the  common  online  threats  facing 
websites and the negative consequences of these threats to website and it finally offers 
some  measures  that  web  masters  can  take  to  safeguard  their  websites  from these 
threats.



RECOMMENDATION
Base on the findings of this research, web masters are hereby recommended to adopt 
the measures listed in the research on their websites in order to make them safe from 
common online threats.
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