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 ABSTRACT
The Internet of Things has been in existence since the large scale adoption of Radio-
frequency  Identification  began  a  decade  ago  and  it  is  regarded  as  the  new-fangled  
revolution  of  the  internet.  Internet  of  Things  maintains  its  importance by connecting  
numerous  things  and offering promising solutions  for  numerous  fields.  This  paper  is  
aimed at outlining the growth of Internet of Things, its application in our daily lives, and  
the various opportunities it offers. The challenges of adopting Internet of Things in the  
African continent were also discussed and they include Lack of digital literacy, Paucity of  
internet penetration in most African countries coupled with the lowest internet access in  
the world, high cost of IoT devices, the growing concern about how secure is the Internet  
of Things, lack of network infrastructures needed to link the physical and virtual objects,  
high cost of smart phones and data services, power supply and good telecommunication  
coverage in most African countries. 

INTRODUCTION
The coming of the internet has no doubt revolutionized the way we interact with our 
immediate surroundings. The IoT, occasionally referred to as the Internet of Objects, Web 
of Things is here to change the way we interact with things in our environment including 
ourselves. Internet of things (IoT) sudden increase is present within us, in different forms 
such as digital jewelleries, wearable computers, smart health trackers, connected smoke 
detectors and light bulbs, and essentially any other Internet-connected device that isn’t a 
mobile phone, tablet, or traditional computer.
IoT is emerging as the third wave in the development of the Internet. The 1990s’ fixed 
Internet wave connected 1 billion users while the 2000s’ mobile wave connected another 
2 billion. The IoT has the potential to connect 10X as many (28 billion) “things” to the 
Internet by 2020, ranging from bracelets to cars (Goldman Sachs, 2014).
The “Internet of Things” refers to the concept that the Internet is no longer just a global 
network for people to communicate with one another using computers, but it is also a  
platform for  devices to  communicate electronically  with the  world around them.  The 
result is a world that is alive with information as data flows from one device to another 
and is shared and reused for a multitude of purposes. Harnessing the potential of all of 



this  data  for  economic  and  social  good  will  be  one  of  the  primary  challenges  and 
opportunities of the coming decades. Daniel Castro & Jordan Misra 2013
A  combination  of  technologies,  including  low-cost  sensors,  low-power  processors, 
scalable  cloud  computing,  and  ubiquitous  wireless  connectivity,  has  enabled  this 
revolution. Increasingly companies are using these technologies to embed intelligence 
and sensing capabilities in their products, thereby allowing everyday objects to sense, 
learn  from,  and  interact  with,  their  environment.  Some  of  these  devices  engage  in 
machine-to-machine communication. For example, sensors on the roadway electronically 
alert cars to potential hazards, and the smart grid sends dynamic electricity pricing data to 
home appliances in order to optimize power consumption. Other devices communicate 
information to their users, either directly through the product itself or indirectly through a 
web browser on a PC or mobile device (Daniel et al, 2013).

LITERATURE REVIEW
The term was first proposed by Kelvin Ashton, a British technologist, in 1999 when he 
was at  Massachusetts Institute of Technology (MIT) from work at the Auto-ID Center. 
Founded in 1999,  this  group was working in  the  field of  networked radio frequency 
identification (RFID) and emerging sensing technologies.  The labs consisted of seven 
research universities located across four continents. These institutions were chosen by the 
Auto-ID Center to design the architecture for IoT (Cisco IBSG, 2011).
Atzori (2010) states that IoT has been defined from various different perspectives and 
hence  numerous  definitions  for  IoT  exist  in  the  literature.  The  reason  for  apparent 
fuzziness of the definition stems from the fact that it is syntactically composed of two 
terms - Internet and things. The first one pushes towards a network oriented vision of IoT, 
while  the  second tends  to  move the  focus  on generic  objects  to  be  integrated into a 
common framework.
According to the Cisco IBSG (2011), IoT is simply the point in time when more “things 
or objects” were connected to the Internet than people. Similarly, IoT is an interconnected 
set of devices, sensors and objects that merge the physical with the digital world (Booz 
Allen Hamilton, 2014). IoT is a concept that describes a state where everyday physical 
objects  and  devices—“things”—  are  connected  to  the  Internet.  These  “things”  are 
everywhere,  and include  modes  of  transport  such as  cars  and airplanes,  utilities  like 
traffic lights and gas pipes, and even wearable fitness trackers. IoT goes beyond simply 
connecting objects  to the  Internet;  it  enables  devices to  intelligently self-identify and 
communicate with other devices. This creates a new model of information-sharing among 
people, facilitated by our devices.
Elgar (2010) in his paper “What is the Internet of Things? An Economic Perspective” 
states that there is important difference between the internet and the IoT. He stated that 
the nerve ends of the Internet are full blown computers, while the nerve ends in the IoT 
are  very  small,  in  many  cases  even  invisible,  low-end  and  low energy  consumption 
computers, and Internet-based services are targeted towards human beings as users while 
the attributes of the IoT almost completely exclude humans from direct intervention.



According to Internet of Things (2008) cited in Nomusa (2012), IoT also called M2M, 
standing for  Machine to  Machine,  Machine to  Man,  Man to Machine or  Machine to 
Mobile, the IoT intelligently connects humans, devices and systems. He also cited Raunio 
(2009), where it was stated that analysts describe two distinct modes of communication in 
the IoT: thing to person and thing-to-thing communication. Thing-to-person and person-
to-thing communications encompass a number of technologies and applications, wherein 
people interact with things and vice versa, including remote access to objects by humans, 
and objects that continuously report their status, whereabouts and sensor data. Thing-to 
thing  communications  encompasses  technologies  and  applications  wherein  everyday 
objects and infrastructure interact with the human. Objects can monitor other objects, 
take corrective actions and notify or prompt humans as required. 
As a consequence, the IoT may rightly be conceptualized as an extension of the Internet 
to reach out to the physical world of things and places that only can feature low-end 
computers (Gershenfeld et al., 2004).
Everyday Objects transform into smart objects able to sense, interpret and react to the 
environment thanks to the combination of the Internet and emerging technologies such as 
Radio-frequency Identification (RFID) (Amaral et al., 2011). In most IoT applications, 
the smart things communicate amongst each other and with computers in the Internet in a 
machine-to-machine  way (Mattern,  2004).  When  users  need to  be  involved,  e.g.,  for 
decision making, they currently contribute via personal computers and mobile phones.
In  recent  years,  IoT  has  witness  significant  growth  rate.  According  to  Zebra 
Technologies, in a study conducted with Forrester Research, enterprise IoT deployments 
have  grown  by  333  percent  since  2012.  According  to  the  survey,  65  percent  of 
respondents had deployed IoT technologies in the enterprise in 2014, compared to only 
15 percent in 2012.4. Although technical and public policy issues persist, many factors 
contribute to the accelerating deployment of IoT capabilities.
According to Cisco cited in James et al (2015), by 2020 Cisco estimates there will be 
more  than  50  billion  devices  connected  to  the  Internet.  By  that  time,  computers 
(including PCs, tablets, and smart phones) will represent just 17 percent of all Internet 
connections; the other 83 percent will  result from IoT, including wearable and smart-
home devices. 
IoT is  a  future-facing  development  of  the  internet  wherein  objects  and  systems  are 
embedded  with  sensors  and  computing  power,  with  the  intention  of  being  able  to 
communicate  with  each  other.  Although  the  original  concept  of  IoT  puts  excessive 
emphasis on machine-to-machine communications, the real change underlying this is the 
diversification  of  people-to-people  communications  in  an  increasingly  indirect  way. 
Machines may eventually be able to communicate, but so far this phenomenon is neither 
universal nor covers all  types of networks;  even when machines can connect to each 
other, the fact is that they will  remain as instruments of human communications (EY, 
2015).
By the end of 2014 the number of cellular machine-to-machine connections also known 
as the Internet of Things in the developing world totalled 128 million, or 52% of the 
global numbers, estimated global industry body GSMA. They predicted that this figure 



will rise to nearly 60% or 575 million by 2020. Ann Bouverot, GSMA’s Director General 
was quoted by Reuters as saying that in Africa it’s sometimes possible to leapfrog and go 
to the latest innovation and technology at the same time Htxt.africa (2015).

Architecture of Internet of Things
Implementation of IoT is based on an architecture consisting of several layers: from the 
field data acquisition layer at the bottom to the application layer at the top. The layered 
architecture  is  to  be  designed  in  a  way  that  can  meet  the  requirements  of  various 
industries,  enterprises,  societies,  institutes,  governments etc.  Fig.  1 presents  a generic 
layered architecture for IoT Debasis et al (2011). The layered architecture has two distinct 
divisions with an Internet layer in between to serve the purpose of a common media for 
communication. The two lower layers contribute to data capturing while the two layers at 
the top is responsible for data utilization in applications.

Figure 
1: Layer Architecture of Internet of Things

     According  to  Debasis  et  al  (2011),  the  functionalities  of  the  various  layers  are 
discussed briefly in the following:

i. Edge layer: This hardware layer consists of sensor networks, embedded systems, 
RFID tags and readers or other soft sensors in different forms. These entities are 
the primary data sensors deployed in the field. Many of these hardware elements 
provide  identification  and  information  storage  (e.g.  RFID  tags),  information 
collection  (e.g.  sensor  networks),  information  processing  (e.g.  embedded  edge 
processors), communication, control and actuation.



ii. Access gateway layer:  The first stage of data handling happens at this layer.  It 
takes care of message routing, publishing and subscribing and also performs cross 
platform communication, if required.

iii. Middleware  layer: This  is  one  of  the  most  critical  layers  that  operate  in 
bidirectional  mode.  It  acts  as  an  interface  between  the  hardware  layer  at  the 
bottom and the application layer at the top. It is responsible for critical functions 
such as device management and information management and also takes care of 
issues  like  data  filtering,  data  aggregation,  semantic  analysis,  access  control, 
information discovery such as EPC (Electronic Product Code) information service 
and ONS (Object Naming Service).

iv. Application layer: This layer at the top of the stack is responsible for delivery of 
various  applications  to  different  users  in  IoT.  The  applications  can  be  from 
different industry verticals such as: manufacturing, logistics, retail, environment, 
public safety, healthcare, food and drug etc. With the increasing maturity of RFID 
technology, numerous applications are evolving which will be under the umbrella 
of IoT.

Characteristics of IoT
According Carlos (2014) in his article Internet of Things: Six Key Characteristics,  he 
stated that the six major characteristics of IoT are:

i. Intelligence: Together algorithms and compute (i.e. software & hardware) provide 
the  “intelligent  spark” that  makes  a  product  experience smart.  Consider  Misfit 
Shine,  a  fitness  tracker,  compared  to  Nest’s  intelligent  thermostat.  The  Shine 
experience distributes compute tasks between a smart phone and the cloud. The 
Nest thermostat has more compute horsepower for the AI that make them smart.

ii. Connectivity: Connectivity in the IoT is more than slapping on a WiFi module and 
calling  it  a  day.  Connectivity  enables  network  accessibility  and  compatibility. 
Accessibility is getting on a network while compatibility provides the common 
ability to consume and produce data. If this sounds familiar, that’s because it is 
Metcalfe’s Law and it rings true for IoT.

iii. Sensing:  We tend to take for  granted our senses  and ability  to  understand the 
physical world and people around us. Sensing technologies provide us with the 
means to create experiences that reflect a true awareness of the physical world and 
the people in it. This is simply the analog input from the physical world, but it can 
provide rich understanding of our complex world.

iv. Expressing: Expressing enables interactivity with people and the physical world. 
Whether it is a smart home or a farm with smart agriculture technology, expressing 
provides us with a means to create products that interact intelligently with the real 
world. This means more than just rendering beautiful UIs to a screen. Expressing 
allows us to output into the real world and directly interact with people and the 
environment.

v. Energy: Without energy we can’t bring our creations to life. The problem is we 
can’t create billions of things that all run on batteries. Energy harvesting, power 



efficiency,  and  charging  infrastructures  are  necessary  part  a  power  intelligent 
ecosystem that we must design. Today, it  is woefully inadequate and lacks the 
focus of many product teams.

vi. Safety: As we gain efficiencies, novel experiences, and other benefits from the IoT, 
we must not forget about safety. As both the creators and recipients of the IoT, we 
must design for safety. This includes the safety of our personal data and the safety 
of  our physical  well-being.  Securing the endpoints,  the networks,  and the data 
moving across all of it means creating a security paradigm that will scale.

Applications of IoT
It is impossible to envisage all potential IoT applications having in mind the development 
of technology and the diverse needs of potential users (Ovidiu et al, 2013). It is obvious 
that IoT technology is present in our midst today and it is fast becoming a daily part of 
our lives especially in the developed nations. Below are IoT applications in some fields:

i. IoT in the education sector has already started to make the conventional education 
system more automated — interactive smart classrooms are helping students learn 
and participate  more,  whilst  automatic  attendance and various  student  tracking 
systems  could  help  to  make  schools  more  secure.  Internet-enabled  remote 
classrooms will be a milestone for developing countries, making deep penetration 
in areas where setting up a traditional school infrastructure is not possible (Booz 
Allen Hamilton, 2014).

ii. Financial Services are already leveraging the internet for many of their services. 
Exponential improvement in digital infrastructure and the next generation of IoT-
enabled  products  could  further  lead  the  growth  of  the  financial  sector,  with 
innovations,  such  as  smart  wearable  and  smart  monitoring  devices,  helping 
customers  to  keep  better  track  of  their  money  and  investments  (Booz  Allen 
Hamilton, 2014).

iii. Medical  and  Healthcare  Industry:  IoT  will  have  many  applications  in  the 
healthcare sector, with the possibility of using the cell phone with RFID-sensor 
capabilities as a platform for monitoring of medical parameters and drug delivery. 
The advantage gained is in prevention and easy monitoring of diseases, ad hoc 
diagnosis  and  providing  prompt  medical  attention  in  cases  of  accidents. 
Implantable and addressable wireless devices can be used to store health records 
that can save a patient’s life in emergency situations, especially for people with 
diabetes,  cancer,  coronary  heart  disease,  stroke,  chronic  obstructive  pulmonary 
disease, cognitive impairments, seizure disorders and Alzheimer’s disease. Edible, 
biodegradable  chips  can  be  introduced  into  human  body  for  guided  actions. 
Paraplegic persons can have muscular stimuli delivered via an implanted smart 
thing-controlled  electrical  simulation  system  in  order  to  restore  movement 
functions (Debasis et al, 2011).



iv. Pharmaceutical Industry: For pharmaceutical products, security and safety is of 
utmost  importance.  In  IoT paradigm,  attaching smart  labels  to  drugs,  tracking 
them through the supply chain and monitoring their status with sensors has many 
potential benefits. For example, items requiring specific storage conditions, e.g. 
maintenance  of  a  cool  chain,  can  be  continuously  monitored  and discarded if 
conditions were violated during transport. Drug tracking and e-pedigrees allow for 
the detection of counterfeit products and keep the supply chain free of fraudsters. 
Counterfeiting is a common practice in this area, and it particularly affects the 
developing  countries.  The  smart  labels  on  the  drugs  can  also  directly  benefit 
patients,  for  example  by  enabling  storing  of  the  package  insert,  informing 
consumers of dosages and expiration dates, and assuring the authenticity of the 
medication. In conjunction with a smart medicine cabinet that reads information 
transmitted by the drug labels, patients can be reminded to take their medicine at 
appropriate  intervals  and  patient  compliance  can  be  monitored  (Debasis  et  al,  
2011).

v. Transportation Industry: IoT offers solutions for fare collection and toll systems, 
screening of  passengers  and bags  boarding commercial  carriers  and the  goods 
moved by the international cargo system that support the security policies of the 
governments and the transportation industry, to meet the increasing demand for 
security in the globe. Monitoring traffic jams through cell phones of the users and 
deployment of intelligent transport systems (ITS) will make the transportation of 
goods and people more efficient. Transportation companies would become more 
efficient  in  packing  containers  since  the  containers  can  self-scan  and  weigh 
themselves. Use of IoT technologies for managing passenger luggage in airports 
and airline operations will enable automated tracking and sorting, increased per-
bag read rates, and increased security (Debasis et al, 2011).

vi. Agriculture and Breeding: The regulations for traceability of agricultural animals 
and their movements require the use of technologies like IoT, making possible the 
real time detection of animals, for example during outbreaks of contagious disease. 
Moreover, in many cases, countries give subsidies depending on the number of 
animals in a herd and other requirements, to farms with cattle, sheep, and goats. As 
the  determination  of  the  number  is  difficult,  there  is  always the  possibility  of 
frauds. Good identification systems can help minimize this fraud. Therefore, with 
the  application  of  identification  systems,  animal  diseases  can  be  controlled, 
surveyed,  and  prevented.  Official  identification  of  animals  in  national,  intra 
community,  and international commerce is  already in place,  while  at  the same 
time, identification of livestock that are vaccinated or tested under official disease 
control  or  eradication  is  also  possible.  Blood  and  tissue  specimens  can  be 
accurately identified, and the health status of herds, regions, and countries can be 
certified by using IoT. With the Internet of Things, single farmers may be able to 
deliver the crops directly to the consumers not only in a small region like in direct 
marketing or shops but in a wider area. This will change the whole supply chain 



which is mainly in the hand of large companies, now, but can change to a more 
direct, shorter chain between producers and consumers (Debasis et al, 2011).

Opportunities IoT offers
According to EY (2015), IoT is leading change within the digital landscape and it’s fast 
becoming the must-have element of business technology. Some of the primary forces 
driving the adoption of IoT are:

i. New business opportunities: The web of connected devices, people and data will 
provide business opportunities to many sectors. Organizations will be able to use 
IoT data to gain a better understanding of their customers’ requirements and can 
improve processes, such as supply chain/inventory coordination, investments and 
public safety.

ii. Potential for business revenue growth: There are multiple untapped opportunities 
for economic impact by finding creative ways to deploy IoT technology to drive 
top-line  revenue  growth and  value  creation  through  expense  reduction  and  by 
improving asset productivity.

iii. Improved decision-making: Personal  computing smart  devices  are  on the  rise, 
leading to wider choice, real-time updates, enhanced facilities, more accurate fact 
finding, etc. and thus leading to more informed decision-making.

iv. Cost reductions: The costs of IoT components, such as cloud services, sensors, 
GPS devices  and microchips,  have  fallen,  meaning that  the  cost  of  IoT-linked 
devices is getting more affordable day by day. 

v. Safety and security: With the help of cameras and sensors, there is the possibility 
to guard against, or avoid, physical threats, which might occur at the workplace or 
home. In time, even disaster management or recovery systems will get help from 
IoT.

vi. Improved citizen experience: The citizen experience could improve considerably 
due to ease of access,  ease of living and ease of communicating.  Think of an 
example  where  a  citizen  can  pay  his  or  her  taxes  remotely,  watch  his  or  her 
parking  space  from  the  office,  shut  down  or  communicate  with  gadgets  or 
machines at home, and even proactively monitor his or her health.

vii. Improved  infrastructure:  IoT  could  help  to  turn  infrastructure  into  a  living 
organism, especially when major megacities transform into “smart cities.” Large 
population inflow in urban areas and depleted non-renewable energy sources are 
making  resource  management  a  challenge,  but  intelligent  infrastructure  and 
interconnected networks are starting to provide solutions with concepts, such as 
smart  grid,  smart  waste  management,  smart  traffic  control,  smart  utilities  and 



sustainable city. Microcomputer-enabled automated citizen services will also make 
future smart cities more secure and more efficient.

Challenges of Embracing IoT in the African Continent
Embracing IoT devices in Africa presents  numerous challenges ranging from security 
risks  and  privacy  that  have  hindered  the  widespread  use  of  IoT within  the  African 
continent. Africa has its own unique problems in terms of adopting IoT hence, it requires 
urgent solutions to these problems for IoT to flourish in the continent. Other challenges 
are:

i. Lack of digital literacy.
i. Paucity of internet penetration in most African countries coupled with the lowest 

internet access in the world. 
ii. High cost of IoT devices.

iii. The growing concern about how secure it is to adopt IoT. 
iv. Lack of network infrastructures needed to link the physical and virtual objects.
v. High cost of smart phones and data service.  

vi. Connectivity is another major challenge; in order for IoT to work effectively it 
relies on high speed internet connections. In order for IoT to fly it also relies on 
good telecommunication coverage and power supply Htxt.africa (2015).

CONCLUSION AND RECOMMENDATIONS
This research work presents an overview of IoT and the challenges of embracing it in the 
African continent. Related literatures were reviewed which also contains the IoT history 
and its definition. Also, the architecture of IoT, the characteristics of IoT, application of 
IoT  in  different  fields  and  the  opportunities  IoT  offers  were  also  examined.  The 
challenges  of  embracing  IoT in  Africa  such  as  security  risk  and  privacy,  paucity  of 
internet  penetration which is  a  key tool  needed to use  IoT devices,  high cost  of IoT 
devices, lack of network infrastructures needed to link the physical and virtual objects 
and high cost of smart phones and data service were also introduced.
Lastly, for IoT to be adopted massively in Africa, there should be concentration in the 
provision of IoT infrastructures, government should support telecommunication operators 
to  provide wider  coverage,  the  problem of internet  penetration  and access  should be 
addressed with emphasis on the rural dwellers, the digital literacy problem still ravaging 
the rural communities should be addressed, low cost smart phone and cheap data service 
should also be made available and the entire population should be enlightened on the 
benefits of IoT.
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